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ABOUT FOXIT AI ASSISTANT
Foxit AI Assistant refers to the AI capabilities provided via the AI Assistant in Foxit PDF 
Editor, as well as the AI features that you can use separately at ai.foxit.com, and other 
specific features in Foxit PDF Editor that are powered by AI.


Foxit AI Assistant integrated with Azure AI Service, which is an innovative solution that 
helps users understand and interact with documents more effectively. By combining 
advanced artificial intelligence technology with powerful language processing 
capabilities, the Foxit AI Assistant offers a range of functions that enhance productivity 
and streamline document comprehension.


Document Summary - The OpenAI summary service uses artificial intelligence to 
generate a concise and accurate summary of a given text input.


Document Re-write - The OpenAI rewrite service uses machine learning to 
automatically paraphrase or rewrite text while maintaining its original meaning.


Document Translation – Translate the document and preserve its original layout and 
formatting as much as possible.


Content Translation - Translate selected text and documents into corresponding 
languages.


Document Q&A - Have a conversation with PDF and answer user questions based on 
PDF content.


Content Explanation – An AI-powered feature that provides concise explanations and 
definitions for selected text.


Spelling and Grammar Correction – An AI-powered feature that automatically detects 
and corrects spelling and grammar errors in your content.


SMART PDF COMMANDS - Delegate tasks to our AI Assistant for efficient document 
processing.


Auto Create Bookmark – An AI-powered feature that automatically generates 
bookmarks based on document content for quick navigation and organization.


Foxit AI Assistant is a tool provided by Foxit for 
intelligent document processing. This document 
introduces the basic functions of Foxit AI Assistant, 
as well as how it handles your documents and 
data and ensures their security.


FOXIT AI ASSISTANT 
SECURITY OVERVIEW
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FOXIT AI ASSISTANT 
ARCHITECTURE


Foxit AI Assistant
Service Architecture


The objective of the design of the Foxit AI Assistant service architecture is to provide 
highly reusable, secure, and scalable service components. With the aim of achieving 
this overarching goal, we have implemented a layered approach, encompassing the 
following tiers: user interface layer, service layer, business layer, and data layer.


The user interface layer presents the AI Assistant window in a web page format, 
receives user questions or commands, and returns responses to the user.


The service layer provides service APIs for application invocation and includes user 
access control functionalities. It includes the following:


Chat with Image – An AI-powered feature that uses visual understanding to analyze 
image information and provide effective assistance.


Intelligent Reading – An AI-powered text-to-speech feature that converts text into 
natural-sounding speech to enhance the reading experience.


And other more features.
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The business layer encompasses document data processing, vector management, and 
chat session context management, among others. It includes the following:


Lastly, the data layer comprises the repositories and storage mechanisms used by the 
AI Assistant. It incorporates components such as vector databases, business databases, 
local document storage, and cloud document storage. These components play a crucial 
role in efficiently managing and accessing the data required for the AI Assistant's 
operations.


By implementing this architectural design, the Foxit AI Assistant service ensures disaster
backup and recovery capabilities, guaranteeing the availability and stability of the 
services provided to users. Additionally, the architecture emphasizes observability, 
enabling real-time monitoring of the service's health. In the event of any service 
interruptions or anomalies, the system can swiftly identify and resolve issues, 
minimizing any disruptions experienced by users. 


AI Assistant Business API: Provides business logic APIs for managing user tokens, 
document summarization/enhance writing/translation, and more.


Web HTML5 API: Provides communication interfaces between web components and 
the application end.


Access Control: Offers user access control capabilities, defining which resources users 
can access and their permissions for accessing those resources.


Embeddings Management: Manages vector data for text, including updates, similarity 
search, and comparisons. An embedding is a relatively low-dimensional space into 
which high-dimensional vectors can be translated.


Document Processing: Identifies and extracts content from documents, segments 
text content, and more.


Context Management: Manages the context of user sessions.
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Includes document Q&A, summarization, rewriting, image reading, auto-bookmarking, 
and more for intelligent document processing.


The subsequent steps outline the main workflow within the Foxit AI Assistant 
document insight assistant tasks:


User enters a input and submits it


The front-end web page (which is embedded in Foxit PDF Editor) calls the Foxit 
AI Assistant Service API, passing the user input and the PDF document as the 
parameters to Foxit AI Assistant Server.


PDF document processing


1.


2.


3.


Using the layout recognition engine powered by Microsoft Azure AI-Document 
Intelligence service recognizes the document’s layout information and extracts 
the content of documents.


a)


HOW DOES FOXIT AI ASSISTANT 
PROCESS DATA


Document insight tasks
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The Foxit AI Assistant Service then calls the Azure OpenAI service and retrieves 
the results from Azure OpenAI.


4.


The user input and PDF document preprocessing data will be processed with 
embeddings calculation and similarity search. The final matching results are sent 
to the Azure OpenAI API as prompts.


The preprocessing results of the PDF document and the embeddings will be 
cached in the vector database to speed up subsequent calls.


Return the results obtained from Azure OpenAI to the Front-end and display 
them on the Front-end Page.


a)


b)


c)


Focus on converting document text to speech for an enhanced reading experience.


Intelligent reading task


The subsequent steps outline the main workflow within the Foxit Intelligent 
Reading tasks


Users select voice-related options and start intelligent reading.


Text Preprocessing


1.


2.


Foxit PDF Editor extracts page text information and requests the Foxit AI 
Assistant Service API to perform text segmentation.


The Foxit AI Assistant Service splits the text paragraphs into reasonable 
segments based on configuration and policies, and returns them to Foxit PDF 
Editor.


a)


b)
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Text to Speech3.


Audio Playback: Foxit PDF Editor caches the converted audio segments locally and 
plays them. The cached audio segments are deleted after the document session is 
closed.


4.


User-Specific Isolation: Each user's documents are stored in isolated, user-specific 
directories, ensuring no cross-user access.


Document Bundle Isolation: Every document is stored as a separate Document 
Bundle, maintaining strict isolation between bundles.


Data Center Security: Leveraging AWS's Tier-4 data centers, Foxit ensures robust 
access controls, environmental safeguards, and restricted access limited to 
authorized personnel in Virginia, Frankfurt, and Montreal.


Data Privacy: Databases are firewall-protected and not publicly accessible, with 
access restricted to authorized personnel for business or legal purposes only.


Off-Grid Operation: For high-security needs, Foxit offers an "off-grid" mode, allowing 
software operation without cloud access.


1.


2.


3.


4.


5.


Foxit PDF Editor calls the Foxit AI Assistant Service API based on the 
segmentation results to convert text paragraphs into specified audio segments.


The Foxit AI Assistant Service API invokes the Microsoft Azure AI Speech Service 
to convert text paragraphs into specified audio segments and returns them to 
Foxit PDF Editor.


a)


b)


HOW DOES FOXIT AI ASSISTANT 
SECURE DATA
Secure data in transit


All web APIs are called via the HTTPS protocol, including calls to the Foxit AI Assistant 
Service API and Azure AI Services API. This ensures the security of the document and 
user data transmission. Additionally, the HTTPS protocol versions and cipher suite 
selections are regularly reviewed and updated to ensure adherence to industry best 
practices. 


Secure data in rest


Foxit takes diverse security measures to ensure the security of data at rest, with the 
main measures as follows.
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User prompts (inputs) & completions (outputs) might be stored in the database for a 
maximum of half an hour before being deleted.


User document content, layout, and embeddings might be stored as Document 
Bundle for a maximum of 48hrs before being deleted.


Foxit AI Assistant Service does not store any input or conversion results from 
text-to-speech processing. However, to enhance responsiveness, Foxit PDF Editor 
locally caches conversion results. These cached results are deleted after the current 
document session ends.


1.


2.


3.


Prudent data retention


User prompts (inputs), completions (outputs), and User document content are not 
stored permanently in Foxit AI Assistant Service, for performance reason.


Secure Design: Threat modeling identifies risks early, with security controls 
embedded in the design phase.


Secure Coding: Strict coding standards prevent common vulnerabilities.


Code Audits & Vulnerability Testing: Regular audits and testing ensure code 
integrity.


Security Testing: Comprehensive testing combines automated and manual 
methods.


Secure Release: Rigorous security reviews ensure compliance before deployment.


1.


2.


3.


4.


5.


Secure development practices


Foxit follows the industry-standard Security Development Lifecycle (SDL) to ensure the
security and reliability of AI Assistant. Key measures include:


Additionally, Foxit prioritizes security training to enhance developers' expertise. These
practices commit Foxit to delivering a secure and reliable AI Assistant.







Foxit offers a best-in-class level of security protection tailored to meet the diverse needs of users 
with varying requirements for PDF functions, as well as organizations of different sizes and 
industries. We acknowledge the sensitivity of your information and workflow, emphasizing the 
utmost protection they demand. With Foxit, you gain a trusted vendor committed to not only 
delivering uncompromising PDF software but also ensuring its security across all facets in 
accordance with industry best practices.
For more information on Foxit security, please go to the Foxit Security Center.


Data, privacy, and security for Azure OpenAI Service 


Data, privacy, and security for Document Intelligence 


Data, privacy, and security for text to speech
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PRIVACY AND GUIDELINES


Your use of Foxit’s AI solutions is governed by Foxit AI User Guidelines, which are 
incorporated into Foxit End-User License Agreement (Foxit EULA) and Foxit General 
Terms of Service. The Guidelines reflect our commitment to maintaining consistency 
with applicable Laws and regulations and the company’s values and to advancing 
trustworthy AI for our users and clients.


For more information on Foxit AI User Guidelines, please go to 
foxit.com/company/ai-userguidelines/.


The Azure AI service used by the AI Assistant has its own security standards. For details,
refer to:


1.


2.


3.


CONCLUSION



https://www.foxit.com/support/security.html

https://www.foxit.com/company/ai-user-guidelines/

https://learn.microsoft.com/en-us/legal/cognitive-services/openai/data-privacy?context=%2Fazure%2Fai-services%2Fopenai%2Fcontext%2Fcontext&tabs=azure-portal

https://learn.microsoft.com/en-us/legal/cognitive-services/document-intelligence/data-privacy-security?toc=%2Fazure%2Fai-services%2Fdocument-intelligence%2Ftoc.json&bc=%2Fazure%2Fai-services%2Fdocument-intelligence%2Fbreadcrumb%2Ftoc.json&view=doc-intel-4.0.0

https://learn.microsoft.com/en-us/legal/cognitive-services/speech-service/text-to-speech/data-privacy-security?context=%2Fazure%2Fai-services%2Fspeech-service%2Fcontext%2Fcontext&tabs=custom-neural-voice
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Foxit stores user passwords in encrypted storage with salt, and user login credentials are encrypted in transit 
using TLS. User passwords must meet complexity requirements as well. Meanwhile, login attempts of the same 
account are limited to reduce the risk of brute force cracking.


Foxit provides multi-factor authentication for all accounts, which can be enabled in user center. User has options 
to receive a two-step verification code by email or generated by a local password through time-limited one-time 
password (TOTP) algorithm applications on their mobile devices. At the same time, we also support universal 
third-party account (such as Google, Microsoft, Facebook, and LinkedIn) logins to our product.


ACCOUNT SECURITY


We have a professional and leading security team to ensure the security of your data stored in Foxit Cloud 
Documents. Our security policy mainly covers the following aspects: product security, data security, account 
security, transmission security, operational security, etc. The security team directs our employees to report 
suspicious activity by implementing a security incident response mechanism within the company. Our Security 
Incident Response team has procedures and tools in place to respond to security incidents, and continuously 
update technology to improve security protection capabilities. We regularly review infrastructure and 
applications that may affect user data security. Our security team iteratively evaluates new tools to increase the 
coverage and depth of reviews. We will update the content of this overview while we constantly improve our 
product security and upgrade product security performance.


INTRODUCTION
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PRODUCT SECURITY


DEVELOPMENT PRACTICE
Foxit adheres to the security concept of "shifting left", and continuously intensifies the 
implementation of S-SDLC (Secure Software Development Life Cycle). We improve our 
product security by introducing necessary and appropriate security activities at all stages 
of the software development life cycle. These security activities include but not limited to 
architecture design review, threat modeling, static code scanning, software component 
analysis, penetration testing, web application vulnerability scanning, image scanning, etc.







FOXIT CLOUD DOCUMENTS 
SECURITY ARCHITECTURE


4


1. Users open documents from Cloud Documents; or save documents to Cloud 
Documents.


The front-end web page (which is embedded in Foxit PDF Editor) calls the Foxit Cloud 
Documents Service API, obtain the user file directory list and document information 
(including document binary content) from Cloud Documents; or save the client 
document to the specified user folder in Cloud Documents.


Foxit Cloud Documents Service is a document management system developed by us 
based on the open-source Apache Chemistry that complies with the OASIS Content 
Management Interoperability Services (CMIS) specification, which includes data model 
(Data Model) and service (Services), it also defines the binding of Atom Pub, binding of 


2. 


3. 


The subsequent steps outline the workflow within the Foxit Cloud Documents Security 
Architecture:


Foxit PDF Editor boundary (Locally on the client side)


Foxit Cloud 
Doucments Service


Amazon S3 Service
Amazon S3: https://aws.amazon.com/s3/


Documents 
information 


Database


Foxit Cloud Documents Service boundary


Document Name 
and Content


HTTPS (SSL connection)
OWASP security testing


Users open or 
save documents


Foxit Cloud
Documents


Front-end Page


#
#
#


HTTPS (SSL connection)


Document's attribute information
Document directory structure
Access permission information 
for documents


Get a list of documents 
or document content


Save 
document


Store binary content 
of documents


Get binary content 
of the document
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4.  Data, privacy, and security


a. Get user file directory list:
Based on the user document metadata stored in MySQL, a user file directory list is 
constructed and returned.


Get document binary content：
First, query the corresponding Amazon S3 storage key from the document ID, 
then obtain the document binary content from the Amazon S3 service based on 
the key, and return it to the caller.


Save document:
Based on the incoming directory information and document information 
(including document binary content), the user document is first created in the 
corresponding directory and the relevant information is stored in the MySQL 
database, and then the document binary content is uploaded to the Amazon S3 
service through the Amazon S3 service API.


a. The development of Foxit Cloud Documents complies with OWASP, a rigorously 
secure programing framework. And it took anti-virus, penetration, and 
vulnerability tests before releases.


All web APIs are called via the HTTPS protocol, including calls to the Foxit Cloud 
Documents Service API and the Amazon S3 service API. This ensures the security 
of document and user’s data transmission.


The MySQL databases used in the service are not exposed to the public. It is 
protected by a firewall and can only be accessed within the internal network.


The Amazon S3 service has its own security standards. For details, refer to: 
https://aws.amazon.com/s3/.


c.  


b.  


d.  


b. 


c. 


Web Services and binding of browser, and includes the protocol of multipart uploading 
of files in massive size. Cloud Documents service stores user document information in 
MySQL database, and binary contents are stored in AWS S3 service. Storage is 
encrypted both in transit (via HTTPS protocol) and at rest.


ACQUIRED CERTIFICATION
Foxit PDF Editor Cloud is certified by Microsoft 365 Teams Apps Security and Compliance 
program (which demonstrates the application is reviewed with controls from leading 
industry standard frameworks and has strong security and compliance practices in place 
to protect customer data) and is SOC2 certified.


Microsoft 365
Certified
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We use the AWS S3 service as the storage solution for user uploaded files. Amazon S3 provides a highly durable 
storage infrastructure for mission-critical and primary data storage. AWS S3 provides 99.999999999% durability 
and 99.99% availability. We ensure data security with the following specifications:


DATA SECURITY


STATIC STORAGE SECURITY
Amazon S3 encrypts objects before saving them to disk in the data center by default. 
Objects are then decrypted during download.


TRANSPORT SECURITY
We use industry standard encryption to protect user data in transit, commonly referred 
to as Transport Layer Security (“TLS”) or Secure Sockets Layer (“SSL”) technology while 
in transit.


DATA ISOLATION
Cloud documents uploaded by users in each region are stored in S3 buckets 
corresponding to their specific region. For example, files uploaded by European users 
are stored in S3 buckets in the European region. Data between regions is isolated.


DATA BACKUP AND 
FAILURE RECOVERY
The Cloud Documents service is resilient to failures. We have version control to save, 
retrieve, and restore various versions of documents, which readily recovers data from 
false operations and application failures. There are complete life cycle rules and backup 
rules in place.


TLS/SSL
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DATA RETENTION POLICY
Our product holds many different types of documents containing a variety of data, 
including user details, orders information as well as files. These documents are a vital 
part of our business, and it is important that we ensure that we protect the documents 
and information contained in them in order to ensure the smooth running of the 
business and also to comply with the requirements laid down by law.


The purpose of this policy is to ensure that we only hold documents for as long as 
necessary and that once they are no longer required they are destroyed in accordance 
with the procedures laid down in this policy.


This policy supplements our privacy policy and was last reviewed on March 17, 2023.


Who does this Policy apply to?
This policy applies to all users of Foxit Editor Cloud.


What is a Document?
It contains data such as recorded data and uploaded files generated by users using 
our product.


Retention of Documents
The retention schedule below lists the types of documents that our product holds. We 
are required by law not to hold documents for any longer than necessary, and therefore 
we have set retention periods below.


The retention periods are based on time limits set by law for some documents, and 
where there is no statutory period, we have set the time based on how long we think the 
document will be required. Once the statutory period has been reached, then the 
documents should be destroyed unless there is a good reason to keep them (e.g., 
ongoing legal proceedings). In such events, the Responsible Person should make the final 
decision on whether documents are retained beyond the minimum retention period.


Destruction of Documents
Once the documents have reached their minimum retention period, then they must be 
permanently destroyed unless there is a good reason to keep them. and the 
Responsible Person has agreed on a further retention period.
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Schedule of Documents


Foxit 
Accounts


Online accounts 
created by the user, 
contains the name 
and email of the 
Microsoft Teams user.


Permanent, unless you actively delete the 
account.


Type of 
Documents


Description of 
Document


Retention Period


Orders 
Database


Order details, 
including user contact 
details, credit card 
information, etc.


Permanent, unless you actively delete the 
order or account.


Temporary 
Documents


Files uploaded by 
conversion features.


It is executed regularly every day, and files 
older than two days will be deleted.


Cloud 
Documents


Files and collaborative 
content uploaded 
through the 
collaboration or cloud 
documents feature.


1. 


2. 


3. 


4. 


5. 


Permanent, except in the following cases:
You actively delete the document or 
account.
When an enterprise user is removed by 
the administrator from the enterprise or 
when the enterprise administrator 
deletes the enterprise.
If the enterprise user's authorization is 
revoked and the total document size 
exceeds the 1G limited space, the 
document will be automatically cleaned 
up to within 1G after 30 days.
When the enterprise subscription expires, 
the total document size of a single 
enterprise user exceeds the 1G limit 
space, the document will be automatically 
cleaned up to within 1G after 30 days.
If your personal subscription expires and 
the total document size exceeds the 1G 
limited space, the document will be 
automatically cleaned up to within 1G 
after 30 days.
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Account deletion
To delete your account, go to My Account Profile and scroll down to the bottom of 
the page.


If you click the 'Delete Account' button to submit a request for account deletion, we will 
process your request asynchronously in the background. First, we will delete all your 
data, documents, and subscription records in our system, and finally, we will delete 
your account information. Once the process is complete, we will notify you via email. 
After the deletion is completed, the action cannot be reversed. 


OPERATIONAL SECURITY


MANAGEMENT OF 
OPERATIONAL AUTHORITY
All S3 storage buckets are private using ACL-based access policies. We have 
least-privileged access to allow only specific IPs and IAMs to access bucket resources.
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MONITORING AND 
INCIDENT RESPONSE
S3 protection and Amazon Guard Duty is in place to allow monitoring of object-level API 
operations, which will identify potential security risks. Amazon CloudTrail is also 
integrated to record actions taken by users, roles, or other Amazon services.


CloudTrail captures a subset of API calls to Amazon S3 as events, including calls from 
the Amazon S3 console and code calls to the Amazon S3 API.


CloudTrail events can be delivered to S3 buckets (including Amazon S3 events) 
continuously for further review if a trail is created. Latest events are still available in 
CloudTrail console event history even a trail is not created. Information collected by 
CloudTrail can be used to analyse events such as what requests are made, source IP 
address of the request, who made the request, when it was made etc.


CLOUD DOCUMENTS - Q&A
Data Retention Policy (how long do we keep documents in the cloud for example 
when one of the modules that require document upload is used, for example - 
conversion). What data is being stored and what data is not being stored?


Document uploaded to the Cloud Documents will be kept permanently unless 
users actively delete the document or account. For details, please refer to Foxit 
PDF Editor Cloud Data Retention Policy.


However, for those features like Conversion, the original document will be deleted 
immediately once the conversion is over. The converted documents could also be 
determined by users whether to be uploaded to Cloud Documents.


Once a file is deleted from Cloud Documents storage, if there is a backup of that 
file (on our servers) when is that backup deleted?


Files deleted from Cloud Documents cannot be retrieved or recovered.


Files are backed up daily, and after a day the backed-up files on the server are also 
synchronized with the user's deletion actions.


Q1


A1


Q2


A2







If an account does not renew the subscription, do they instantly lose access to 
Cloud Documents, or do we allow access for a limited time to the files so they can 
download/back them up?


Freemium Users - 1GB, Premium Users - 20GB.


When an account subscription expires, if the user's total document size exceeds 
1G, we will email the user to renew the subscription or download his documents.


If the user does not renew the subscription within 30 days, the total document 
size will be cleared to less than 1G (The earliest uploaded documents will be 
cleaned up first). 


Where is an uploaded document being stored / if it is even stored? Where are our 
backup servers?


AWS S3, the backup data is in AWS S3. The standby server is in a different region 
of AWS.


Can you describe the document workflow within the cloud? What happens to the 
document exactly when it is being uploaded, worked at, sent, and stored?


Refers to Cloud Documents Security White Paper.


Does data leave the EU zone? If so, which data and why? Are documents stored in 
the US only?


The file uploaded by the user at which instance will be transferred to the local area 
of Amazon, which means the data from the EU will be kept in AWS S3 EU. However, 
the Account Information is stored in the US to support global account login.


Is this a paid service? What's the document retention policy from the client's 
standpoint?


No. It is part of the subscription and not an extra add-on.


Can we turn off the automatic uploads feature for enterprise customers? 
Otherwise, each employee would need to turn it off.


Enterprises can configure whether to turn Cloud Documents on or off via the 
Admin Console.


Foxit
39355 California Street, Suite 302
Fremont, CA 94538, USA


Support Center
www.foxit.com


Sales: 1-866-680-3668
Support: 1-866-693-6948
Or 1-866-MYFOXIT   


© Foxit Software Incorporated. All Rights Reserved.11


Q3


A3


Q4


A4


Q5


A5


Q6


A6


Q7


A7


Q8


A8



https://www.foxit.com/kb.html
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Built for businesses, Foxit PDF Editor+ revolutionizes PDF handling. This cost- 
effective platform optimizes document workflows by harnessing AI-enabled tools 
and automations. It handles PDF reading, advanced editing, legally binding 
eSignatures, secure sharing, and collaboration. Available across Windows, macOS, 
iOS, mobile, and the cloud, it enhances collaboration and boosts productivity, 
making it the ultimate choice for modern teams in a business setting.


PDF Editor+


THE PDF SOLUTION BUSINESSES NEED
Foxit PDF Editor+ facilitates the rapid and effortless generation of polished PDF 
documents, offering advanced editing functionalities, legally binding electronic document 
signing, and robust security measures to protect sensitive data. Additionally, it 
encompasses subscriptions to Foxit PDF Editor Cloud, Foxit eSign, and Foxit PDF Editor for 
Mobile. Noteworthy aspects of Foxit PDF Editor+ comprise of:


Advanced PDF 
Editing


• Automatically identifies text boxes and allows users to edit paragraphs with 
seamless reflow of paragraphs like a word processor.


• Modify text, objects, format, organization, and layout with powerful 
document editing capabilities.


• Add text, images, and video to your PDF document.


PDF Editor+
Platform Services:
• Foxit Desktop PDF Editor for 


Windows and Mac
• Foxit eSign
• Foxit PDF Editor Cloud
• Foxit PDF Editor for Mobile
• AI Assistant
• Smart Redact
• Admin Console*


*Add-on Available


S  A L E S


US: 1- 866-680-3668
EU: +44 20 3868 1118


S  U P P O R T
kb.foxitsoftware.com
US: 1-866-693-6948 | EU: +49 30 2178 3691


www.foxit.com


© Foxit software incorporated. All rights reserved.



http://kb.foxitsoftware.com/

http://www.foxit.com/





Organize PDF Documents


• Add, delete, or combine pages from multiple PDF files to create new 
documents.


• The thumbnail panel allows you to re-organize pages by dragging and 
dropping page thumbnails within a document or from one document to 
another.


• Delete, add, swap, flatten, crop, and extract pages in a PDF document.


Compare PDF Documents • Highlights the differences between two PDF documents to help you identify 
what has been changed.


OCR Text Recognition • Converts scanned content to editable and searchable text.


Edit Scanned Documents • Editable Text mode allows the resulting OCR-created file to be edited using 
paragraph editing.


Export PDF Content • Easily share PDF content by exporting to Microsoft Word, PowerPoint and 
Excel; RTF; HTML; text; and image formats.


Smart Redaction
        


        


Content 
Management System 
Integration


• Integration with many popular Content Management Systems like iManage.


Standard and XFA 
Form Filling


• Supports interactive and non-interactive PDF forms.
• XFA (XML Form Architecture) form filler allows you to leverage existing XFA


forms.


Design and 
Develop Electronic 
Forms


• Converts your current forms into electronic PDF forms.
• Easy-to-use design tools let you create forms through automated form field


recognition and naming.


Protect PDF Documents
• Control access by securing it with passwords/certificates.
• Microsoft Azure Information Protection (AIP) integration.
• FIPS compliance


ESign PDF Documents 
from within Foxit PDF 
Editor+


         
       


• Easily create a Foxit eSign account.
• Includes 150 envelopes per year, with a pooling license for flexible usage.
• Electronically self-sign PDF documents.
• Collect signatures from multiple people and manage the signature workflow


within the PDF Editor.


Section 508 Compliance • Enables PDF document accessibility for people with disabilities.


RPA-Ready PDF Editor
• Allows RPA developers to easily incorporate functions performed in Foxit PDF 


Editor into their RPA workflows.
• Certified with industry leader UiPath.


PDF Portfolios • Open, read, and create PDF portfolios.
• Perform searches within a single file and/or across all files in the portfolio.


PDF/A, E, and X 
Validation and Creation


• Verifies that the document complies with PDF/A-1a or PDF/A-1b, PDF/E, and 
PDF/X standards.


• Converting a document to PDF/AEX.
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Automatically redact sensitive information with Foxit's AI-powered Smart Redact:
• Plugin, integrated in Editor+ for individual document workflows
• Server, a cloud-based solution for enterprise-scale batch redaction


With  Foxit  eSign  integrated  into  the  Foxit  PDF  Editor+,
one  can  do  the  following  directly  in  the  platform:



http://kb.foxitsoftware.com/
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Get more with Enterprise features for


Foxit PDF Editor+
Unlock enhanced Enterprise features 
tailored for large businesses, including:


• Integrations with Salesforce, Microsoft 
Teams, Sharepoint, and OneDrive


• Unlimited templates and workflow 
management


• Flexible deployment options


• Role and permission management with 
scalable licensing


• White glove deployment and support
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• Provides access to PDF Editing and collaboration features of the Foxit PDF
Editor Cloud, a cloud-based PDF Editor.


• Provides access to Foxit PDF Editor Cloud plugins with Google Drive, Office 
365, Google Extension and Edge Extension.


• Access to 150 GB of cloud storage.


• Render PRC 3D PDF.
• Measure 3D objects.
• Comment on 3D designs


AI Assistant


• Comes with 20 free credits/month, with the option to purchase 2,000 credits/month.
• Includes summarization, document analysis, translation, automated PDF commands, 


and more.
• Works on all devices included in the plan and access to Foxit's AI web platform, 


ai.foxit.com, with a shared credit pool.


Edit PDFs online with
Foxit PDF Editor Cloud


Work on PRC 3D



http://kb.foxitsoftware.com/

http://www.foxit.com/
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HEADQUARTERS
39355 California Street Suite 302
Fremont, CA 94538 USA


SALES
US: 1-866-680-3668
sales@foxit.com


SUPPORT & GENERAL
1-866-MYFOXIT
kb.foxit.com/s/


Visit www.foxit.com for more feature comparisons.


Why Choose Foxit Over Adobe Acrobat?


Foxit delivers advanced PDF solutions with comparable functionality to Adobe Acrobat 
but with award-winning usability, security and the industry’s first AI Assistant for 
PDF editing. Switching from Adobe Acrobat Pro for Teams to Foxit PDF Editor+ saves 
businesses over 40% in annual subscription costs. Foxit scored higher than Acrobat 
for ease of setup and ease of use and was voted a better partner to do business with, 
according to G2 user reviews.


Foxit is faster, higher rated, and up to 44% less expensive than Adobe Acrobat


TABLE COMPARISON


AI-based redaction


Automated PDF task execution through smart 
commands integrated into PDF solutions and 
the Admin Console


Additional ECM integrations such as iManage, 
ShareFile, Enterprise Connect, etc. 


Microsoft Office UI and UX that is customizable 


Symbols 


Interleaving 


Reflow editing 


Automatically create bookmarks 


Log the usage of RMS secured document such 
as opening, printing, editing


Accounting calculator


FEATURE
Foxit Adobe


USER-FRIENDLY 
INTERFACE


An intuitive user experience keeps workflows moving


• Ribbon-style toolbar based on Microsoft Office ensures productivity 


• Familiar tools and features greatly reduce any learning curve


• Users complete similar tasks 7% faster than with Adobe Acrobat


ADVANCED AI-
POWERED TOOLS


Enhance productivity by automating repetitive tasks


• Seamlessly execute PDF tasks without manual intervention


• Instantly summarize, rewrite, and translate documents 


• Utilize Smart Redact to permanently and automatically remove sensitive 
information 


ENHANCED SECURITY 
AND COMPLIANCE


Recognized by TechRadar as the Best PDF Editor for Security in 2024


• Enterprise-grade security, in compliance with industry best practices and 
regulations


• Easily manage business documents with Microsoft  and Azure Active Rights 
security integration


• Robust compliance and security include VPAT, TAA, ADA, and SOC 2


KEY COMPARISONS
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“Major things can go wrong during software migrations, but 
the GC didn’t experience any of that.  It’s been one of the 
smoothest migration projects I’ve ever been a part of.”


Jason Pantalone, IT Manager, Workplace Technology Devices, 
Procurement at Shared Services Canada (SSC)


Shared Services Canada (SSC) delivers digital services to Government of Canada (GC) 
organizations. They provide modern, secure and reliable IT services so federal organizations can 
deliver digital programs and services that meet Canadians‘ needs. 
 
Jason Pantalone, IT Manager, Workplace Technology Devices, Procurement at Shared Services Canada (SSC), 
knows firsthand the importance of the Government of Canada’s (GC’s) mandates. 


A primary one is to ensure all major branches of the government have tools and technology that support their 
goal to be a more open and collaborative digital government that provides digital-first, user-centered 
services and programs. 


This vision recognizes that public servants are more effective at delivering services, programs and policies 
when they have modern tools and a modern workplace. It also acknowledges that enabling teams to work 
across disciplines is key. And that public servants need to be able to use various technologies to extract high-
value insights from the wealth of information and data, use collaboration tools to work more effectively, and 
communicate in digital spaces.


 Another mandate is to seek competition, best price, and the ability to consolidate contracts. This is a driving 
force as SSC manages the license base for all major software titles common in the GC— including disk writing 
software, office productivity, forensics, and PDF editing. 


So, when the GC’s Adobe Acrobat contract was coming up for renewal, the time was right to look at how PDF 
software was being used to ensure that the more than 200,000 federal employees had the functionality they 
needed. It was also time to leverage the government’s immense buying power to guarantee they received the 
best pricing.
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The Government of Canada Uses Foxit 
PDF Editor to Streamline Processes and 
Modernize Public Service


Shared Services Canada (SSC) was created in 2011 to transform how the Government of Canada (GC) manages 
its Information Technology Infrastructure by streamlining processes and delivering better services to Canadians. 


This included consolidating more than 60 different email systems to one single system, supporting more than 
200,000 federal employees with modern collaboration tools and accessibility technology, managing nearly 
600,000 service requests per year, and operating close to 80,000 servers 24/7. They support all GC public 
servants (125,000 users) and more than 40 software applications, with the goal to consolidate contracts as a 
broker between the vendor and departments. 


When it was time to consider replacing the government’s PDF software, Foxit PDF Editor rose to the top with 
advanced capabilities for layering, digital signing, security, and accessibility. Now, Foxit PDF Editor supports the 
GC’s evolution to a digital government that’s more open and collaborative, and that provides user-centered 
services while reducing IT costs.


Objectives


Support Government of Canada’s 
evolution to a digital, open, and 
collaborative government.


Support more than 200,000 federal 
employees with the tools and 
technology to work more effectively.


Provide digital-first, user-centered 
services and programs while reducing 
IT costs.
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Revenue Agency (45,000 users)


Correctional Services (17,000 users)


HRSDC (31,000 users)


Immigration, Refugees and Citizenship Canada


Transport Canada


The discovery phase consisted of surveys and one-on-one interviews asking them about their PDF usage to 
formulate requirements—which, not surprisingly, can differ greatly. There are groups, for example, that work 
on ATIP requests (Access to Information and Privacy, similar to the USA’s Freedom of Information Act) that 
need redaction. Health Canada, on the other hand, has more demand for a PDF editor and the medical coding 
required for claims. SSC then utilized Gartner and online searching to review the PDF software competitors 
in the marketplace. They examined potential vendors’ websites, viewed demos, and combed over the ISO 
standards to ensure that all PDF editing software they looked at met industry standards.


SSC interviewed PDF software users and conducted discovery sessions with IT, procurement, and information 
management end users from the departments with the largest number of Acrobat licenses. That included:


The Discovery Phase Puts 
PDF Software to the Test


Department of Defense (100,000 users)


With a list of PDF editing software providers that 
might meet their criteria, SSC sent out a Request for 
Information (RFI). Questions focused on five business 
categories: Productivity, Accessibility, Security, 
Regulatory Standards, and IT/Admin, along with 
compliance features. They rated criteria according to 
two feature profiles, Core and Advanced, to ensure 
vendors could meet all requirements. 


Under the GC mandate to conduct fair competition, 
SSC narrowed the field to two potential PDF editing 
software solutions: Kofax Power PDF and Foxit 
PDF Editor. Then they invited the government 
departments to review both products.


The Field Narrows to 
Two Competitors


“We said ‘you have Foxit and Kofax’,” 
explains Pantalone. 


“‘We’d like you to test the products 
and tell us which licenses you want 


to replace Acrobat.’ After using 
the products in the field, the vast 


majority chose Foxit.”
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There Were Several Key Reasons Why 
the GC Overwhelmingly Chose Foxit


The GC wants to use its buying power to secure the best price on any contract. Foxit Software 
consistently comes in at an affordable price for similar features and services when compared to 
competitors. 


The Foxit team developed solid relationships with SSC and GC representatives from first contact to 
implementation to remote and on-site training sessions. That included highly responsive support 
for GC users. “We’re really happy with Foxit’s support model,” adds Pantalone. “We’d be put in touch 
with engineers almost the sameday. They always get to the root of a problem so things are resolved 
quickly.”


Foxit PDF Editor fulfilled the most functionality across both the core and advanced feature profiles 
that SSC created.


Foxit adapted to the GC’s roadmap product requests in the Foxit PDF Editor 10.0 release. “That was 
another bonus,” explains Pantalone. “We’ve seen that Foxit listened to GC customers by making 
changes to PDF Editor version 10. That made a lot of customers even happier about the transition.”


1


2


3


4


Ultimately, departments preferred Foxit 
PDF Editor’s technical capabilities because 
many of their requirements were geared 
around advanced features that Power PDF 
didn’t offer. Those features were critical 
to aligning with the objectives of the GC’s 
Digital Government initiative to streamline 
its business processes and improve how it 
delivers services to Canadians. It seeks to 
achieve these goals, in part, by replacing 
paper-based processes with electronic 
practices that are modern, faster and easier 
to use. In many cases, that requires advanced 
features that Foxit PDF Editor supplies.


Foxit PDF Editor Delivers the Advanced 
Features Government Users Need
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Like most organizations, signatures are required 
within the GC on forms for leaves of absence, 
invoices, and contracts.


Before e-signatures were available, it often took three 
to four days waiting for signed approvals as folders 
filled with paperwork were routed from office to 
office manually. Now, processing is much faster, often 
resulting in same-day turnaround.


Using Digital Signatures and PDF Portfolios 
Speeds Up Governmental Processes


Results


Foxit beat out competitors with an affordable price for the core and advanced feature 
profiles based on Productivity, Accessibility, Security, Regulatory Standards, and IT/Admin, 
and compliance features.


The highly responsive Foxit team supports SSC and GC users every step of the way from 
customized training sessions to resolving problems quickly.


Foxit adapts to the GC’s roadmap product requests, proactively reaching out to GC and 
implementing requests in a timely manner.


“It’s cutting down that back and forth,” Pantalone adds. “Now you can send an email and your director just 
opens it, looks it over, signs off, sends it back and it’s done.”


This helps the invoicing process as well, since cutting time ensures that invoices are handled within their typical 
30-day timeframes before fees for late payment might accrue. That keeps projects within budgetary scope.


Meanwhile, using PDF portfolios enables employees to package contracts together comprised of different 
source files, enabling them to make best use of existing digital files while using speedier ways to obtain signoff. 
Delivery tables in Microsoft Excel, forms in Microsoft Word, even images in .JPEG or .PNG can be kept together in 
their original formats within one PDF wrapper. Signatures can be applied and continue to be valid within the PDF 
portfolio, which leads to improvements in processing time and reduction in redo work.


What’s more, because contracts are often issued right up to the renewal day, it’s important to cut down time 
wherever the GC can. With Foxit PDF Editor, GC employees are able to streamline contract creation and approval 
processes, keeping projects better on track.
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“When migration to new software and a new vendor occurs, major 
things can go wrong, but the GC didn’t experience any of that,” he says.


 “Usually we hear things like, ‘well I’m not switching this product because 
this feature’s not working.’ But we’ve heard none of that. It’s been one of 


the smoothest migration projects I’ve ever been a part of.”


Jason Pantalone, IT Manager, Workplace Technology Devices, Procurement 
at Shared Services Canada (SSC), gives Foxit high marks for the simplicity of 


migrating departments to Foxit PDF Editor.


To enhance the GC ‘s ability to digitally transform 
how they operate, they required that any PDF editor 
software they adopted must provide core and 
advanced security capabilities to ensure documents 
and agreements are secure.


Not only did Foxit PDF Editor meet all of the GC’s core 
security feature requirements, such as password 
protection, digital signatures, certificate-based digital 
signatures, and encryption, it also met all their 
advanced feature requirements. These included 
retaining metadata from source content in final PDF 
output, security restrictions on functions such as 
printing and modifications by user type, operating in 
protected mode, full redaction capabilities, private 
and public digital ID key support, timestamping, 
and extension of Microsoft Active Directory Rights 
Management Services (RMS) to PDFs.


All these security measures enable public servants 
to more quickly review and approve the multitude of 
government contracts, forms and agreements in PDF 
format with confidence.


Keeping Sensitive 
Information Secure
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Because many more public servants in the GC are working remotely now, Foxit included Foxit PDF Reader 
Mobile. Built upon the same foundation as Foxit Reader and Foxit PDF Editor, the app brings the power of full-
fledged PDF viewing, editing and collaborating to mobile devices and employees working remotely.


 “IT departments are taking advantage of that,” Pantalone explains. “Health Canada is deploying it to all their 
mobile devices, too. It’s a gamechanger for anyone working out of the office.”


Enabling Work on the Go Keeps Public 
Servants Productive Outside the Office


With the GC’s mandate to identify, prevent and eliminate accessibility barriers, Foxit PDF Editor was chosen for 
its ability to make documents accessible to vision- and hearing-impaired individuals. That includes tagging to 
present content reading order to screen-readers. Compatibility with JAWS (“Job Access With Speech”), the screen 
reader program for Microsoft Windows. Ability to instantly replace document colors to make them viewable to 
colorblind individuals. And the ability to run a complete accessibility check of files to ensure that documents are 
compliant. All of these accessibility features help enable the GC to ensure that it delivers  services to the millions 
of Canadian citizens that might not otherwise gain access.


Meeting Accessibility Requirements Ensures 
Services Are Delivered to More Citizens


Pantalone gives Foxit high marks for the simplicity of migrating departments to Foxit PDF Editor. “When migration 
to new software and a new vendor occurs, major things can go wrong, but the GC didn’t experience any of that,” 
he says. “Usually we hear things like, ‘well I’m not switching this product because this feature’s not working.’ But 
we’ve heard none of that. It’s been one of the smoothest migration projects I’ve ever been a part of.”


Smooth Migration Keeps the 
Government Running
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Between online demos and live presentations, Foxit training is available 24/7 to every GC employee. Foxit offered 
online demos every two weeks, then followed up with the departments one-on-one. Departments could also 
request their own training which Foxit was more than happy to provide. The caliber of the training and ease-of-
use of the software made a lasting impression. “We can tell the tech guys ‘here’s the software, deploy it’ but it’s 
not until we get buy-in from the users that we know if it’s a real success,” Pantalone explains. “Foxit PDF Editor 
got adopted very quickly because the training was well organized. Word got around and encouraged more and 
more users to take training and use Foxit PDF Editor. That’s led to increases in Foxit PDF Editor licenses, for sure.”


24/7 Training Gives Public 
Servants the Skills They Need


All told, the increased functionality, ease of use, excellent training and affordability of licensing means 
Foxit PDF Editor has practically become a desktop standard for the GC. Now in their third year working with 
Foxit, SSC sees the GC benefitting across the board from electronic signing of contracts, invoice signing, form 
review, form creation, and more.


“Demand continues to go up,” Pantalone notes. “There’s more of a need to use PDF editing software than ever 
before. Because of lower cost and increased demand, we can give full Foxit PDF Editor to more users. We’ve 
gone from 50,000 Acrobat licenses to 100,000 Foxit licenses. We’ve been very happy with the software and the 
relationship. I deal with a lot of vendors and I can’t rave enough about Foxit.”


Success Means More Functionality 
for the GC—and More Licenses
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Foxit is a leading provider of innovative PDF products and services, helping knowledge workers to increase their 
productivity and do more with documents. Foxit addresses the needs of three distinct market segments. For 
End-User Productivity, Foxit delivers easy to use desktop software, mobile apps, and cloud services to make 
knowledge workers more productive. Foxit’s Developer Solutions enable developers to incorporate powerful 
PDF technology into their applications. For Enterprise Automation, Foxit provides server software for large scale 
PDF document management and data capture. 


Foxit has over 700 million users and has sold to over 485,000 customers located in more than 200 countries. 
The company has offices all over the world, including locations in the US, Asia, Europe, and Australia. For more 
information, please visit https://www.foxit.com/.


About Foxit 
Software
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39355 California Street, Suite 302 Fremont, CA 94538, USA
Sales: 1-866-680-3668 Support: 1-866-693-6948 Or 1-866-MYFOXIT


www.foxit.com  |  Foxit Support Center: kb.foxitsoftware.com


39355 California Street, Suite 302 Fremont, CA 94538, USA
Sales: 1-866-680-3668 Support: 1-866-693-6948 Or 1-866-MYFOXIT


www.foxit.com  |  Foxit Support Center: kb.foxitsoftware.com
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©  Foxit Software Incorporated. All Rights Reserved.   


No part of this document can be reproduced, transferred, distributed or stored in any format without 
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About Foxit®  Admin Console™ Administrator Guide 


 


This guide covers features and functions that are only available to administrators. 


Foxit Admin Console Overview  


Foxit Admin Console is a Cloud-based portal that serves as a central location for 


administrators to manage Foxit products/services and entitled users across their 


entire organizations. After setting up and activating Admin Console based on the 


organization environment, the administrator can open the URL of Foxit Admin Console 


to get started. The Admin Console allows administrators to do the following: 


• View the summary of the licenses and products 


• Configure the license keys   


• Assign license keys to users 


• Manage Foxit products 


• View the detailed reports on the uses and statistics of Foxit products 


• Customize enterprise brand information 


• View the administrator’s action logs 


Set up and activate 


Foxit Admin Console can be hosted by Foxit (i.e., Admin Console Cloud), or located on 


the enterprise’s servers and available through an internal network (i.e. Admin Console 


On-Premise) and entirely maintained by the enterprise’s staff. Admin Console Cloud 


is ready to use after the enterprise receives our email that contains the Admin Console 


URL and other configured information. For an on-premise Admin Console, the 


enterprise needs to deploy its on-premise environment, for which we provide the 


related deployment documentation and instructions in our email after you purchase 


Foxit Admin Console; after the deployment of the Admin Console, client configuration 


is required, and the documentation and instructions on client configuration are also 


included in the email sent by Foxit. 


When everything is ready, you (the super admin) need to activate Admin Console 


before getting started. To activate, do the following: 


1. Open your web browser and visit the Admin Console URL. (For Admin Console 


Cloud, the URL has been provided in the email from Foxit after you purchased 


Foxit Admin Console. For Admin Console On-Premise, the URL is created by your 
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company during the deployment of Foxit Admin Console.)   


2. For Admin Console Cloud, the activation requires an internet connection. To 


activate, log in to the account you purchase Foxit Admin Console with. Then skip 


to Step 4. 


For Admin Console On-Premise, sign up for an account and log in.  


Note: For the account you signed up for, if the email address or user name is the same 


as that of an SSO account (your LDAP or SAML account), you can also click SSO Login 


on the Login page and use the SSO credential to log in after you set up LDAP or SAML 


in the Foxit Admin Console.        


3. There are two methods of activation: Online Activation and Offline Activation. 


• Online Activation requires an internet connection, and you can click Connect 


and activate by logging in to the account you purchased Foxit Admin Console 


with.  


• If your computer is offline, you need to complete an Offline Activation with 


your purchased license key file by clicking Browse. (If you haven’t got a key file 


yet, click Get One. Then you will obtain the server ID of the Admin Console in 


the pop-up dialog box. You need to send the server ID to Foxit by email and 


Foxit’s team will send the key file to you later.)  


4. After successful activation, click Get Started. Then a wizard (a small green 


message box with on-screen instructions) for some items in Admin Console 


prompts to help you get started. There are a series of items in the left part of the 


Admin Console window, including Home, User ID Management, License 


Management, Products, and more. Select an item or a sub item to open the 


associated page on the right side and do the settings as needed. 


5. (Optional) When you move the cursor over the administrator avatar in the top-


right corner of the Admin Console window, your account information (the email 


address or user name, and the admin role) appears as well as a drop-down menu. 


Click the Log Out command in the menu to log out of Foxit Admin Console. Click 


My Profile to view and manage account information and contact details in the 


Personal tab, and perform more advanced operations in the Privacy and 


Security tab which is only available to the super admin.  


In the Personal tab: 


• Personal Info/Enterprise Info – Display personal details like name and 


email, along with the enterprise information. 


• Bill contact/Technical contact – Modify the contacts that were specified 


during the purchase of our products as needed. 


• Client support contact – Designate a user to offer support for client access 


issues; contact information will appear on some client prompts.  


In the Privacy and Security tab (available only to the super admin): 


• Transfer Admin Privilege – As the super administrator, you can transfer 


your administrative privileges to another user. Under the Transfer Admin 


Privilege section, enter the email address or user name of the new super 


admin and click Transfer. (Note: This operation only revokes all of the 


administrative control and access to the Admin Console, without removing your 


user account from Admin Console.) 


• Account Assumption – Foxit takes the security of your data seriously, and 


cannot access your information without your permission. You can enable 


(Turn On) account assumption to grant Foxit’s support team temporary 
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access to your Admin Console account for troubleshooting or account 


settings. After enabling, select the duration of the allowed access, and then 


click Confirm.   


• Dissolve Company – If your company no longer needs to use Foxit 


products or your Foxit Admin Console expires, you (the super admin) can 


dissolve your company in Foxit Admin Console to close your company’s 


account and remove all of the associated data from Foxit. Before the 


dissolution, be aware of the effects or risks of dissolving a company, which 


you can read on the page. If you are ready to dissolve your company, check 


the I have read about the risks of dissolving a business box, and click 


the Dissolve button. Then you need to provide your email address and the 


verification code you receive to complete the dissolution. Note that the 


operation is irrevocable.  (Admin Console Cloud only) 


6. (Optional) You can change the UI language for the Admin Console from the top-


right corner of the Admin Console window.  


Note: When you log in to Admin Console, if you are an admin for multiple organizations 


and use the same account to log in, a dialog pops up for you to select an organization. (Tip: 


If you want to use another account to log in, click the Relogin button in the dialog box to 


go back to the login page and enter your account to log in.) Once logged into a specific 


organization with admin rights, you can easily switch to another organization. To do this, 


select the desired organization's name from the dropdown menu located at the top right 


corner of the Admin Console window.  


Home  


The Home page displays the summary of data such as product licenses and users (and 


the usage of SMS/2FA/KBA for Foxit eSign services, if any), which allows you to take a 


glance at the usage of Foxit products plans within your organization.  


When viewing a product’s statistics for the number of assigned and activated licenses 


in the chart, you can choose Last 7 days or Last 30 days to display the data only for 


the latest week/month. Clicking More Data above the chart jumps to the Reports 


page for more statistics. See also the Reports page. (Tip: For Foxit eSign, you click on 


the number displayed next to the Number of envelopes used or Number of documents 


used item under the chart, and the details page appears to allow you to access who used 


the envelopes/documents and the details about the envelopes/documents and export the 


statistics by clicking the Export Data button at the bottom of the page.)   


The Home page also provides enterprise data (including the number of manageable 


users, groups, and logged-in users) and enterprise information such as the 


Enterprise’s name and logo.  


Note: On the Home page, product admins are only allowed to view the data on the 


products assigned by the super/system admin.  
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User ID Management 


Depending on the requirements or circumstances in your enterprise, you may 


manage users (and groups) individually or in batch by uploading CSV files in the Admin 


Console, or by connecting Admin Console to your enterprise account system (user 


directory system) by configuring Single Sign-On (SSO).  


Users 


After you have successfully connected Foxit Admin Console to your account system by 


configuring SSO, you can add, search, and manage user accounts on the Users page. 


These user accounts entitle the end users in your organization to Foxit applications. 


The Users page contains two tabs in both environments: 


• Directory users and Added users (Admin Console On-Premise) 


• Directory users and Invited users (Admin Console Cloud) 


Select a tab to view the details of users in a list that contains different columns. You 


can change the column order in the list by dragging the heading of the column that 


you want to move and dropping it to the appropriate location. 


User management with LDAP (Admin Console On-


Premise only) 


The Directory users tab 


All users listed in this tab are from the LDAP directories you configured. On the left 


side, the hierarchical structures of the LDAP directories in your enterprise are 


displayed in a tree view. Select a group in the LDAP directory, and all the users in that 


group are listed on the right side.  


The LDAP user directories are synchronized regularly to ensure the user data in the 


Admin Console is most up-to-date. After synchronization, the unsynchronized users 


who may have left your organization will be listed on the Unsynced users page. To 


view the page, click Unsynced users under the directory tree. To delete a user, 


navigate to the user in the list and click the Delete icon in the Actions column.   


You can search for a directory user (not including the Unsynced users) by entering the 


user’s name or email address in the Search box and press Enter.  


You can view and edit the details of each user. When you click the View Details 


icon in the Action column or by clicking on a user’s email address in the user list, the 


details page appears, allowing you to do the following:  
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• Click Edit to assign licenses, or change/delete the user’s existing license 


information. If the user belongs to a group, clicking the group name switches 


to the Groups page where you can remove the user from his group or move 


the user to another group. 


• Disable: disables the user account to not allow the user to log in to access Foxit 


applications. 


• Enable: enables the user account to allow the user to log in to access Foxit 


applications. And then you can assign a license to the user as necessary. 


The Added users tab 


For some users who are not in your account system and request access to Foxit 


applications, you can add them manually in the Added users tab. The total number 


of added users is displayed above the user list. 


• To add users, click the Add users button above the user list to open the drop-


down list. Then do any of the following:  


o Choose Add users to add one user, and assign a license to the user as 


needed. 


o Choose Add users by CSV to add multiple users by uploading a CSV file 


that contains the user accounts.  


o Choose Bulk operation results to show the results after adding users.  


• To export users to a CSV file, select the users you need by checking the boxes 


next to the users and click the Export Users button above the user list. If no 


users are selected, clicking Export Users exports all users in the list. 


• To remove users from the Admin Console and revoke their licenses, select the 


users and click the Remove button above the user list. 


• To search for a user quickly, enter the user’s name/email address in the Search 


box and press Enter. Or click the Down arrow  in the Search box to drop 


down the Advanced Search box to filter the users whose last login time was 


within a specific period, and then click Search. (Clicking Clear removes the 


criteria you specified in the Search and Advanced Search boxes.) Filter users as 


needed by selecting a type of the account status (whether their licenses are 


available or revoked).  


• Click the Revoke  icon in the Actions column to remove the license from 


the user. Once the license is revoked, the user becomes unable to activate 


products by logging in with their accounts until they are assigned licenses 


again, and the Revoke  icon in the Actions column changes to the Access 


 icon. Click the Access  icon to enable the user to log in to access Foxit 


applications. See also Disable/enable users.   


• Click the Details  icon in the Actions column to view the details of the user 


and then do any of the following: 


o Click Edit to assign licenses, or change/delete the user’s existing license 


information. If the user belongs to a group, clicking the group name 


switches to the Groups page where you can remove the user from his 


group or move the user to another group.  
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o Click Set Password to change the password for the user account. 


o Click Revoke/Access to disable/enable the user to log in to access Foxit 


applications. See also Disable/enable users.  


User management with SAML 


The Directory users tab 


The Directory users tab lists users in your domains and SAML directories and shows 


the details including the user email and the activation status. In the Directory users 


tab: 


• All Users – Includes users in your domains and SAML directories, and the 


unsynced users. 


• SAML Users – Includes users and groups synchronized from SAML directories. 


• Unsynced Users – Includes users that have been removed by your identity 


provider(s) and can no longer be synchronized to the Admin Console, such as 


users who may have left your organization. 


• Removed Users – Includes those domain/SAML users that have been removed 


from the Admin Console. In the Removed Users list, you can export user data 


and restore users with the Export and Restore buttons above the user list. 


You can perform the following tasks:  


• If you click on a user’s email address in the user list, the details page appears, 


allowing you to do the following: 


o Click Edit to assign licenses, modify/delete the user’s existing license 


information, add the user to a group, or remove the user from a group.  


Before entering editing mode, if the user already belongs to a group, 


clicking on the group name will navigate you to the Groups page for 


group management in the Admin Console. 


o Click Revoke/Access to disable/enable the user to log in to access Foxit 


applications. See also Disable/enable users.  


o Click Change Access Policies to modify the user’s access to Foxit 


products. See also Access Policies.   


• Search for a user by specifying the user’s name/email address, the type of the 


account status (whether the license is available or revoked), or the domain 


above the user list.  


In the Search box, clicking the Down arrow  drops down the Advanced 


Search box. You can filter the users whose last login time was within a specific 


period. For Admin Console Cloud, you can select the Domain users in Foxit 


System (excluding SAML users) option to find the invalid domain users (e.g., 


the users that have been removed from your SSO policies but still in Foxit 


System) as needed. Clicking Clear removes the criteria you specified in both 


the Search box and the Advanced Search box.  


• Click the up-down triangle icon  next to “User Name” (the column name) to 


sort the users in the list by User Name in ascending (A to Z) or descending (Z 
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to A) alphabetical order. 


• In SAML Users, you can search for a group by its name within a SAML directory. 


Additionally, you can sort groups in alphabetical order under a SAML directory 


by clicking the up-down triangle icon  next to “Group Name” (the column 


name) above the group list. 


You can also export users to a CSV file using the Export button. If no users are selected, 


clicking Export exports all users in the list. 


The Added users tab (Admin Console On-Premise only) 


See also the Added users tab in the User management with LDAP section. 


The Invited users tab (Admin Console Cloud only)  


For users who are not in your account system and request access to Foxit applications, 


you can invite them manually by email in the Invited users tab. The total number of 


invited users is displayed above the user list. (Tip: Click the Columns button above 


the user list to specify what details are to be displayed in the user list, including users’ names, 


email addresses, status, and more.) 


• To invite users, click the Invite users button above the user list, and do any of 


the following: 


o Choose Invite users and a dialog box pops up. Enter email the 


addresses of the users you want to invite, select Assign License to 


assign product licenses to the users as needed, and click Send. (Note: 


If you assign Foxit eSign licenses to the invited user, the user will be 


automatically synced to the Foxit eSign website. Likewise, when a user 


is assigned a license in the Foxit eSign website, the user will be 


automatically synced to Foxit Admin Console.) 


Tip: When assigning product licenses, select a product and click the icon  


or  next to the product name to expand or collapse more configuration 


options such as the license’s expiration time and the maximum allowable 


number of devices for activation. With no value set, the assigned user can 


have an available license with the longest validity period and activate the 


product on up to the maximum number of devices permitted in the product 


plan.  


o Choose Invite users with a CSV file to invite users in batch by 


importing a CSV file that contains the details (such as users’ email 


addresses and the assigned product licenses) of the users you want to 


invite. In the pop-up dialog box, you can download a sample CSV file, 


fill in the details and then upload the file. 


o Choose Bulk operation results to view the result after inviting users. 


o Choose Manage eSign users to open the Settings page of the Foxit 


eSign website to invite users. For details, please refer to the instructions 


on Foxit eSign on our online help center. The users invited on the Foxit 



https://kb.foxit.com/s/





  Foxit Admin Console 


Administrator Guide 


12 


eSign website will be synced to the Admin Console. (Note: This option is 


available only when your company has purchased the Foxit eSign service 


with shared envelope pooling.) 


• To export users to a CSV file, select the users you need by checking the boxes 


next to the users and click the Export Users button above the user list. If no 


users are selected, clicking Export Users exports all users in the list. 


• To remove users from the Admin Console and revoke their licenses, select the 


users and click the Remove button above the user list. The user that is 


removed is allowed to be invited again.  


• To search for a user quickly, enter the user’s name/email address in the Search 


box and press Enter. Or click the Down arrow  in the Search box to drop 


down the Advanced Search box to filter the users whose last login time was 


within a specific period, and then click Search. (Clicking Clear removes the 


criteria you specified in the Search and Advanced Search boxes.) Filter users as 


needed by selecting a type of the account status (Invited, Accept Invitation, 


Awaiting Acceptance, or Deactivated). 


The types of account status: 


o Invited: The user has received your invitation but has not accepted it 


yet. 


o Accept Invitation: The user has accepted your invitation and you can 


assign a product license to the user. See also License Management. 


o Awaiting Acceptance: The user has not yet accepted your invitation. You 


can click the Re-send invite  icon in the Actions column to send the 


invitation email again with one click. 


Tip: The super/system/User&Group admins can bulk resend invitations to 


users who have not accepted your invitation. To do this, filter users by 


selecting Awaiting Acceptance from the Status box above the user list, 


select one or more users from the user list, click the Resend Invitation 


button above the user list and choose Resend email invitation. The 


admins can also click the Resend Invitation button and choose Create 


invitation link to create a link and send it privately to the users who cannot 


receive the email invitation. 


o Deactivated: The user has been deactivated and has no access to Foxit 


products. 


• Click the Deactivate  icon in the Actions column to remove the license from 


the user. Once the license is deactivated, the user becomes unable to activate 


products by logging in with their accounts until they are assigned licenses 


again, the Deactivate  icon in the Actions column changes to the Activate 


 icon, and the status changes from Accept Invitation to Deactivated. Click 


the Activate  icon to assign a license to the user again.   


• Click the Details  icon in the Actions column to view the details of the user 


and then do any of the following: 


o Click Edit to assign licenses, modify/delete the user’s existing license 


information, add the user to a group, or remove the user from a group.  


Before entering editing mode, if the user already belongs to a group, 


clicking on the group name will take you to the Groups page for group 
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management in the Admin Console.  


o Click Reset Password to send the user a password reset email to 


inform the user that he needs to change his password. 


o Click Deactivate/Activate to disable/enable the user to log in to access 


Foxit applications. See also Disable/enable users. 


o Click Change Access Policies to modify the user’s access to Foxit 


products. See also Access Policies.   


Groups 


You can manage multiple users in groups, such as departments and project teams, 


without having to specify and apply your configuration to each user individually. On 


the Groups page, you can create and manage groups. 


To create a group, do the following: 


1. Click Create Group. Type the name and description for the group in the pop-


up dialog box, and click Next.   


2. In the pop-up dialog box, select the users/groups you want to add to the group. 


To do this, select the users/groups by clicking the plus icon  next to the 


user/group name in the User list box on the left to add to the Selected list 


box on the right. 


Tip: When selecting users/groups from the User list box, choose List by users (or 


List by groups) above the User list box to allow you to select a user (or a group) 


at a time from the list. With List by users selected, you can search for a specific 


user from the Search box. 


3. (Optional) Put your cursor over a user’s email address (or user name) or a 


group’s name in the Selected list box, and the  sign appears. Click the  


sign to remove the user/group from the box, if needed. Or you can click Clear 


all above the Selected list box to remove all of the selected users/groups from 


the box in one click. 


4. Click Save. The group will be added to the groups list on the Groups page.  


5. (Optional) Choose Create Group > Bulk operation results to show the results 


after adding users to a group.  


6. (Optional) Click on the icons in the Actions column to perform the following 


tasks as needed: 


• To delete the group, click the Delete  icon. 


• To view the user list in the group, click the View users  icon in the 


corresponding group. In the pop-up dialog box, if you need to remove 


users in the group, select the users and click Delete.  


• To edit the group, click the Edit  icon. You can edit the group’s 


name/description, and add more users to the group.  


Do any of the following to manage groups: 


• To export groups of users to a CSV file, select the group(s) you need and click 
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the Export Users button above the groups list. If no groups are selected, 


clicking Export Users exports all groups in the list. 


• To remove groups, select the groups and click the Delete button above the 


groups list.  


• To search for a group, enter the group’s name, and then press Enter.  


Customize Organization  


All users in Foxit Admin Console, including LDAP/SAML users and added/invited users, 


can be added to an organizational unit (or “OU” for short). On the Customize 


Organization page, administrators can create and manage (child) organizations for 


different departments across the company as needed.  


If you are the super admin (or a System Administrator/User&Group Administrator), 


click on the OU name on the left part of the Customize Organization page, and all 


users are listed on the right. The default name of the OU is the company name 


provided when you purchase Foxit Admin Console. You can edit the OU name the 


same way you edit organization names (described below). To create an organization 


under the OU as a child (i.e., sub-organizations), do the following:  


1. Click the Add Organization button on the left part of the page, where all the 


organizations/sub-organizations are listed. Or move the cursor over the 


vertical three-dot icon next to the name of any organization, and choose Add 


Organization. (Note: Before adding organizations, make sure you have connected 


to your LDAP or SAML directories or added users on the Users page.) 


2. In the pop-up dialog box, enter the organization name and select an 


organization (if any) as a parent organization that the new organization will be 


listed below as a child organization.  Click OK to continue.  


3. Then the new organization will be listed in the organization list on the 


Customize Organization page.  


4. Add users to the organization. Select the organization, click on the Add users 


button on the right part of the page, and do any of the following: 


• Add users: In the pop-up Add users dialog box, select the users/groups 


you want to add. To do this, select the users/groups by clicking the plus 


icon  next to the user/group name in the User list box on the left to add 


to the Selected list box on the right.  


Tip: When selecting users/groups from the User list box, choose List by users 


(or List by groups) above the User list box to allow you to select a user (or a 


group) at a time from the list. With List by users selected, you can search for a 


specific user from the Search box. 


• Add users with CSV file: In the pop-up Import with CSV dialog box, add 


users by CSV to the selected organization, or to any organization by 


specifying the organization names in the CSV file. 


• Bulk operation results: view the result after adding users. 


5. (Optional) In the Add users dialog box, put your cursor over a user’s email 


address (or a user name) or a group’s name in the Selected list box, and the 


 sign appears. Click the  sign to remove the user from the box, if needed. 
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Or you can click Clear all above the Selected list box to remove all of the 


selected users/groups from the box in one click.  


6. When you’re done, click OK. You can click the Add users button to add more 


users to the organization if needed.  


After creating an organization, you can perform more actions:  


• Click the Columns button above the user list to specify what details are to 


be displayed in the user list, including users’ names, email addresses, statuses, 


and more. You can change the column order in the list by dragging the heading 


of the column that you want to move and dropping it to the appropriate 


location. 


• To edit an organization name or delete an organization, move the cursor over 


the vertical three-dot icon next to the name of the organization, and choose 


Edit organization or Delete.   


• To remove a user from an organization, select the organization, navigate to the 


user and click the Delete  icon in the Actions column. To remove multiple 


users, select the users by checking the boxes in front of the user name and 


click the Delete button above the user list.  


• To modify users’ information like product licenses, navigate to the user, and 


click the Detail icon  in the Actions column to open the details page. Then 


click the Edit button at the bottom of the page to make changes.   


• To move users to other organizations, select the users and click the Move to 


button above the user list. In the pop-up dialog box, select the desired 


organization and click OK. 


• To export users from an organization to a CSV file, select the users you wish to 


export in the organization and click the Export Users button above the user 


list. If no users are selected, clicking Export Users exports all users in the 


organization.  


• To adjust the order of the organizations, drag the organization you want to 


move to the desired place. You can also put an organization under another 


organization (the parent organization). For example, to put Organization A 


under Organization B, drag Organization A onto Organization B and release 


the mouse button when the pointer is directly over Organization B.  


If you are a Product administrator: 


• On the left part of the Customize Organization page, you can see an assigned 


“OU”, which only contains the organizations/users assigned by your 


super/system administrator. The names of the assigned “OU” and its sub-


organizations displayed in your Admin Console are the same as those in the 


super/system admin’s Admin Console.  


• Any changes to the organization (including changing the organization name 


and adding/deleting organization members) made by the super/system admin 


will be synced into the organizations in the assigned “OU”. 


• You are allowed to invite users to the organizations in the assigned “OU”. The 


users you invite will also be synced into the OU managed by the super/system 
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admin. And you are allowed to delete a user you invited by clicking the Delete 


 icon in the Actions column. 


Admin Role Management 


An enterprise can have one super admin and several other admins (including System 


Administrator, Product Administrator, Deployment Administrator, etc.) to perform 


management in Foxit Admin Console. The super admin sits at the top of all other 


admin roles, and can perform all tasks in the Admin Console.  


On the Admin Role page, the super admin, the system admin, and the setup admin 


can add admins (assign the admin role to other users), remove admins (revoke admin 


permissions), and search admins. (Tip: If needed, the super admin can give the 


administrative privileges to another user. For details, please refer to Transfer Admin 


Privilege.) The following table gives a brief introduction to different types of admins. 


For a detailed list of permissions and privileges for each type of admin, see also Admin 


Permissions Matrix. 


Role Description 


Super 


Administrator 


The super admin for the enterprise with the ability to activate 


Foxit Admin Console, and perform all administrative tasks in the 


Admin Console. Also, has permissions to “dissolve the company” 


in Foxit Admin Console, transfer his administrative privileges to 


another user, and assign users different administrative roles. 


System 


Administrator 


Has all permissions that the super admin does except for the 


ones to activate Admin Console, dissolve a company, and 


transfer administrative privileges. 


Product 


Administrator 


Manages the products assigned by the super admin and 


performs all associated administrative tasks, including: 


• Assign/unassign licenses to/from users  


• Invite users to owned OUs 


• Remove users (invited by himself previously) from 


owned OUs 


• Set or change the product configuration (See also 


Product Configuration)  


User&Group 


Administrator 


Administers the user groups assigned by the super admin and 


performs all associated administrative tasks, including: 


• Add or delete users and user groups 


• Add or remove users to/from groups 


 


Deployment 


Administrator 


(Admin Condole 


Configure the settings of Foxit product updates, which include: 


• Specify the products and the version types (Major 


Version, Minor Version, Maintenance Version, etc.) to be 
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On-Premise 


only) 


updated 


• Set the frequency of automatic checks for software 


updates 


• Specify the users who need to update the products and 


set the update time 


• Specify the products and the versions (the specific 


version number) to be rolled back 


Configuration 


Administrator 


Configure enterprise general settings, including: 


• Configure Directory Settings 


• Configure Console Settings 


• Set the enterprise customization 


• Configure a mail server (Admin Console On-Premise 


only) 


• Set Windows Authentication 


 


Setup 


Administrator 


(Only available 


when your 


organization has 


active Foxit eSign 


licenses.) 


This role has privileges similar to those of a system 


administrator, with the distinction of not occupying any licenses 


that include eSign products.  


Note: In Foxit eSign, if the eSign license assigned to the super admin 


is revoked, the role will transition from the super admin to a setup 


admin of Foxit eSign. 


Tip: Admins’ privileges vary from their types of admin roles, so some items or functions on 


Foxit Admin Console may be unavailable or invisible for some admins.   


Add an admin 


1. On the Admin Role page, click Add Admin. 


2. Enter the user’s email address (or the user name) in the text box, and click 


Next.   


3. Select one or more admin roles and click Next.  (Or click Previous to return to 


the previous step.) 


If you choose Product Administrator, specify the products and users (select All 


users or an OU) that you want the product admin to manage, and 


select/unselect the Allow product administrators to configure product 


option, as needed. See also Product Configuration. 


4. Click Save to confirm your action. Then the user will be added to the admin list 


on the Admin Role page. 


5. (Optional) You can click the Details icon  in the Actions column to open the 


Details dialog box on the right side, view the details of the admin user, and 


click Edit at the bottom to modify the details. Or click the Edit icon  in the 


Actions column on the Admin Role page to modify the admin roles for the 


user. 
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Tip: After you add/edit an admin role for a user, the user will receive a notification email 


about the role assignment. 


Remove an admin 


To removing an admin, navigate to the administrator in the admin list on the Admin 


Role page and click on the Delete  icon in the Actions column. Removing an admin 


only revokes the admin privileges from the user, without deleting the user from the 


Admin Console. And a notification email about the role revocation will be sent to the 


user.  


Admin Permissions Matrix 


Admins’ privileges vary from their types of admin roles. The following table provides a 


detailed list of permissions and privileges for each type of admin. √ 


Area Permission Super 


Admin 


System 


Admin 


Product 


Admin 


User & 


Group 


Admin 


Deploy-


ment 


Admin 


Configu-


ration 


Admin 


Setup 


Admin 


Home 


View the Home page √ √ √3 
   


√ 


View Product Report 


Summary 


√ √ √3    √ 


View Enterprise Data √ √     √ 


View Enterprise Info √ √     √ 


User 


Manage-


ment 


View all pages under 


User ID Management  


√ √  √5     √ 


Add users to org (i.e., 


the organization) 


√ √  √3  √5     √ 


Remove users from org √ √   √5     √ 


View user details and 


user listing 


√ √   √5     √ 


Edit user profiles √ √   √5     √ 


Bulk add users to org √ √   √5   √ 


User 


Group 


Manage-


ment 


Create user groups √ √   √5     √ 


Remove user groups √ √   √5     √ 


Add users to user 


groups 


√ √   √5     √ 


Remove users from 


user groups 


√ √   √5     √ 


View members of user 


groups 


√ √   √5     √ 


View the list of user 


groups 


√ √   √5     √ 
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Area Permission Super 


Admin 


System 


Admin 


Product 


Admin 


User & 


Group 


Admin 


Deploy-


ment 


Admin 


Configu-


ration 


Admin 


Setup 


Admin 


Organi-


zation 


Manage-


ment 


Create OUs  √ √   √5     √ 


Remove OUs √ √   √5     √ 


Add users to OUs √ √ √4  √5     √ 


Bulk add users to OUs √ √ √4 √5     √ 


Remove users from OUs √ √ √4 √5     √ 


View members of OUs √ √ √ √5     √ 


Adminis-


trator 


Manage-


ment 


Grant System Admin to 


a user 


√ √         √ 


Revoke System Admin 


from a user 


√ √         √ 


Grant Product Admin to 


a user 


√ √         √ 


Revoke Product Admin 


from a user 


√ √         √ 


Grant Deployment 


Admin to a user 


√ √         √ 


Revoke Deployment Ad-


min from a user 


√ √         √ 


Grant User & Group 


Admin to a user 


√ √         √ 


Revoke User & Group 


Admin from a user 


√ √         √ 


Grant Configuration 


Admin to a user 


√ √         √ 


Revoke Configuration 


Admin from a user 


√ √         √ 


Edit roles of admins √ √         √ 


License 


Manage-


ment 


View the License 


Management page 


√ √ √3       √ 


Provision a product li-


cense to a user 


√ √ √3       √ 


Deprovision a product 


license from a user 


√ √ √3       √ 


Restore activation √ √ √3       √ 


Assign licenses with a 


CSV file 


√ √ √3       √ 


Remove licenses with a 


CSV file 


√ √ √3       √ 


Export users √ √ √3    √ 
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Area Permission Super 


Admin 


System 


Admin 


Product 


Admin 


User & 


Group 


Admin 


Deploy-


ment 


Admin 


Configu-


ration 


Admin 


Setup 


Admin 


Update 


Manage-


ment 


View the Update 


Management page 


√2 √2    √2   √2 


Choose packages to 


download 


√2 √2     √2   √2 


Set automatic update 


check interval 


√2 √2     √2   √2 


Automatically allow end 


users to download 


available packages 


(downloaded from the 


Foxit server) 


√2 √2     √2   √2 


Set scheduled update √2 √2     √2   √2 


Configure rollback set-


tings 


√2 √2     √2   √2 


Set up a proxy server √2 √2     √2  √2 


Product 


Manage-


ment 


View the Products page √ √        √ 


Refresh product license 


info 


√ √         √ 


View available products √ √      √ 


Reports  


Manage-


ment 


View the Reports page √ √ √3       √ 


Export user activation 


data 


√ √ √3       √ 


Export statistics data √ √ √3       √ 


Mail 


Servers 


Setting 


Set mail servers √2 √2       √2 √2 


Window


s 


Authenti


cation 


Configure Windows Au-


thentication 


√2 √2       √2 √2 


Director


y 


Settings 


View all pages under 


Settings 


√ √ √   √ √ 


Domain Settings √ √     √ 


SSO Settings √ √     √ 


Sync Settings √ √     √ 
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Area Permission Super 


Admin 


System 


Admin 


Product 


Admin 


User & 


Group 


Admin 


Deploy-


ment 


Admin 


Configu-


ration 


Admin 


Setup 


Admin 


Provision Settings √ √     √ 


Authenti


cation 


Settings 


Password Settings √ √    √ √ 


Two-step Verification 


Settings 


√ √    √1 √ 


Foxit Account login 


settings 


√ √    √1 √ 


Enterpri


se 


Customi


zation 


View and customize the 


Admin Console logo 


√ √    √ √ 


View and customize 


email templates 


√1 √1    √ √1 


Product 


Configu-


ration 


View the Product 


Configuration page 


√ √ √3       √ 


General configuration √ √ √3       √ 


Feature Settings √ √ √3    √ 


Console 


Settings 


Log auto-cleanup 


Settings 


√ √    √ √ 


Email Language Settings √1 √1    √1 √1 


Support 
View the Support page √ √ √ √ √ √ √ 


Manage support cases √1 √1 √1 √1 √1 √1 √1 


Content 


logs 


View the Content Logs 


page 


√ √ √3 √5     √ 


Search logs √ √ √3 √5     √ 


Export logs √ √ √3 √5   √ 


My Pro-


file 


View My Profile √ √ √ √ √ √ √ 


Transfer admin 


privileges 


√1       


Account Assumption √1            


Dissolve a company √1            


1 only for Admin Console Cloud 


2 only for Admin Console On-Premise 


3 only for the products or OUs owned by the Product admin 


4 only for the users added by the Product admin previously 







  Foxit Admin Console 


Administrator Guide 


22 


5 only for the users managed by the administrator 


License Management 


Based on the license plans for each product you purchased, you can perform license 


management across your organization. 


Overview 


On the License Management page, you can view the statistics about active users and 


license usage for all products, assign/change/unassign licenses, and view the details 


of assigned users.      


Foxit Admin Console supports Account Mode to manage licenses for Foxit PDF Editor. 


Account Mode is a licensing mode that enables each end user to activate Foxit PDF 


Editor once they log in to their accounts, and allows administrators to apply precise 


and flexible control such as who are allowed to activate the application and what 


edition of the application they can activate.  For the license management of Foxit eSign, 


enterprises may pre-purchase a set number of envelopes for a set number of users, 


who can use envelopes at their convenience after being assigned licenses. (Tip: An 


envelope allows for one or more documents to be sent within one send, even if to multiple 


signers.)  


Notes: Only the clients whose IP addresses and MAC addresses are in the specified ranges 


are allowed to activate Foxit PDF Editor. See also General Configuration.  


Assign licenses to users  


1. Click the Assign License button on the License Management page. Choose 


Assign License to select users and assign licenses to the selected users.  


2. In the pop-up dialog box, select the users/groups/organizations you want to assign 


licenses to.  


3. Select the license you want to assign to the selected users. When assigning licenses, 


select a product and click the icon  or  next to the product name to expand 


or collapse more options that allow you to do settings like the license’s expiration 


time and the maximum number of devices that are allowed to log in for product 


activation. (Note: If you assign Foxit eSign licenses to users, the users will be 


automatically synced to the Foxit eSign website.) 


4. Click OK.  


You can also assign licenses to multiple users with a CSV file by doing the following: 


1. Click the Assign License button on the License Management page. Choose 


Assign licenses with CSV file to assign licenses to the users listed in a CSV file. 


2. In the pop-up dialog box, you can use a CSV file to assign the same type of licenses 
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to multiple users or assign different licenses to different users.  


⚫ To assign the same type of licenses to multiple users, please click the CSV with 


users tab. Drag a CSV file to the box or click Browse to select a CSV file. The 


CSV file includes the users you want to assign the licenses to. Then select the 


type of licenses you want to assign. (Tip: How to create the CSV file, click 


Download sample CSV for reference.) 


⚫ To assign different licenses to different users, please click the CSV with users 


and products tab. Drag a CSV file to the box or click Browse to select a CSV 


file. The CSV file includes the users you want to assign licenses to and the 


corresponding licenses for each user.  


3. Click OK. 


4. (Optional) Click the Assign License button and choose Bulk operation results to 


view the results after assigning licenses.  


All the assigned users are listed under different tabs by products on the License 


Management page. Select a product tab to view the details of the assigned users, and 


do any of the following: 


• Click the Columns button above the user list to specify what details to be 


displayed in the list of assigned users, including users’ email addresses, 


licenses, assigned time, MAC addresses, and more. 


• Click the up-down triangle icon  next to “User Name” or “Assigned Time” (the 


column names) to sort the users in the list by User Name or Assigned Time. 


The icon with a yellow triangle ( or ) next to a column name indicates the 


list is currently sorted by [Column Name]. 


• You can specify criteria to search for specific users. Under the Search box 


shows the current product’s license usage information such as the number of 


licenses used (assigned) out of the total available ones. To export users to a 


CSV file, select the users you need and click the Export button above the user 


list.  


Change product licenses for users 


1. Navigate to the user in the user list. Click the Detail  icon in the Action column 


to open the details page about the user. 


2. Click Edit, select a desired product license, and then click Save. 


Remove licenses from users 


To remove licenses from users, do any of the following: 


• Select the users from the user list, click the Remove License button above the 


user list and choose Remove License. 


• Click the Remove License button and choose Remove Licenses in Bulk to 


select multiple users/groups/organizations from the user list in your admin 
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console and unassign their licenses.  


• Click the Remove License button and choose Remove licenses with CSV file 


to unassign licenses from multiple users with a CSV file. Then you can click the 


Remove License button and choose Bulk operation results to show the 


results after removing licenses.  


When a license is unassigned from a user, the user will no longer be able to activate 


Foxit applications by logging in with their accounts.  


Restore activation 


For a license that allows a user to activate Foxit products only in one device, if the user 


has activated Foxit products successfully in Device 1 and needs to activate the 


products in Device 2 for some reason (maybe Device 1 is broken), you can restore the 


activation to enable the user to sign in to activate the product again. To do this, select 


the user and click the Restore Activation button above the user list.   


Set license quotas per OU 


The super/system admin can set the available number of licenses per OU to limit how 


many licenses Product administrators can assign to their OUs. Note: You can only set 


license quotas for the first level OUs nested under the root (The root is the node under which 


all OUs are nested, which is at the top of the OU hierarchy on the Customize Organization 


page).  


1. Click the Assign License button on the License Management page and choose 


Set Quota. 


2. Select a product for which you wish to set license quotas. If the product licenses 


you purchased have varying expiration times or include eSign products, you must 


specify the expiration time or whether it involves shared or unshared envelope 


pooling. 


3. The page will display the number of licenses/envelopes for the selected product 


licenses.  


4. Click the Edit button on the page. 


5. Set the values in the License Quota boxes to define license quotas for different 


OUs as needed. If no value is set, the product administrator can assign licenses to 


the OU without limit, but should not exceed the total available number of licenses. 


6. Click Save to save your settings.  


7. (Optional) To notify the related product administrators after setting license quotas, 


click the Notify product admin button.  
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Internal Update Configuration 


(Admin Console On-Premise only) 


In an on-premise enterprise environment, the internal update server sends requests 


to the Foxit web server to get the latest versions of Foxit products, and the clients in 


the enterprise only get updates from the internal update server. The Internal Update 


item in Foxit Admin Console allows you to configure how to get the latest installation 


packages from the Foxit web server and how to deploy the package updates to the 


end users in your enterprise.  


Configuration 


On the Configuration page, you can specify the packages to be downloaded from the 


Foxit web server and the update configuration in your enterprise. After finishing the 


settings, click Save at the bottom of the page. If you want to erase all the specified 


settings, click Reset. 


• Packages to download: Select the packages to be downloaded automatically 


from Foxit server. Downloaded packages can be viewed and managed in 


Version Management. 


• Automatic update check interval: Specify how often the internal update 


server automatically checks for new product packages from the Foxit web 


server.  


• Automatically approve downloaded packages: Turn on the switch to enable 


Approved automatically option to allow all end users in your enterprise to 


download all available packages that have been downloaded from Foxit server. 


This setting only applies to the packages that are downloaded from Foxit 


server after you specify the setting. By default, this option is disabled and you 


need to manually approve downloads for all packages.  


• Scheduled update settings: Select the Set a scheduled time to update 


specific users or groups option to set different times for different users to 


install updates, which can help to relieve some of the pressure on server and 


bandwidth.  


o Click Add and select Add user, Add IP Address, or Add MAC address 


to add emails or user names, IP, or Mac addresses you want to set a 


scheduled time for. All the users you added will be included in the list 


below. (If you choose Add MAC address, you can click Add multiple 


MAC addresses in the pop-up dialog box to add multiple MAC 


addresses at once by importing a CSV file with a list of MAC addresses 


you want to add.) 


o Click Edit time to select the scheduled time for selected users.  


o To delete the scheduled update settings for users, select the users from 


the list and click Delete. 


• Rollback settings: Sometimes you might find issues in an update or the end 


users are having problems with it. In these cases, administrators can configure 
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rollback settings to force clients to temporarily roll back one or more versions 


to an earlier version. For example, check the Roll back Foxit PDF Editor 


versions option, and select the rolled back versions and the available versions 


to roll back to. Note: Only main packages support rollback. Rolling back to an 


earlier version installs the version and the default components, but the data in the 


registry and the GPO template will be retained.   


• Network proxy configuration: Set up a proxy server to connect to Foxit 


server as needed. 


Version Management 


The Version Management page in Admin Console lists all main packages and plug-in 


packages that have been downloaded, are being downloaded, and were not 


downloaded successfully from Foxit server. You can filter/delete packages, and restrict 


which packages are available to end users by approving distribution. 


• To view the details of a package, click the Details  icon in the Action column. 


The details panel appears in the right of the Admin Console window. Click the  


button in the upper right corner of the panel to close the panel. 


• To filter packages, specify the package’s name/version/size, or select the approval 


status or Download Completion Time in the Search box or the Advanced Search 


box as needed. To open the Advanced Search box, click the Down arrow  in the 


Search box. 


• To delete packages, select the package(s) and click the Delete button above the 


packages list. 


• To give users access to packages or if the approval status is unapproved currently, 


select the package(s) and click the Approve  icon in the Action column (or click 


the Approve button above the packages list). In the pop-up dialog box, do any the 


following:  


o Select Approve package for all clients to update to allow all clients in the 


organization to download the package, and click Approve. 


o To allow some specific clients to download the package, select Approve 


package for specific clients to update to add specific clients by selecting 


user emails or user names, IP address ranges, or MAC addresses (You can 


also add multiple MAC addresses at once by importing a CSV file with a list 


of MAC addresses you want to add.). Then click Approve. 


o (Optional) For a package with significant changes or security updates, you 


can select the Force clients to install update package option for a 


mandatory update. Then the package status shows Pushed and all the 


selected clients have to download and install the package.  


• To not allow users to download a package, select the package and click the Cancel 


 icon in the Actions column. Or select the package(s) and click the Unapprove 


button above the packages list to disable downloading. After a package is 


approved/unapproved, Approved or Unapproved is shown respectively in the 


Status column. 


• (Optional) For a package whose approval status is Approved or Pushed, you can 
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click the Edit  icon in the Action column to modify the approval settings. 


Both main packages and plug-in packages are categorized into three tabs: 


Downloaded, Download failed, and Downloading. Here take main packages for 


example: 


• In the Downloaded tab, you can view each package’s name, version number, 


Download completion time, size, approval status, and the actions you can 


perform. Depending on the package’s approval status, the available actions 


vary in the Action column.  


• The Download failed tab lists the packages that were not downloaded 


successfully, and the time and reason for the failure. To delete a package, 


select it and click the Delete button (which appears above the package list 


when you select the package); to start the download again, select the package 


and click the Retry button.  


• The Downloading tab displays the list of packages that are being downloaded 


at present. You can view the details of each package including the package 


name, version number, and Start Time (when the download began).  


Products 


The Products page lists all the products and licenses your company has purchased. If 


your company has purchased more licenses or products, you can update the products 


and their license information displayed in this page by doing the following: 


1. Click Refresh at the top of the Products page. For Admin Console Cloud, once 


you click Refresh, the updating process starts and just wait for the updating to 


complete; for Admin Console On-Premise, follow Step 2 to complete the updating. 


2. In the pop-up dialog box, choose Online updating or Offline updating.  


⚫ For Online updating, an internet connection is required. Click Connect to 


sign in with your account to update licenses.   


⚫ If you don’t have internet access, click Browse to select key files for the 


products. (If you haven’t got a key file yet, click Get One. Then you will obtain 


the server ID of the Admin Console in the pop-up dialog box. You need to 


send the server ID to Foxit by email and Foxit’s team will send the key file to 


you later.)   


On the Products page, you can view the detailed information for the admin console 


and each product, including the expiration time, the software version number, and 


the number of licenses used (assigned) out of the total available ones (and the usage 


of SMS/2FA/KBA for Foxit eSign services, if any). You can do any of the following on the 


Products page: 


• Click the platform icon (such as Windows, Mac, eSign, etc.) under each 


product/service to download the product or direct you to the product/service’s 
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homepage.  


• If you move your cursor over a product, the orange arrow  icon appears. 


Clicking on the  icon opens the License Management page to view and 


manage licenses.  


• You can also click Product Configuration or click the cog  icon under each 


product to configure the product on the Product Configuration page. For 


details, see also License Management and Product Configuration. (Note: For 


Foxit eSign, you will be switched to the Settings page of the Foxit eSign website 


when clicking Product Configuration.) 


Reports 


The Reports page shows the summarized and detailed statistics about the license 


usage, including the number of total/assigned/activated licenses and active users, the 


license usage in each OU/group, and the license quotas for OUs. Administrators can 


specify what statistics to be displayed or export desired data as needed.  


Click the Licenses Usage tab on the Reports page, and you can view charts that 


present data on license usage across various dimensions.  


⚫ To display specific statistics you need in the charts, do any of the following: 


 Select a product to display the statistics related to the product. 


 Select the time period for which you want to view statistics. 


 Select which summarized statistics to display for a product: the number of 


total licenses, assigned licenses, activated licenses, active users, and more. 


For Foxit eSign, you can view more statistics like the number of total 


envelopes/documents, and the number of envelopes/documents/user 


accounts that have been used. 


⚫ To export data you specified to an Excel file, do any of the following:  


 To export data to an Excel file, click the Export Data button above the chart, 


and choose Export Data Locally. Then save the file. 


 To export and send data (in an Excel file) to your account by email, click the 


Export Data button, and choose Send Data via Email. 


Tip: For Foxit eSign, you can export detailed statistics about the number of 


envelopes/documents that have been used. To do this, click on the number displayed 


next to the Number of envelopes used or Number of documents used item above 


the chart, and the details page appears to allow you to access who used the 


envelopes/documents and the details about the envelopes/documents and export the 


statistics by clicking the Export Data button at the bottom of the page.       


In the Usage Details tab on the Reports page, you can view, search, and export the 


detailed usage data for different products, including user names, email addresses, 
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license information, MAC and IP addresses, and more.  


Note: When you export detailed user data, all instances of users that meet the specified 


criteria will be exported, including the users that have been removed from the Admin 


Console.  


Settings 


Directory settings 


Single Sign-On (SSO) is a session and user authentication service that permits a user 


to use one set of login credentials (e.g., the user ID and password provided for 


authentication in a company) to access multiple applications. Currently, Foxit Admin 


Console supports two popular SSO methods: LDAP and SAML. After you set up LDAP 


or SAML in Foxit Admin Console for performing Single Sign-On, all users in your 


company can directly sign in with their authenticated accounts to access Foxit 


applications. 


To connect Admin Console to an LDAP or a SAML directory, you (the super admin or a 


System Administrator) need to configure the user directory first on the Directory 


Setting page under Settings. (Tip: Admins’ privileges vary from their types of admin roles, 


so some items or functions on Foxit Admin Console may be unavailable or invisible for some 


admins. More information on admin roles, see also Admin Role Management.) 


Manage users with LDAP (Admin Console On-Premise 


only) 


LDAP, Lightweight Directory Access Protocol, is an Internet protocol that email and 


other programs use to look up information such as users, from an LDAP server. An 


LDAP directory stores a collection of data about users and groups.  


For companies that use LDAP to store employee information, follow the steps below 


to connect Foxit Admin Console to an LDAP directory for authentication, user and 


group management. 


1. Click Add directory on the Directory setting page. 


2. Enter the values for the LDAP user directory settings.  


Server Settings: 


Setting Description  


Ldap Name  Enter a name to help you identify the LDAP directory server, 


such as “Company Staff Directory” or “Company Corporate 


LDAP”. 
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Directory Type Select the type of LDAP directory that you will connect to.  


Hostname Enter the host name of the server running LDAP, such as 


“ldap.example.com”. 


Port The port your LDAP directory server is listening on, such as 


“389”. 


Use SSL  If the connection to the directory server is an SSL (Secure 


Sockets Layer) connection, select this option. And you will need 


to configure an SSL certificate to use this setting. 


User Name  Enter the name of the user that will log in to LDAP. Here are 


some examples: 


• cn=user, dc=domain, dc=name 


• user@domain name 


Password Enter the password of the user. 


LDAP Schema: 


Setting Description 


Base DN The Root node in an LDAP directory server when searching for 


users and groups from the server, such as “cn=users, 


dc=example, dc=com”.  


User Schema Settings: 


Setting Description 


User Object Filter The filter to use when searching user 


objects. Examples:  


• (objectclass=inetorgperson) 


 


User Name Attribute Field The attribute field to use when loading 


the username. Examples: 


• cn 


• sAMAccountName 


User DN Attribute Field  The attribute field to use when loading 


the user’s distinguished name. Examples:  


• entryDN 


• distinguishedName  


User First Name Attribute Field The attribute field to use when loading 


the user's first name, such as 
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“givenName”. 


User Last Name Attribute Field The attribute field to use when loading 


the user's last name, such as “sn”. 


User Display Name Attribute Field The attribute field to use when loading 


the user's full name, such as 


“displayName”. 


User Email Attribute Field The attribute field to use when loading 


the user's email address, such as “mail”. 


Group Schema Settings: 


Setting Description 


Group Object Filter The filter to use when searching for group 


objects, such as 


“(&(objectClass=group)(cn=*))”. 


Group DN Attribute Field The attribute field to use when loading 


the group’s distinguished name. 


Examples:  


• entryDN 


• distinguishedName 


Group Name Attributes The attribute field to use when loading 


the group's name, such as “cn”.  


Group Description Attribute Field The attribute field to use when loading 


the group's description, such as 


“description”. 


Membership Schema Settings: (Microsoft Active Directory Only)  


Setting Description 


Group Members Attribute The attribute field to use when loading 


the group’s members, such as 


“member”. 


User Membership Attribute The attribute field to use when loading 


the user's groups, such as “memberOf”. 


Group Membership Attribute The attribute field to use when loading 


the group's parent groups, such as “o”.   


3. After configuration, click Save to apply the LDAP directory settings. (Or click Reset 


to clear all the data you input in the settings above.)   


4. You can see the configured LDAP directory has been successfully added to the 


directories list. You can add more directories as needed after clicking the Add 


directory button above the directories list. 


5. (Optional) In the Action column, you can do any of the following: 


• Disable or enable an LDAP directory by clicking Disable or Enable. After an 


LDAP directory is disabled, a “(inactive)” suffix will be added to the directory 
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name and you can click Remove to delete the directory as needed. Tip: To 


disable or enable one or more LDAP directories, you can select them and click 


the Disable or Enable button above the directories list. 


• Modify the LDAP directory information after clicking Edit.  


• Click Test to test the connection to the selected LDAP directory by logging 


in. In the pop-up dialog box, enter the email address (or user name) and 


password of a user in the LDAP directory and click Test Settings. And then 


you will be prompted the login is successful, which means the LDAP 


connection is successful.  


• Click Sync now to synchronize the LDAP directory immediately. The Status 


column shows the last synchronization of the directories. Tip: You can also 


specify how often LDAP directories are synchronized. To do this, select one or 


more directories, click the Synchronize button above the directories list, and 


then a list box appears next to the button. From the list, select Now or set a 


specific time every hour/day/week/month/year, and click OK. If needed, remove 


the synchronization setting by clicking Cancel auto-sync.      


6. (Optional) If you have added multiple directories, you need to define the directory 


order by clicking the yellow up and down arrows next to each directory. If the same 


user exists in multiple directories, the user can only use the credentials (password) 


of the first occurrence in the directories when logging in.   


Manage users with SAML 


SAML, Security Assertion Markup Language, is an open standard for exchanging 


authentication and authorization data between parties, in particular, an identity 


provider and a service provider. SAML single sign-on allows your users to log in using 


your organization's identity provider to access all your Foxit applications.  


This section describes how to set up SAML single sign-on in Foxit Admin Console.  


Create a directory 


1. Go to Settings > Directory Settings. On the Directory Settings page, select the 


Directories tab.  


2. Click Add directory to create a directory. 


3. Enter a name for your directory and click Create and Continue.  


4. SAML configuration requires the user’s username and email attributes to be 


configured in your identity provider. Copy the values (about Service Provider’s 


Entity ID and Assertion Consumer Service URL) displayed on the page and paste 


them to your identity provider. 


5. Copy your identity provider details to the following fields: 


 


Field Description 


Identity provider Entity ID The URL for your identity provider where 


Foxit applications will accept 


authentication requests. 


Identity provider SSO URL The URL your users will be redirected to 
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when logging in. 


Public x509 certificate The value for this field begins with '-----


BEGIN CERTIFICATE-----'. The certificate 


contains the public key Foxit applications 


use to verify that your identity provider 


has issued all received SAML 


authentication requests. 


 


6. For the Choose Connector item, select an identity provider as the sync source that 


you want to sync users or user groups from.  


7. Click Save. 


8. The directory you created will be displayed in the Directory list on the Directory 


Settings page. 


9. (Optional) You can perform more tasks from the following commands in the 


Actions column in the Directory list. Note: The commands displayed in the Actions 


column may vary depending on your environment and the configuration you have set. 


• Add Domain: select one or more domains to add to the current directory. If 


there are no domains, please refer to Add a domain to add domains. (Note: 


For Admin Console Cloud, you need to verify domains first before you can add a 


domain to a directory. See also Verify a domain.) 


• Add Sync: follow the on-screen instructions to complete the user sync 


configuration. (Tip: The steps for user sync configuration vary among different sync 


sources.) 


• Provision: follow the on-screen instructions to configure user provisioning in 


your identity provider. After you have activated the provisioning, Foxit Admin 


Console will automatically assign product licenses to the specified users and 


groups.   


• Synchronize: enable automatic synchronization and specify the sync 


frequency.  


• Cancel auto-sync: disable the automatic synchronization. 


• Disable/Enable Provision: disable or enable the user provisioning you 


configured for the directory. 


• More: when moving the cursor on More, you can choose Directory Settings/ 


Sync Settings/ Provision Settings to modify the directory/ user 


synchronization/ user provisioning settings, or choose Remove Directory to 


delete the directory.  


Tip: To access the detailed instructions on setting up SAML SSO between Foxit Admin 


Console and popular identity providers such as Azure AD, Okta, and JumpCloud, click 


the question mark icon at the top-right corner of the Admin Console to access Foxit's 


online support center and search for relevant articles as needed. 


Add a domain 


1. Go to Settings > Directory Settings. On the Directory Settings page, select the 


Domains tab. 


2. Click Add Domain. 
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3. In the pop-up dialog box, select the method you want to verify your domain, 


enter your domain, and then click Add Domain. 


4. The domain you added will be displayed in the domain list on the Directory 


Settings page. 


5. After adding a domain, you need to verify ownership of a domain. To verify a 


domain, click Verify in the Actions column in the domain list. See also Verify a 


domain. If you want to remove a domain, click Remove in the Actions column.  


Verify a domain (Admin Console Cloud only)  


1. Navigate to the Directory setting page under Settings. 


2. On the Directory Settings page, select the Domains tab. 


3. You can verify domains via the following two methods. Select one method and 


follow the instructions above the domain list. 


• DNS – Copy a TXT record to your domain name system (DNS). 


• HTTPS – Upload an HTML file to the root folder of your domain’s website. 


4. After uploading the HTML file or adding the TXT record, navigate to the domain 


you want to verify in the domain list, and click Verify in the Actions column. 


5. In the pop-up dialog box, select TXT Record or HTTPS correspondingly, enter the 


domain you want to verify in the Domain field, and click Verify Domain.  


6. You can view the verification status in the domain list. The status of a domain may 


show Unverified. For example, verifying domains using DNS may take up to 72 


hours for your domain to verify and for DNS changes to take effect.  


7. (Optional) To remove a domain from the domain list, click Remove in the Actions 


column. When a verified domain is removed, the users with that domain are no 


longer managed and won't appear on your managed account page. 


Tip: For more details about verifying a domain, click the question mark icon at the top-right 


corner of the Admin Console to access Foxit's online support center and search for relevant 


articles as needed. 


Authentication Settings  


On the Authentication Settings page under Settings, administrators (Super Admin, 


System Admin, and Configuration Admin) can do the following authentication settings:  


Password settings: 


Select or change a level for the password authentication policy to apply to all users 


across your organization.   


Two-step verification: 


To add more security to users’ accounts, administrators can turn on the two-step 


verification via email.   


Organization name configuration: 
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To show the first-level OU name (instead of the enterprise name) as the organization 


name on the organization selection prompt during the login process for end users, 


enable the Display the top-level organization name option. 


Foxit Account login settings: 


If you (the administrator) have configured single sign-on (SSO), users are permitted to 


log in to Foxit products using the configured SSO account only for enhanced login 


security. To allow specific users within the enterprise to log in using their Foxit 


accounts instead of their SSO accounts, click Add users to include them. If you need 


to delete a user you have added, simply select the user and click the Delete button. 


Mail Servers (Admin Console On-Premise only) 


Enterprise administrators can configure an SMTP mail server used by Foxit Admin 


Console to send end users email messages such as update notifications and reports. 


Generally, in an on-premise environment where the enterprise itself is responsible for 


any notifications, it is a must to configure an SMTP mail server. On the Mail Servers 


page under Settings, you can configure a mail server and then test the configured 


mail server.    


Configure a mail server 


To configure a mail server, navigate to the Mail Servers page under Settings, click 


Configure and fill in the following fields as required and click Save after you complete 


editing. After a mail server is added, you can click the Edit  icon on the Mail Servers 


page to modify the server information, or click the Delete  icon to remove the mail 


server.  


SMTP server details 


• Name – Enter a name to identify the mail server in Foxit Admin Console.  


• From address – Enter the email address that will be used by Foxit Admin 


Console to send notification emails. 


• From name – Enter the name that will be displayed in notification emails. 


• Subject prefix – Enter the text that you want to appear at the beginning of the 


subject line of notification emails. 


Tip: You can customize more information for email templates. See also Enterprise Brand 


Customization. 


Server hostname 


• Server hostname - Enter the host name of the mail server or the JNDI location 


of a javax.mail Session object.  


• Server port – Enter the port the mail server should use. 
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• User Name – Enter the username that will be used to connect to the mail server, 


and then specify the password below. 


• Use TLS - Select this option if the SMTP server uses the Transport Layer Security 


(TLS) protocol. 


Test a mail server 


To ensure the mail server is correctly configured, you can click the Test button to send 


a test email. In the pop-up Send test email dialog box, specify the recipient, and enter 


the subject, message type, and messages. Then click OK to send the email. A text 


message will appear in the Log box in the Send test email dialog box, telling you 


whether the email has been sent successfully. 


Enterprise Brand Customization 


On the Enterprise Customization page, administrators can customize or modify the 


following logos or names to match your company’s brand. After completing the 


settings, click Save at the bottom of the page. Or click Reset to return to the default 


settings.  


Customize Admin Console: 


Click Browse to select an image for the Admin Console logo (which appears at the top-


left corner of the Admin Console window), and the enterprise image (which appears 


on the Home page). Click the  icon to preview the result. 


Customize email templates: 


Click Browse to select an image for the logo in emails and enter the company name 


that appears at the bottom of the email messages sent to your end users. 


You can choose to notify users via email when assigning, updating, or unassigning 


licenses by selecting the corresponding options. For these notification emails, you can 


either utilize the default templates or create custom email templates. To edit a custom 


email template, select Custom email template and click Edit message to modify the 


content. You can preview the overall design of both default and custom email 


templates, including the logo, company name, and text messages, by clicking Preview. 


Customize Foxit PDF Editor Cloud: (Admin Console Cloud only) 


Customize the company logo and the company name that appear on the Foxit PDF 


Editor Cloud webpages. 
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Windows Authentication (Admin Console On-


Premise only) 


Integrated Windows authentication enables users to log in applications with their 


Windows credentials. For companies that have enabled Active Directory (AD) domains, 


administrators can configure their AD domain information in the Admin Console to 


allow the AD users to automatically activate products by logging in with their AD 


accounts.  


Overall, two key steps are needed for Windows authentication: configuring settings in 


the Admin Console and on clients.  


Configure settings in the Admin Console 


Navigate to the Windows Authentication page under Settings, and enter the 


information of the AD domain your organization uses. 


• Domain name - The Windows AD domain name. 


• IP Address - The IP address of the AD domain controller. 


• Hostname - The hostname of the AD domain controller. 


• Computer Account - The computer account of the domain controller. If you 


haven’t created a computer account for the domain controller yet, click How 


to get the above configuration at the bottom of the page to create an 


account and password. 


• Password – The password of the domain controller. 


• Domain of Email – The domain of your email. If you leave this field empty, the 


system will use the domain name of the Computer Account. 


• Reset – Click Reset at the bottom of the Windows Authentication page to 


clear all the data you entered above. 


 


After completing the settings, click Save and Test. You will be prompted if the 


configuration is successful and then you can go to the next step to configure settings 


on clients.  


Configure settings on clients 


Configure Internet Explorer on the client devices in your AD domain by doing the 


following.    


1. Open Internet Explorer.  


2. Click Internet Options > Advanced > Settings > Security > select Enable Integrated 


Windows Authentication. 


3. Restart Internet Explorer. 


4. Click Internet Options > Security > Local Intranet > Sites > Advanced. Copy the URL 


provided on the Windows Authentication page to the Websites box. (Note: The 



https://docs.microsoft.com/en-us/aspnet/web-api/overview/security/integrated-windows-authentication
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URL is generated automatically after the Admin Console is set up in your organization.) 


5. Internet Options > Security > Local Intranet > Custom Level > User Authentication, 


select Automatic login in intranet zone only. 


Product Configuration 


To apply better and more precise control on the access to Foxit applications, you can 


do more configuration on the Product Configuration page. The page contains three 


tabs: General configuration, Access policies, and Feature Settings. 


General configuration 


Administrators can configure the authorization and activation of Foxit products on 


clients. On the General configuration tab, there are two items for each product: 


General configuration and License Assignment Settings. Clicking on each item 


opens the corresponding page where you can customize the settings as needed.  


General configuration 


On the General configuration page, you can do settings as necessary. 


Authorization Mode Configuration 


Affected products: the products affected by the Authorization Mode Configuration 


settings. 


Licensing Model: shows the current licensing mode your company uses to control 


product licenses. (Admin Console On-Premise only) 


Authorization Model: Select an authorization model to assign licenses to users.  


• Manual authorization: With this model selected, administrators can specify 


which users to assign licenses to. Only the assigned users can activate Foxit 


PDF Editor successfully after logging in with their accounts. This model is 


selected by default.  


• Automatically authorize: Select this model, and each user will be allowed to 


activate Foxit PDF Editor once they log in with their accounts as long as there 


are available licenses.  


Note: For the Foxit eSign products, besides the authorization mode configuration, admins 


can do more settings in Foxit eSign. To do this, click More configuration for Foxit eSign 


under the setting of authorization model, and the Settings page of Foxit eSign will be 


opened in a new tab. For details on the eSign settings, please refer to the instructions on 


Foxit eSign on our online help center. 


General Configuration 



https://kb.foxit.com/s/
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Affected products: the products affected by the General Configuration settings. 


IP address range restriction: Specify IP addresses or ranges to allow only the clients 


whose IP addresses are in the specified ranges to activate Foxit PDF Editor. (Admin 


Console On-Premise only) 


Offline available time: Select the Allow users to use Foxit PDF Editor when offline 


for: n days option, and specify a time period after which Foxit PDF Editor on the 


devices will be automatically deactivated if those devices do not connect to the Admin 


Console server (e.g. devices are switched off or do not connect to the Internet). 


Generally, if deactivated because of the failure to connect to the server, Foxit PDF 


Editor can be activated again once users connect their devices to the server, unless 


the licenses are revoked or expire. By default, this option is selected and the time 


period is set to 14 days.  


Automatic deactivation: Users who do not launch Foxit PDF Editor for a specified 


time period will have their licenses automatically revoked. You can specify the time 


period as necessary. The minimum is 90 days.  


Mac address range restriction: Specify MAC addresses to allow only the clients with 


the MAC addresses specified to activate Foxit PDF Editor. You can also add multiple 


MAC addresses at once by importing a CSV file with a list of MAC addresses you want 


to add. 


License Assignment Settings 


For a product with different license types or for licenses with different expiration dates, 


you can customize the license assignment rules on the License Assignment Settings 


page.  


In the Single Product Settings tab, choose an option to set the priority of how clients 


obtain authorization. 


• Default authorization order: With this option selected, clients will 


automatically activate the product with the available licenses in the default 


authorization order.  


• Customize authorization order: Select this option and set the authorization 


order (priority) as needed by clicking the arrows in the table, where licenses 


are listed top to down in descending order of priority. Higher priority licenses 


are used before lower priority licenses. 


In the License activation rules tab, licenses are listed in descending priority from top 


to bottom, which indicates the default order for license activation. In scenarios where 


users may hold multiple licenses for a specific product, if there are no activation 


restrictions for specific versions, licenses will be activated based on the default order 


delineated in the tables.    
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Access policies 


For licenses allowing authorization across multiple Foxit products, administrators can 


restrict specific products for all or specified users after license assignment. On the 


Access policies tab, configure access policies for products as required. 


Feature Settings 


On the Feature Settings tab, you can manage users’ access to network drive 


integrations or specific features of a Foxit product. 


To configure this, select or deselect the network drives or features to enable or disable 


access to them. You can grant access to all users or specify which users have access 


to the features. 


Console Settings 


On the Console Settings page, do the following settings: 


Log auto-cleanup: As needed, you can purge old logs to reduce the amount of disk 


space that the log data occupies. To do this, on the Console Settings page, turn on 


the Log auto-cleanup process and specify a time period (N days) to delete the log 


data older than N days. 


Email language: specify the language of your emails that are sent to your users. The 


default email language is your Admin Console language. 


Support  


Feel free to contact us should you need any information or have any problems with 


our products. We are always here, ready to serve you better. To get support, you can 


go to the Support page, and do any of the following:  


⚫ Foxit Admin Console Knowledge Base – Click View to access online help for Foxit 


Admin Console on Foxit’s Support Center. Tip: You can also click the question mark 


icon at the top-right corner of the Admin Console to access the online help. 


⚫ Foxit Admin Console User Manual – Click View to open the administrator guide 


and find the detailed instructions on using Foxit Admin Console.  


⚫ View the service status – Click View to check the current and past status of Foxit 


services, including the Foxit website, Admin Console, and eSign. To get email 


notifications whenever Foxit creates, updates, or resolves an incident, you can 


subscribe to the update notifications. (Admin Console Cloud only) 


⚫ What’s new – Click View to see a list of new features or enhancements in the 


recent updates for Foxit Admin Console. (Admin Console Cloud only)  


⚫ Create a Support Ticket – Click Create a ticket to submit a support ticket to us. 
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Click View issues to view and search all the tickets you have submitted. (Admin 


Console Cloud only) 


⚫ Contact us via email or phone.  


Content Logs 


The Content Logs page keeps track of administrators’ actions on the Admin Console 


and the user data collected from clients. Depending on the environment, the page 


shows different types of logs including Admin Operation Logs, Internal Update Logs, 


Rolled Back Logs, Client Logs, and Automation Logs. 


From the lists on the page, you can see details like when an action is performed, the 


action type (event type), and the status (whether the action is performed successfully).    


⚫ Admin Operation Logs - Records all the actions performed by the administrator. 


⚫ Internal Update Logs - Records the administrator’s operation history in internal 


update configuration. (Admin Console On-Premise only)  


⚫ Rolled Back Logs – Records the events that users or devices rolled back a version, 


including the rollback time, the user email or user name, the associated product, 


the version they roll back to, the user’s MAC address, and more. (Admin Console 


On-Premise only)  


⚫ Client Logs – Records the events that occur in end users’ devices or web browsers.  


⚫ Automation Logs – Records the events that are associated with automatic 


authorization. 


To filter log data, specify the criteria and click Search. You can also export and 


download log data to CSV files. 
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Contact Us 


Feel free to contact us should you need any information or have any problems with 


our products. We are always here, ready to serve you better. 


• Office Address: 


Foxit Software Incorporated 


39355 California Street 


Suite 302 


Fremont, CA 94538 


USA 


• Sales: 


1-866-680-3668 


• Support & General: 


Support Center 


1-866-MYFOXIT, 1-866-693-6948 


• Website: 


www.foxit.com 


• E-mail: 


Marketing - marketing@foxit.com 


 


 


 


 



https://kb.foxit.com/s/

http://www.foxit.com/

mailto:marketing@foxit.com
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matter where your team works.


• Seamless Integration: Enable continuous, real-time collaboration through 
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• On-the-Go Flexibility: Access and edit files effortlessly on Android devices, 
driving productivity beyond the office.


• Smart Security: Automatically detect and remove sensitive content using 
Smart Redact, ensuring safe, compliant document handling.


• Smart Commands Boost Productivity: Execute complex PDF tasks 
with simple, natural language inputs enabling precise summarization, 
redactions, data extraction, and more to keep workflows moving.


• Easier License Management: Foxit's AI-driven Admin Console simplifies 
enterprise-wide control with automated user management, usage analytics, 
and intelligent security insights, empowering IT teams to optimize efficiency 
and maintain compliance effortlessly.
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• Effortless Workflows: Incorporate PDF tasks directly into familiar tools 
like Google Workspace, Microsoft Office, and OneDrive for smoother day-
to-day operations.


• Frictionless Transitions: Move between platforms without interruption, 
reducing downtime and maintaining productivity.
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optimizing document management and workflow efficiency.
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Executive Summary 


 Regarding PDF editing solutions, organizations with knowledge workers frequently feel 


the need to compromise between high licensing and broad internal deployments on one 


side and high security standards on the other. Interviewees shared that Foxit was able to 


meet common needs like lowering licensing costs, reducing the burden on IT to manage 


the PDF editing solution, improving employee productivity by enabling broad solution 


deployment, and improving security through frequent vendor patching. 
 
 
 


Foxit offers its Foxit PDF Editor product that enables 


knowledge workers to create, edit, fill, merge, 


organize, redact, and analyze PDF documents with 


an easy-to-use interface and plug-ins for many 


frequently used productivity solutions. Foxit’s solution 


is relatively cost-effective, enabling the broader 


deployment of PDF editing capabilities across an 


organization’s employee base.  


Foxit commissioned Forrester Consulting to conduct 


a Total Economic Impact™ (TEI) study and examine 


the potential return on investment (ROI) enterprises 


may realize by deploying Foxit PDF Editor. The 


purpose of this study is to provide readers with a 


framework to evaluate the potential financial impact 


of Foxit PDF Editor on their organizations.  


To better understand the benefits, costs, and risks 


associated with this investment, Forrester interviewed 


four representatives with experience using Foxit PDF 


Editor. For the purposes of this study, Forrester 


aggregated the interviewees’ experiences and 


combined the results into a single composite 


organization with at least 7,000 employees and a 


deployment of Foxit to 6,825 of them. 


Prior to using Foxit PDF Editor, interviewees noted 


high costs from their prior PDF editing tool, including 


licensing costs and time costs to IT. These high costs 


limited deployment of the prior tool, which benefitted 


only a select subgroup of employees. Furthermore, 


prior tools had security concerns from inconsistent 


security updates. 


After the investment in Foxit PDF Editor, the 


interviewees reduced the high licensing costs 


associated with their prior tool, reduced the amount 


of time their IT teams spent troubleshooting and 


managing that tool, expanded employee access to 


PDF editing thanks to Foxit’s cost-effectiveness, and 


enhanced their security posture. 


KEY FINDINGS 


Quantified benefits. Three-year, risk-adjusted 


present value (PV) quantified benefits for the 


composite organization include: 


• Reducing prior tool licensing costs by an 


average of 84%. The composite is able to 


recoup 100% of the individual licensing costs 


associated with any user that switches from its 


prior PDF editing tool to Foxit PDF Editor. 


However, based on the interviewees’ 


experiences, the composite keeps a small 


percent (16%) of its prior tool’s licenses active 


Return on investment (ROI) 


284% 


Net present value (NPV) 


$5.0M 


KEY STATISTICS 



https://www.foxit.com/pdf-editor/
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due to its inclusion in other software licenses that 


are still needed for some employees, while 


expanding the use of Foxit PDF Editor to a much 


larger subset of employees. 


• Reducing troubleshooting and ongoing 


management costs by the same 84%. The 


composite also reduces the troubleshooting and 


ongoing management work related to its prior tool 


by the same magnitude that it reduces licenses 


for this prior tool. Based on the interviewees’ 


experiences, the prior tool required much more 


help desk attention and licensing management 


work compared to Foxit PDF Editor. 


• Improved productivity of net-new users by 


7%. The composite chooses to use the cost 


savings from the reduced licensing costs of Foxit 


PDF Editor to expand the use of PDF editing 


internally to a larger number of employees. 


These employees are now able to merge, edit, 


analyze, and redact PDFs where they had no 


such abilities before, improving their productivity 


by 7%. 


• Enhanced security, including cost savings of 


84%. By switching to Foxit, the composite 


benefits by having Foxit’s team of developers 


consistently providing security patches on behalf 


of the organization. Before Foxit, the composite 


had to run its own patch process, which incurred 


costs and ended up reducing the overall security 


posture of the organization. 


Unquantified benefits. Benefits that provide value 


for the composite organization but are not quantified 


in this study include:  


• Foxit customer service. The composite’s 


relationship with vendor support improves 


considerably after switching to Foxit, and the 


composite takes advantage of Foxit support to 


get fixes and questions answered at a much 


faster pace than the prior vendor’s speeds. 


• Additional benefits of expanded deployment. 


The composite only deploys Foxit to 84% of 


users of the prior tool and to a subset of net-new 


users. If the composite were to deploy Foxit more 


broadly, the benefits of the investment would 


grow accordingly. 


• Additional benefits from Foxit e-signature. 


The composite may also eventually benefit from 


the use of Foxit’s e-signature solution. Similar to 


Foxit PDF Editor, switching to the Foxit e-


signature solution could save on costs compared 


to prior e-signature solutions while improving 


employee productivity from expanding the use of 


e-signatures internally. 


• Reinvesting cost savings in business 


initiatives. The composite has the choice to 


reinvest licensing savings either in a fuller 


deployment of Foxit or into other business needs. 


If the composite chooses to achieve a net 


licensing savings, then it could invest the 


remaining savings in other technologies or 


business initiatives. 


• Improved employee experience. Because of 


the ease of use, support, and general reliability of 


Foxit compared to its prior tool, the composite’s 


employees’ work lives are improved by switching 


to Foxit.  


Costs. Three-year, risk-adjusted PV costs for the 


composite organization include:  


• Licensing costs. The composite opts for a 


perpetual license for Foxit PDF Editor for each of 


its 6,825 users. Forrester has modeled this 


licensing cost at list price, although Foxit 


regularly practices volume discounting, 


decreasing the per-user license fee as total 


licenses purchased increase.  


• Cost of implementation and deployment. The 


composite experiences internal implementation 


and deployment costs equivalent to five 
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employees spending 13% of their time for four 


months. 


• Cost of training and ongoing deployment and 


management. The composite also experiences 


internal costs associated with training, which 


requires 1 hour of all Foxit PDF Editor users as 


well as ongoing deployment and management, 


which requires 8 hours annually from one 


employee.  


The representative interviews and financial analysis 


found that a composite organization experiences 


benefits of $6.8 million over three years versus costs 


of $1.8 million, adding up to a net present value 


(NPV) of $5.0 million and an ROI of 284%. 
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ROI 


284% 


BENEFITS PV 


$6.8M 


NPV 


$5.0M 
PAYBACK 


<6 months 


$557.9K


$434.7K


$5.4M


$398.5K


Reduced cost of prior solution


Reduced costs of troubleshooting and
ongoing management


Improved employee productivity


Enhanced security


Benefits (Three-Year)


Total benefits PV, 
$6.8M


Total costs PV, $1.8M


Initial Year 1 Year 2 Year 3


Financial Summary


Payback period:
<6 months
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TEI FRAMEWORK AND METHODOLOGY 


From the information provided in the interviews, 


Forrester constructed a Total Economic Impact™ 


framework for those organizations considering an 


investment in Foxit PDF Editor. 


The objective of the framework is to identify the cost, 


benefit, flexibility, and risk factors that affect the 


investment decision. Forrester took a multistep 


approach to evaluate the impact that Foxit PDF 


Editor can have on an organization. 


 


 


DUE DILIGENCE


Interviewed Foxit stakeholders and Forrester 


analysts to gather data relative to Foxit PDF 


Editor. 


 


INTERVIEWS 


Interviewed four representatives at 


organizations using Foxit PDF Editor to obtain 


data with respect to costs, benefits, and risks.  


 


COMPOSITE ORGANIZATION 


Designed a composite organization based on 


characteristics of the interviewees’ 


organizations. 


 


FINANCIAL MODEL FRAMEWORK 


Constructed a financial model representative of 


the interviews using the TEI methodology and 


risk-adjusted the financial model based on 


issues and concerns of the interviewees. 


 


CASE STUDY 


Employed four fundamental elements of TEI in 


modeling the investment impact: benefits, costs, 


flexibility, and risks. Given the increasing 


sophistication of ROI analyses related to IT 


investments, Forrester’s TEI methodology 


provides a complete picture of the total 


economic impact of purchase decisions. Please 


see Appendix A for additional information on the 


TEI methodology. 


DISCLOSURES 


Readers should be aware of the following: 


This study is commissioned by Foxit and delivered by 


Forrester Consulting. It is not meant to be used as a 


competitive analysis. 


Forrester makes no assumptions as to the potential ROI 


that other organizations will receive. Forrester strongly 


advises that readers use their own estimates within the 


framework provided in the study to determine the 


appropriateness of an investment in Foxit PDF Editor. 


Foxit reviewed and provided feedback to Forrester, but 


Forrester maintains editorial control over the study and its 


findings and does not accept changes to the study that 


contradict Forrester’s findings or obscure the meaning of 


the study. 


Foxit provided the customer names for the interviews but 


did not participate in the interviews.  
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The Foxit PDF Editor Customer Journey 


Drivers leading to the Foxit PDF Editor investment 
 
 


 


KEY CHALLENGES 


Before investing in Foxit PDF Editor, all of the 


interviewees’ organizations had already deployed a 


PDF editing solution, but due to high costs, prior 


deployments were limited in scope, curtailing the 


potential productivity of the organization as a whole 


when it came to working with PDFs. 


The interviewees noted how their organizations 


struggled with common challenges, including: 


• High licensing cost of prior solution. The 


interviewees all noted that the primary reason 


they decided to invest in a new tool for PDF 


editing was the high licensing cost of their prior 


solutions. The endpoint services manager from 


the government organization stated, “Cost was 


the number-one reason we looked for a new PDF 


editing solution.” The department director of 


information management from the other 


government organization said: “Licensing was 


already too expensive with our prior tool, but then 


we would also have to pay even more to access 


the functionality we needed. It wasn’t 


sustainable.” 


• High IT time cost of prior solution. The 


interviewees also noted challenges related to 


managing licenses and upgrades related to their 


prior PDF editing tools. The endpoint services 


manager from the government organization said: 


“We were not happy with the experience 


managing our prior tool. For example, they 


changed to named-user licensing, which just 


created a tremendous burden on us to manage 


licensing.” 


• Security concerns and shadow IT. Some 


interviewees shared that their prior tools created 


security concerns. The director of system support 


from the hospitality firm said: “Our prior tool had 


over 1,000 vulnerabilities at any given time. It 


was like a semitruck-sized hole welcoming 


someone into our systems.” This same 


interviewee also shared that internal deployment 


of the tool was limited due to its high cost. This 


encouraged other employees to download their 


  


Interviews 


Role Industry Region Foxit PDF Editor Users 


Director of system support Hospitality Global 1,200 


Department director of 
information management 


Government EMEA 2,600 


Endpoint services manager Government North America 10,000 


Portfolio manager Legal services Global 13,500 


 


“Given the cost and feature set 


comparison, we had to ask 


ourselves, why are we paying 


more for less?” 


Director of system support, 


hospitality 
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own PDF editing solutions, creating additional 


security concerns. 


• Poor support. Lastly, the interviewees 


expressed unhappiness with the support they 


received from the vendors of their prior tools. The 


portfolio manager from the legal services firm 


said: “If something with our prior tool wasn’t 


working, we could maybe drop the vendor a line. 


But, frankly, they’re so big that they basically 


didn’t need us. If something wasn’t work, it was 


‘tough luck.’” 


INVESTMENT OBJECTIVES 


The interviewees’ organizations searched for a 


solution that could: 


• Lower their per-user licensing costs. 


• More broadly deploy functionality across the 


employee base at a lower or equal cost. 


• Reduce the burden on IT to manage licensing 


and updates. 


• Improve security risks associated with their PDF 


editing solution, while having a closer relationship 


with its vendor. 


COMPOSITE ORGANIZATION 


Based on the interviews, Forrester constructed a TEI 


framework, a composite company, and an ROI 


analysis that illustrates the areas financially affected. 


The composite organization is representative of the 


four interviewees, and it is used to present the 


aggregate financial analysis in the next section. The 


composite organization has the following 


characteristics:  


Description of composite. The composite is a 


medium-sized global organization with approximately 


7,000 total employees. Before Foxit, it was using a 


leading PDF editing tool to enable its employees to 


merge, edit, arrange, and review documents. It was 


paying an average of $280 annually per user of this 


prior tool. However, it could only deploy the tool to 


1,100 of its total employees due to these high costs.  


Deployment characteristics. The composite 


decides to invest in Foxit PDF Editor primarily to 


expand its deployment of PDF editing capabilities 


internally while saving on per-user costs. With the 


lower price point of Foxit, it can deploy Foxit PDF 


Editor to 6,825 of its employees while reducing use of 


the prior tool by a total of 84%. Foxit is deployed to 


these users at a rate of 90% in Year 1 and 100% in 


Years 2 and 3. 


 


 


Key Assumptions 


• Global organization 


• 7,000+ total employees 


• Prior tool cost: $280 per 
user per year 


• 5,725 net-new users of 
PDF editing with Foxit 
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Analysis Of Benefits 


Quantified benefit data as applied to the composite 
 
 
 


 


REDUCED COST OF PRIOR SOLUTION 


Evidence and data. Foxit PDF Editor enabled the 


interviewees’ organizations to reduce their per-user 


licensing expenses. The interviewees all used the 


same tool before investing in Foxit. Regardless of 


what they paid with their prior tool, all interviewees 


shared lowering their per-user licensing costs with 


Foxit. 


The endpoint services manager from a government 


organization summed it up: “It’s just easier with Foxit. 


We make a bulk purchase of licenses, and we can do 


what we want with it internally. There’s no nickel-and-


diming.” 


Given the cost discrepancy between the prior tool 


and Foxit PDF Editor, the interviewees noted being 


able to greatly expand their internal deployments of 


PDF editing capabilities while maintaining overall 


licensing costs. The department director of 


information management from a government 


institution said: “Our prior tool cost quite a lot. We’re 


technically spending more with Foxit because we 


have deployed it to at least 2,300 more users. But 


even then, we’re not paying much more in total.” 


  


  


Total Benefits 


Ref. Benefit Year 1 Year 2 Year 3 Total Present Value 


Atr Reduced cost of prior solution $209,563  $232,848  $232,848  $675,259  $557,891  


Btr 
Reduced costs of 
troubleshooting and ongoing 
management 


$163,296  $181,440  $181,440  $526,176  $434,720  


Ctr 
Improved employee 
productivity 


$2,019,780  $2,244,200  $2,244,200  $6,508,180  $5,376,975  


Dtr Enhanced security $149,688  $166,320  $166,320  $482,328  $398,493  


 Total benefits (risk-adjusted) $2,542,327  $2,824,808  $2,824,808  $8,191,943  $6,768,079  


 


“Given the cost savings, 


switching to Foxit PDF Editor 


was a no-brainer.” 


Department director of information 


management, government 


Average user expansion 


6x 
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Modeling and assumptions. For the composite 


organization, Forrester models: 


• Total paid users of the prior PDF editing solution 


of 1,100. 


• Of this 1,100, 84% of licenses are 


decommissioned. 


• The average annual licensing fee per user of the 


prior solution is $280. 


• Foxit PDF Editor is rolled out to users and the 


prior solution is decommissioned at a rate of 90% 


in Year 1 and 100% in Years 2 and 3. 


Risks. The reduced cost of prior solution will vary 


with: 


• The total number of paid users of the prior 


solutions.  


• The percentage of these licenses that will be 


decommissioned in total.  


• The average annual cost per license. 


• The total licenses decommissioned each year.  


Results. To account for these risks, Forrester 


adjusted this benefit downward by 10%, yielding a 


three-year, risk-adjusted total PV (discounted at 10%) 


of nearly $557,900. 


 


REDUCED COSTS OF TROUBLESHOOTING AND 


ONGOING MANAGEMENT 


Evidence and data. In addition to reducing per-user 


licensing costs, the interviewees’ organizations were 


also able to reduce the time spent troubleshooting 


and managing their PDF editing solution. Regarding 


troubleshooting, the department director for 


information management from a government 


organization said, “Compared to our prior tool, we 


Reduced Cost Of Prior Solution 


Ref. Metric Source Year 1 Year 2 Year 3 


A1 Prior number of paid users Interviews 1,100 1,100 1,100 


A2 Licenses decommissioned Interviews 84% 84% 84% 


A3 Annual cost per user Interviews $280  $280  $280  


A4 Foxit rollout Composite 90% 100% 100% 


At Reduced cost of prior solution A1*A2*A3*A4 $232,848  $258,720  $258,720  


  Risk adjustment ↓10%       


Atr 
Reduced cost of prior solution (risk-
adjusted) 


  $209,563  $232,848  $232,848  


Three-year total: $675,259  Three-year present value: $557,891  


 


“Compared to our prior tool, we 


have no trouble with Foxit PDF 


Editor.” 


Department director of information 


management, government 
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don’t really get any troubleshooting cases for Foxit 


PDF Editor.” The portfolio manager from the legal 


services firm concurred, stating: “Before Foxit, we 


had a lot more questions involving troubleshooting. 


Now we maybe get six or seven questions a week 


and each case takes 30 minutes max.” 


Regarding overall management of the prior tool, the 


endpoint services manager from a government 


organization noted spending thousands of labor 


hours annually managing its prior tool. They said: 


“We had to have two full-time employees set aside to 


just manage our prior tool on an ongoing basis. They 


had to do everything from tracking licensing, dealing 


with installations, dealing with support, running data 


collection for annual renewals. It was just too much.” 


After switching to Foxit, management costs reduced 


sharply. The endpoint services manager from a 


government organization said, “Where we had two 


FTEs managing our prior tool, Foxit PDF Editor only 


needs a few minutes or hours a year from one 


employee.” The department director for information 


management from a government organization stated: 


“With Foxit PDF Editor, license management is much 


easier. Everyone just has one license type, and we 


just focus on pushing out updates.” 


Modeling and assumptions. For the composite 


organization, Forrester models: 


• Two IT employees are needed to manage the 


prior solution. 


• These employees are paid at a fully burdened 


annual rate of $120,000. 


Risks. The reduced cost of troubleshooting and 


managing the prior solution on an ongoing basis will 


vary with: 


• The total number of IT staff required to manage 


the prior solution and their fully burdened rate of 


pay. 


• The total licenses decommissioned and the rate 


of this decommissioning for the prior solution.  


Results. To account for these risks, Forrester 


adjusted this benefit downward by 10%, yielding a 


three-year, risk-adjusted total PV of over $434,700. 


 


 


 


Reduced Costs Of Troubleshooting And Ongoing Management 


Ref. Metric Source Year 1 Year 2 Year 3 


B1 FTEs needed to support prior solution Interviews 2 2 2 


B2 Reduction from prior solution A2 84% 84% 84% 


B3 Annual cost per IT support FTE TEI standard $120,000  $120,000  $120,000  


B4 Foxit rollout A4 90% 100% 100% 


Bt 
Reduced costs of troubleshooting and 
ongoing management 


B1*B2*B3*B4 $181,440  $201,600  $201,600  


  Risk adjustment ↓10%       


Btr 
Reduced costs of troubleshooting and 
ongoing management (risk-adjusted) 


  $163,296  $181,440  $181,440  


Three-year total: $526,176  Three-year present value: $434,720  
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IMPROVED EMPLOYEE PRODUCTIVITY 


Evidence and data. As already noted, the 


interviewees' organizations were able to expand 


employee access to PDF editing with Foxit’s lower 


per-user licensing costs, improving the productivity of 


net-new PDF editing users. The interviewees 


consistently estimated that Foxit PDF Editor 


improved the productivity of net new users of PDF 


editing between 5% and 10%. 


The department director of information management 


for a government organization said: “Before Foxit, not 


everyone had the correct license to do PDF editing. 


Now, everyone has this capability, and we’re seeing 


about a 10% productivity improvement from the 


expanded user base.” 


Some firms experienced productivity increases from 


Foxit’s expanded feature set. The portfolio manager 


from legal services noted: “We’re much more 


productive because now everyone has the ability to 


redact. I’d say we’ve seen between a 5% and 10% 


productivity improvement for those employees who 


now have Foxit who did not have anything before.” 


Modeling and assumptions. For the composite 


organization, Forrester models: 


• Total Foxit users of 6,825, of whom 5,725 are net 


new users. 


• These users spend an average of 20% of their 


time working with Foxit PDF Editor. 


• These users’ efficiency improves by 7%. 


• These users have an average fully burdened 


annual rate of pay of $70,000. 


• Productivity is recaptured at a rate of 50%. 


• Foxit PDF Editor is rolled out at a rate of 90% in 


Year 1 and 100% in Years 2 and 3. 


Risks. The improvement to employee productivity will 


vary with: 


• The total number of net new PDF editing solution 


users.  


• The percent of time such users spend using Foxit 


PDF Editor.  


• The fully burdened annual rate of pay of these 


users. 


• The percentage rate at which their productivity is 


actually recovered.  


Results. To account for these risks, Forrester 


adjusted this benefit downward by 20%, yielding a 


three-year, risk-adjusted total PV of nearly $5.4 


million. 


 


Gross time savings per Foxit user 


7% 
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ENHANCED SECURITY 


Evidence and data. Switching to Foxit PDF Editor 


also improved the security posture of the 


interviewees’ organizations, as security updating and 


upgrading became more consistent. The director of 


system support from the hospitality industry shared: 


“Our prior tool’s security was updated only 


sporadically. Partially due to vendor inconsistency, 


partially because the burden was on us to manage 


and execute upgrades. This came at a significant 


cost to us.” 


After switching to Foxit, the same interviewee’s 


organization not only lowered its security upgrade 


costs but also reduced the risk of a potential breach. 


The interviewee said: “With Foxit, you have a team of 


coders behind the product and every time someone 


identifies a vulnerability, they proactively patch it. 


We’re saving an hour for every machine needing to 


be updated, which used to happen up to twice a 


month. On top of that, our PDF editing solution is no 


longer a major security concern.” 


Modeling and assumptions. For the composite 


organization, Forrester models: 


Improved Employee Productivity 


Ref. Metric Source Year 1 Year 2 Year 3 


C1 Total Foxit users Composite 6,825 6,825 6,825 


C2 Net new PDF Editor users C1-A1 5,725 5,725 5,725 


C3 Time spent with PDFs Composite 20% 20% 20% 


C4 
Time savings from PDF Editor per net 
new user 


Interviews 7% 7% 7% 


C5 
Average fully burdened annual rate per 
employee 


TEI standard $70,000  $70,000  $70,000  


C6 Productivity recapture rate Forrester research 50% 50% 50% 


C7 Foxit rollout A4 90% 100% 100% 


Ct Improved employee productivity C2*C3*C4*C5*C6*C7 $2,524,725  $2,805,250  $2,805,250  


  Risk adjustment ↓20%       


Ctr 
Improved employee productivity (risk-
adjusted) 


  $2,019,780  $2,244,200  $2,244,200  


Three-year total: $6,508,180  Three-year present value: $5,376,975  


 


“Our prior tool took up five spots 


on our top 10 security concerns 


list. But if you moved beyond the 


top 10, it wasn’t only those five 


spots.” 


Director of system support, 


hospitality 
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• Security upgrades took an average of one hour 


per user with the solution prior to Foxit PDF 


Editor. 


• Security upgrades now happen once per quarter. 


• The total cost of each upgrade averages $50. 


Risks. The total benefit to security updates will vary 


with: 


• The total time to upgrade prior solutions. 


• The number of annual upgrades. 


• The cost per upgrade. 


• The rollout rate of Foxit PDF Editor. 


Results. To account for these risks, Forrester 


adjusted this benefit downward by 10%, yielding a 


three-year, risk-adjusted total PV of nearly $398,500. 


 


 


  


Enhanced Security 


Ref. Metric Source Year 1 Year 2 Year 3 


D1 
Prior person-hours to update security for 
prior solution 


Interviews 1,100 1,100 1,100 


D2 Annual number of security upgrades Composite 4 4 4 


D3 Cost per hour of upgrade Interviews $50  $50  $50  


D4 Reduction in prior solution A2 84% 84% 84% 


D5 Foxit rollout A4 90% 100% 100% 


Dt Enhanced security D1*D2*D3*D4*D5 $166,320  $184,800  $184,800  


  Risk adjustment ↓10%       


Dtr Enhanced security (risk-adjusted)   $149,688  $166,320  $166,320  


Three-year total: $482,328  Three-year present value: $398,493  


 


“Foxit is constantly updating its 


security. Any update that gets 


pushed through almost always 


has tighter security than the 


prior version.” 


Portfolio manager, legal services 
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UNQUANTIFIED BENEFITS 


Interviewees mentioned the following additional 


benefits that their organizations experienced but were 


not able to quantify:  


• Foxit customer service. Interviewees shared 


that their organizations’ support experience with 


Foxit vastly improved compared to their prior 


tools. The portfolio manager from the legal 


services firm said: “We have great contact with 


Foxit support and had little support from our prior 


vendor. We would contact them for fixes, but 


frequently not hear back. We always hear back 


from Foxit, and they’ve always supplied a fix.” 


Similarly, the director of system support from the 


hospitality firm said: “We call or e-mail whenever 


we want, and Foxit is always responsive. We 


don’t even have to do any learning on our own. 


When we need help, Foxit is there.” 


• Additional benefits of expanded deployment. 


Not all interviewees’ organizations deployed Foxit 


to all their employees. Some organizations kept 


some portion of their prior tool active, while 


others planned to expand Foxit use internally and 


just had not gotten around to the next 


deployment phase yet. Either way, the 


quantitative and qualitative benefits modeled in 


this report would scale with further internal 


deployment of Foxit PDF Editor, improving 


overall results. 


• Additional benefits from Foxit’s integrated e-


signature. The interviewees also noted that by 


adopting other Foxit solutions, such as their e-


signature solution that is integrated into Foxit 


PDF Editor, their organizations could achieve 


additional financial benefits. Depending on their 


prior environment, firms that invest in Foxit’s e-


signature solution may reduce their e-signature 


licensing costs or improve the productivity of 


employees by providing them e-signature 


functionality where none previously existed. The 


director of system support from the hospitality 


industry said: “Getting Foxit’s e-signature solution 


is on our horizon. It will be relatively easy to 


implement since it’s integrated with Foxit PDF 


Editor, which we already have. It’s just a matter 


of time.” 


• Re-investing cost savings in business 


initiatives. Some organizations chose to reinvest 


licensing savings into wider deployments of Foxit, 


while others chose to achieve overall licensing 


cost savings and reinvest those savings into their 


business. For example, the endpoint services 


manager from a government organization said, 


“With the savings we’ve gained from switching to 


Foxit, we’re now able to have our subsidiary 


institutions spend part of their budgets on other 


things, whether those are physical upgrades or 


additional investments in other technology.” 


• Improved employee experience. The 


interviewees also noted that employee 


experience with PDF editing improved after 


switching to Foxit. The portfolio manager from the 


legal services firm said that their users were 


pleased with Foxit, and the endpoint services 


manager from a government organization said 


that employees have been happy with their 


decision to use the solution. The department 


director of information services from a 


government organization also noted, “My guess 


is employees don’t think about it that much, but 


that in and of itself is an improvement over our 


prior tool.”  


FLEXIBILITY 


The value of flexibility is unique to each customer. 


There are multiple scenarios in which a customer 


might implement Foxit PDF Editor and later realize 


additional uses and business opportunities, including:  


• IT focus shift to other projects. Interviewees 


noted that reducing the time spent managing 


their prior tool meant that their IT staff had the 


flexibility to focus on strategic work that was a 


higher priority. The director of system support 
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from the hospitality industry said, “With Foxit 


there to help, we’re not using up as much time for 


IT. [That] then enables them to go on and work 


on much higher-priority projects.” 


• Licensing flexibility (perpetual and 


subscription). The interviewees also noted that 


Foxit provides licensing flexibility, offering both 


perpetual and subscription-based licenses. This 


enabled their organizations to choose not only 


what arrangement works best for them, but also 


which arrangement works best for different 


employees within their organization. 


Flexibility would also be quantified when evaluated as 


part of a specific project (described in more detail in 


Appendix A). 
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Quantified cost data as applied to the composite 
 
 
 


FOXIT PDF EDITOR FEES 


Evidence and data. Foxit offers flexible licensing 


options at the user level with two options: perpetual 


licenses with one-time fees and subscription licenses 


with periodic fees. Different users at the interviewees’ 


organizations used different licensing types. 


Furthermore, interviewees reported that Foxit 


regularly practices volume discounting, where the 


total number of licenses purchased decreases 


average per-user license fees. 


Modeling and assumptions. For the composite 


organization, Forrester models: 


• A subscription license cost of $84 per Foxit PDF 


user. 


• Licensing costs take into account the common 


practice of bulk discounting. Discounting rates 


will vary by organization and the number of 


licenses purchased. 


Risks. The total licensing cost for Foxit PDF Editor 


will vary with:  


• The choice of a perpetual license or an annual 


license. 


• The total number of users on each licensing 


structure. 


• Any discounting based on volume purchasing. 


Results. To account for these risks, Forrester 


adjusted this cost upward by 5%, yielding a three-


year, risk-adjusted total PV (discounted at 10%) of 


about $1.5 million. 


 


  


Total Costs 


Ref. Cost Initial Year 1 Year 2 Year 3 Total Present Value 


Etr Foxit PDF Editor fees $0  $567,567  $630,630  $630,630  $1,828,827  $1,510,953  


Ftr Cost of implementation $28,600  $0  $0  $0  $28,600  $28,600  


Gtr 
Cost of training and 
ongoing deployment 
and management 


$198,371  $23,097  $1,056  $1,056  $223,581  $221,035  


 Total costs (risk-
adjusted) 


$226,971  $590,664  $631,686  $631,686  $2,081,008  $1,760,588  


 


Per-user licensing savings 


70% 
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COST OF IMPLEMENTATION AND DEPLOYMENT 


Evidence and data. The interviewees shared that 


their organizations experienced internal costs related 


to the implementation and deployment of Foxit PDF 


Editor at their organizations. Customers were 


consistent in saying that it took approximately three 


to four months from the choice to use Foxit PDF 


Editor to their first deployment. Work involved in 


implementation included figuring out product and 


deployment technicalities, preparing information for 


users, and the development of user guides.  


Modeling and assumptions. For the composite 


organization, Forrester models: 


• Total implementation time of four months. 


• Five employees are needed to complete 


implementation at an average usage rate of 13% 


of their time for the period. 


• The average fully burdened annual rate for these 


employees is $120,000. 


Risks. The cost of implementation and deployment 


will vary with:  


• The total number of Foxit PDF Editor users and 


license types.  


• The fully burdened annual rate at which 


implementation and deployment employees are 


paid. 


Results. To account for these risks, Forrester 


adjusted this cost upward by 10%, yielding a three-


year, risk-adjusted total PV of under $30,000. 


 


Foxit PDF Editor Fees 


Ref. Metric Source Initial Year 1 Year 2 Year 3 


E1 Total Foxit users C1 0 6,825 6,825 6,825 


E2 Foxit rollout A4 $0  90% 100% 100% 


E3 Annual cost per user Foxit Software $0  $84  $84  $84  


Et Foxit PDF Editor fees E1*E2*E3 $0  $515,970  $573,300  $573,300  


  Risk adjustment ↑10%         


Etr Foxit PDF Editor fees (risk-adjusted)   $0  $567,567  $630,630  $630,630  


Three-year total: $1,828,827  Three-year present value: $1,510,953  


 


Implementation and deployment 


costs 
 


0.22 FTEs 
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ANALYSIS OF COSTS 


  


COST OF TRAINING AND ONGOING 


DEPLOYMENT AND MANAGEMENT 


Evidence and data. The interviewees also noted that 


their organizations experienced internal costs related 


to training and ongoing deployment of Foxit. Training 


took approximately an hour for each Foxit user, while 


ongoing management requires well less than a single 


FTE’s time to manage troubleshooting, upgrades, 


and additional deployments to new users within the 


organization. 


Modeling and assumptions. For the composite 


organization, Forrester models: 


• All 5,725 net-new users of Foxit PDF Editor 


require training of 1 hour at a time cost of their 


average fully burdened hourly rate of $35. 


• Two employees are needed for 8 hours annually 


to manage Foxit PDF Editor and to continue to 


deploy it to new users in the composite 


organization at a fully burdened hourly rate of 


$60. 


Risks. The cost of training and ongoing deployment 


and management will vary with:  


• The total number of net-new Foxit users. 


• Their average fully burdened hourly rate of pay. 


• The total number of Foxit users. 


• The average fully burdened hourly rate of pay of 


the IT employee responsible for managing and 


deploying Foxit PDF Editor on an ongoing basis. 


Results. To account for these risks, Forrester 


adjusted this cost upward by 10%, yielding a three-


year, risk-adjusted total PV of about $220,000. 


Cost Of Implementation 


Ref. Metric Source Initial Year 1 Year 2 Year 3 


F1 Time to implement in months Interviews 4 0 0 0 


F2 
Total employees needed for 
implementation 


Interviews 5 0 0 0 


F3 
Average percent of time spent on 
implementation 


Interviews 13% 0% 0% 0% 


F4 
Average fully burdened annual rate 
of IT professionals 


B3 $120,000  $0  $0  $0  


Ft Cost of implementation F1/12*F2*F3*F4 $26,000  $0  $0  $0  


  Risk adjustment ↑10%         


Ftr 
Cost of implementation (risk-
adjusted) 


  $28,600  $0  $0  $0 


Three-year total: $28,600 Three-year present value: $28,600 
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ANALYSIS OF COSTS 


 
 


 
 


Cost Of Training And Ongoing Deployment And Management 


Ref. Metric Source Initial Year 1 Year 2 Year 3 


G1 
Number of employees needing 
training 


C2 5,725 5,725 0 0 


G2 Foxit rollout Interviews 90% 10% 0% 0% 


G3 Time cost of training in hours Interviews 1 1 0 0 


G4 Average hourly rate per employee C5/2,000 $35  $35  $0  $0  


G5 
Number of employees needed for 
ongoing deployment and 
management 


Interviews 0 2 2 2 


G6 
Hours spent on ongoing 
deployment and management 
annually 


Interviews 0 8 8 8 


G7 
Average fully burdened hourly 
rate per IT employee 


B3/2,000 0 $60  $60  $60  


Gt 
Cost of training and ongoing 
deployment and management 


G1*G2*G3*G4+G5*G6*G
7 


$180,338  $20,998  $960  $960  


  Risk adjustment ↑10%         


Gtr 
Cost of training and ongoing 
deployment and management 
(risk-adjusted) 


  $198,371  $23,097  $1,056  $1,056  


Three-year total: $223,581 Three-year present value: $221,035   
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Financial Summary 


 


CONSOLIDATED THREE-YEAR RISK-ADJUSTED METRICS   


 
 
 
 
 
 


These risk-adjusted ROI, 
NPV, and payback period 
values are determined by 
applying risk-adjustment 
factors to the unadjusted 
results in each Benefit and 
Cost section. 


 


The financial results calculated in the 


Benefits and Costs sections can be 


used to determine the ROI, NPV, and 


payback period for the composite 


organization’s investment. Forrester 


assumes a yearly discount rate of 10% 


for this analysis. 


 


Cash Flow Analysis (Risk-Adjusted Estimates) 


    Initial Year 1 Year 2 Year 3 Total 
Present 


Value 


Total costs   ($226,971) ($590,664) ($631,686) ($631,686) ($2,081,008) ($1,760,588) 


Total benefits   $0  $2,542,327  $2,824,808  $2,824,808  $8,191,943  $6,768,079  


Net benefits   ($226,971) $1,951,663  $2,193,122  $2,193,122  $6,110,936  $5,007,491  


ROI             284% 


Payback period 
(months)  


          <6 


 


 -$1.0 M


$1.0 M


$2.0 M


$3.0 M


$4.0 M


$5.0 M


Initial Year 1 Year 2 Year 3


C
a


s
h
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o


w
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Cash Flow Chart (Risk-Adjusted)


Total costs Total benefits Cumulative net benefits
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Appendix A: Total Economic 
Impact 


Total Economic Impact is a methodology developed 


by Forrester Research that enhances a company’s 


technology decision-making processes and assists 


vendors in communicating the value proposition of 


their products and services to clients. The TEI 


methodology helps companies demonstrate, justify, 


and realize the tangible value of IT initiatives to both 


senior management and other key business 


stakeholders. 


TOTAL ECONOMIC IMPACT APPROACH 


Benefits represent the value delivered to the 


business by the product. The TEI methodology 


places equal weight on the measure of benefits and 


the measure of costs, allowing for a full examination 


of the effect of the technology on the entire 


organization.  


Costs consider all expenses necessary to deliver the 


proposed value, or benefits, of the product. The cost 


category within TEI captures incremental costs over 


the existing environment for ongoing costs 


associated with the solution.  


Flexibility represents the strategic value that can be 


obtained for some future additional investment 


building on top of the initial investment already made. 


Having the ability to capture that benefit has a PV 


that can be estimated.  


Risks measure the uncertainty of benefit and cost 


estimates given: 1) the likelihood that estimates will 


meet original projections and 2) the likelihood that 


estimates will be tracked over time. TEI risk factors 


are based on “triangular distribution.”  


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


The initial investment column contains costs incurred at “time 


0” or at the beginning of Year 1 that are not discounted. All 


other cash flows are discounted using the discount rate at the 


end of the year. PV calculations are calculated for each total 


cost and benefit estimate. NPV calculations in the summary 


tables are the sum of the initial investment and the 


discounted cash flows in each year. Sums and present value 


calculations of the Total Benefits, Total Costs, and Cash Flow 


tables may not exactly add up, as some rounding may occur. 


 


PRESENT VALUE (PV) 


The present or current value of 


(discounted) cost and benefit estimates 


given at an interest rate (the discount 


rate). The PV of costs and benefits feed 


into the total NPV of cash flows.  


 


NET PRESENT VALUE (NPV) 


The present or current value of 


(discounted) future net cash flows given 


an interest rate (the discount rate). A 


positive project NPV normally indicates 


that the investment should be made 


unless other projects have higher NPVs.  


 


RETURN ON INVESTMENT (ROI) 


A project’s expected return in 


percentage terms. ROI is calculated by 


dividing net benefits (benefits less costs) 


by costs.  


 


DISCOUNT RATE 


The interest rate used in cash flow 


analysis to take into account the  


time value of money. Organizations 


typically use discount rates between  


8% and 16%.  


 


PAYBACK PERIOD 


The breakeven point for an investment. 


This is the point in time at which net 


benefits (benefits minus costs) equal 


initial investment or cost. 







 


THE TOTAL ECONOMIC IMPACT™ OF FOXIT PDF EDITOR 22 


Appendix B: Endnotes 
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Transitions have become synonymous with headaches in the continuously expanding space of IT software and solutions. But as the 
tech industry refreshes itself perpetually, it's not a matter of if you should switch  -  it's a matter of when and how.
 
Adobe Acrobat has long been the undisputed king of PDF reading and editing in the business world. Still, as modern technology 
casts a spotlight on simplified, efficient operations, a growing wave of IT professionals are turning to Foxit as the next-gen solution 
for all their document management necessities.


You, the IT administrator in your firm, stand as the custodian of this digital evolution with formidable responsibilities perched upon 
your shoulders. From user training to deploying software across an entire infrastructure, your domain is a complex realm of solu-
tions and problems. The pressing question is: Can switching from Adobe to Foxit be a seamless transition, or will it cast a shadow of 
chaos over the typical workday?


Fear not, for here we'll illuminate what a potential user migration from Adobe to Foxit looks like, promising a smoother transition, 
advanced functionalities, and faster, more secure operation. With every scroll, we will dive deeper into the chasm of navigating 
software shifts and will emerge at the end not only more informed but also confident of one thing: Change doesn't have to be daunting.


User Migration From Adobe to Foxit: 
A Comprehensive Guide for IT Professionals
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Understanding the current IT landscape 
and the pressing need for change


As an IT professional, you understand the 
critical importance of staying informed 
about the ever-evolving technology land-
scape. Adobe Acrobat has solidified its 
position in the market over time, and the 
temptation to stick with the familiar can be 
strong. However, in a corporate world that 
increasingly values efficiency and cost-
effectiveness, the digital sphere is moving 
towards embracing agile solutions. These 
solutions provide the flexibility and 
adaptability needed to meet the growing 
demands of modern enterprises.


Adobe's long-standing dominance has 
shifted from a badge of honor to a burden 
for many organizations. The high licensing 
costs, resource-intensive software, and the 
echo of compliance penalties have strained 
the budgets of numerous IT departments. 
The demand for an alternative, a more 
liberating choice, intensifies with each 
upgrade cycle.


In the era of User Experience (UX) supremacy, 
the directive for IT is crystal clear: Priori-
tize the user. Employees no longer settle 


for software that merely works; they desire 
tools that boost productivity without sharp 
learning curves. Serving as the link 
between technology and practicality, your 
role in offering such software is vital.


PDF software is a crucial pivot point around 
which data security, workflow efficiency, 
and innovative collaboration revolve. Adobe's 
reputation masks its security vulnerabilities, 
efficiency bottlenecks, and delays in 
introducing innovative features, areas 
where Foxit is ready to step in and improve 
your day-to-day experience.
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The Foxit advantage: 
A beacon of change and progress


Amid the racket surrounding change, Foxit emerges not as a mere alternative but as a leader of transformation and growth. This transition isn't 
just about replacing one piece of software with another; it's about upgrading your entire document experience. With this vision in mind, the Foxit 
philosophy for change exists on several pillars:


Seamlessness is a prized asset for IT admins. The Foxit PDF Editor 
Suite showcases a diverse range of integrations that create a cohesive 
ecosystem, fostering harmonious interactions among software 
components. Among Foxit's native integrations are:


Microsoft Office: Facilitates effortless creation, editing, and 
conversion of PDFs within the familiar Microsoft Office interface.


Google Drive: Allows users to open and view PDFs directly from their 
Google Drive, eliminating the need to download files separately.


Dropbox: Provides seamless access to PDFs stored on Dropbox.


Native integrations
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Easy Document Management: Upload, create, edit, share, sign, and 
complete documents with just a few clicks for fast and easy PDF 
document management.


OCR (Optical Character Recognition) technology: Transforms scanned 
documents into editable and searchable text.


Collaboration tools: Facilitate real-time co-authoring, change tracking, 
and comment sharing for seamless teamwork.


Document Compression: Scan and compress documents and turn 
them into searchable, editable, and cut and paste-able text.


Foxit PDF Editor Suite offers a comprehensive array of attributes, 
addressing every aspect of document management with finesse and 
effectiveness. Its functionalities include:


Extensive features


Interactive in-app tutorials and efficient quick-start guides


Flexible access to webinars and training sessions


Responsive support team for addressing queries and issues


Foxit's security offerings encompass:


Encryption and password protection: Ensures only authorized 
personnel can access sensitive documents.


Compliance with industry standards: Adheres to strict compliance 
regulations, such as HIPAA and GDPR, ensuring data privacy and 
protection.


Digital signatures: Provides a secure and legally binding way to sign 
documents electronically.


Within the maze of data protection, Foxit stands as a vigilant guardian. Its 
robust security features and compliance tools provide a tangible and 
essential peace of mind. This assurance fortifies every document, redaction, 
and signature against the concealed threats that lurk in the digital realm. 


Enhanced security and compliance


Central to Foxit's ethos is a dedication to facilitating a smooth shift from 
Adobe, benefiting both IT admins and users. Foxit underscores this 
commitment by offering an array of training materials:


Unmatched training and support resources 
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Customizable, familiar ribbon-style toolbars and hotkeys


Intuitive editing and annotation features


Various viewing options to cater to diverse preferences


Foxit's interface doesn't shout "reconstruction"; it whispers "refinement." 
Its UX strategy resembles a skilled surgeon's touch, enhancing without 
disrupting. The outcome is an aesthetically pleasing and user-friendly 
interface, minimizing the need for extensive retraining and guidance. 
Foxit enhances the user experience by offering:


User experience overhaul
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Feeling cautious in the face of change is natural. Moving from one system to another, especially with well-established software like 
Adobe, can raise concerns. No one wants to invest time and money into a platform that creates more problems than it resolves. 
In general, IT administrators frequently have reservations when transitioning to a new platform, which may include:


It's standard to experience apprehension that the new software may not integrate smoothly with current systems, leading 
to delays in implementation and disruptions in operations. This apprehension is understandable, as poorly managed 
transitions can result in prolonged downtime, security vulnerabilities, and decreased productivity. Foxit addresses this 
concern by seamlessly integrating with existing systems and effortlessly fitting into any infrastructure.


What if it isn't 
compatible 
with my existing 
systems?


Challenges in data migration arise when faced with the task of transferring large volumes of information between 
systems. This process can feel overwhelming due to the potential risks involved. Errors during data migration may result 
in the loss of crucial information and disruptions in workflow. Nonetheless, Foxit's intuitive data migration tools effective-
ly safeguard your information during this undertaking.


Will my data 
be lost or 
corrupted?


User training and support are crucial when introducing a new system. A learning curve for users raises concerns for IT 
administrators about the time and resources needed for training and ongoing support. This concern is valid, as insuffi-
cient support can lead to user frustration and hinder adoption. Foxit's comprehensive training materials and support 
streamline this practice, ensuring a smooth transition for both administrators and end-users.


What if my users 
don't understand 
the new solution?


Let                        alleviate your user migration concerns
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Workflow disruptions during transitions concern IT departments as system changes can slow down operations. Any inter-
ruptions can lead to productivity losses and affect the organization's bottom line. However, Foxit's swift installation and 
implementation capabilities minimize this transition period, facilitating a seamless switch without workflow disruptions.


Will this transition 
impact my 
business 
processes?


Third-party integrations are vital for organizations that rely on external applications for various tasks. Compatibility with 
these applications is paramount, as any challenges with integrations can impede process efficiency and lead to compati-
bility issues. Foxit's many integration possibilities simplify its inclusion into your current software environment.


Will I retain 
access to my 
third-party 
integrations?


Learning a new, intricate pricing structure can be daunting for organizations. The complexity and hidden fees of software 
transitions often lead to confusion. This concern is warranted as unexpected expenses can stress budgets and impede the 
uptake of new technology. Foxit provides transparent pricing models with adaptable choices, simplifying budgeting for 
organizations with accuracy and efficiency.


By addressing these concerns, Foxit aims to make the transition from Adobe hassle-free for IT administrators and end-users. 
With its advanced features, compatibility with existing systems, and comprehensive training and support resources, Foxit 
is well-prepared to meet the demands of modern enterprises. The time is ripe for businesses to embrace this next-gen 
solution.


Must I delve 
into yet another 
complex pricing 
model?
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The migration: Step-by-step


Migrations are marathons, not sprints, and the finish line is only as grand as the groundwork that precedes it. The switch from Adobe to Foxit is a 
stepwise journey that harmonizes with the rhythm of your operations. Let's dissect this transition phase by phase to mark a path lined with clarity 
and efficiency.


Before you step into new territory, it's wise to establish where you 
stand. This phase involves a comprehensive assessment of your 
current environment, including hardware, software, and user needs. 
The subsequent planning phase should detail the timeline, resource 
allocation, and nitty-gritty of the actual switch. The more you know, 
the smoother your transition will be. To achieve this:


Conduct surveys to gather employee feedback and pain points.


Analyze usage data of your current software.


Evaluate Foxit's features and capabilities in light of your 
organization's needs.


Phase 1: Pre-migration assessment and planning


The cornerstone of this phase lies in preparation. During this stage, the 
emphasis is on training your users and support staff to function effectively 
within the Foxit ecosystem. This step involves addressing potential 
bottlenecks and ensuring that everyone is ready to shift smoothly from 
the familiar Adobe to the promising Foxit. To facilitate this:


Conduct training sessions and walkthroughs for end-users.


Train IT staff on Foxit's administration capabilities.


Provide access to online resources and support channels.


Phase 2: Training and user preparation
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In this phase, you'll take the Foxit PDF Editor Suite for a spin. 
User feedback and system testing will form the backbone of this 
exploration, allowing you to detect and correct any potential 
snags before initiating the full-scale deployment. To ensure a 
successful test:


Create a testing environment that mirrors your production 
environment.


Encourage users to provide feedback on their experience 
with Foxit.


Address any issues and make necessary adjustments before 
proceeding.


Phase 3: Testing and feedback


The moment has arrived to make your official move. With all the 
groundwork laid, deployment should be a breeze. Effective 
communication and support during user transition is the key to 
success here. A smooth switch is paramount for user adoption 
and satisfaction. To ensure a seamless deployment:


Phase 4: Deployment and user transition


Once the dust settles, it's time to assess the results of your efforts. 
The post-migration phase is introspective, allowing you to review 
feedback, monitor user satisfaction, and tackle any remaining 
hurdles. Consistent support is essential to help users navigate 
smoothly through the digital landscape. To achieve this:


Analyze user feedback and usage data to monitor adoption and 
satisfaction levels.


Promptly address any outstanding issues or concerns.


Offer ongoing support and training resources for a seamless 
transition and sustained success.


Phase 5: Post-migration evaluation and 
ongoing support


Communicate the timeline and process to all users.


Provide assistance and support during the transition phase.


Conduct post-deployment surveys and gather feedback for 
further improvements.







10User Migration From Adobe to Foxit: A Comprehensive Guide for IT Professionals


Experiencing the success: 
Your Foxit journey begins here


Come out stronger with powerful tools and functionalities that will streamline your document management processes like never before. 
In addition to the features and capabilities mentioned, Foxit PDF Editor Suite provides a robust system that includes tools such as:


A mobile PDF editor 
for easy document 


management 
on the go


A powerful PDF 
editor designed 


explicitly for 
macOS systems


An online PDF 
editor that you can 


access from any 
web browser


A software development 
kit for integrating Foxit's 
PDF technology into your 


current applications


Foxit MobilePDF Foxit PhantomPDF Mac Foxit Cloud PDF Foxit PDF SDK


Once the migration is behind you, it's time to begin your journey with Foxit, opening up a world of possibilities. 
Shifting from Adobe to Foxit brings many benefits, enhancing efficiency, security, and user satisfaction. With our 
thorough planning and support throughout the migration, we are confident this transition will transform how you 
manage your documents.
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SUPPORT & GENERAL


1-866-MYFOXIT 
www.foxit.com


HEADQUARTERS


39355 California Street Suite 302
Fremont, CA 94538 USA


SALES


US: 1- 866-680-3668
sales@foxit.com


Foxit AI Assistant Is 
Built for Business
Time is a commodity, and Foxit AI Assistant helps 
you reclaim it. With powerful automation tools, Foxit 
AI Assistant streamlines repetitive tasks, freeing up 
time for your team to focus on strategic priorities, 
enhance customer engagement, and drive success. 
It’s not just about saving time—it’s about reinvesting 
it where it matters most.


The Foxit AI
Difference


Instant Answers from Documents and Images
Stop searching, start chatting—ask AI anything 
across multiple PDFs and images at once and 
get instant answers with linked sources. From 
legal contracts to reports and handwritten 
notes, uncover key information in seconds and 
make smarter decisions faster.


Summarize Complex Documents in One Click 
Save 12+ hours per week by instantly turning 
long reports, contracts, or research into clear, 
structured summaries with key takeaways—no 
more endless reading.


Automate PDF Tasks
Simply enter a prompt and Foxit AI Assistant 
automatically adds, removes, or edits PDFs 
as directed.


12+


productivity boost 
through streamlined 
workflows** 


77%


Expected Benefits of 
AI-Powered Document Tools


65%


hours customers 
saved weekly with AI 
summarization*


less time spent on 
manual tasks** 


*A study conducted by Foxit with its customers, Q4 2024. 


**A study conducted by Forrester Consulting on behalf of Foxit, December 2023.


SUPPORT & GENERAL


1-866-MYFOXIT 
www.foxit.com



http://www.foxit.com

http://www.foxit.com





SUPPORT & GENERAL


1-866-MYFOXIT 
www.foxit.com


HEADQUARTERS


39355 California Street Suite 302
Fremont, CA 94538 USA


SALES


US: 1- 866-680-3668
sales@foxit.com


SUPPORT & GENERAL


1-866-MYFOXIT 
www.foxit.com


How to Succeed with AI Assistant in Your Industry 
Foxit PDF Editor solutions include 20 free AI Assistant credits per month, with the option to purchase 
an additional 2000 credits for $49.99 per year. Users also have access to the standalone AI platform 
at ai.foxit.com, where credits are shared across the pool for more flexible usage. 


Banking
Extract key financial data from account statements 
and summarize documents for faster analysis. Use AI to 
identify investment opportunities, detect financial risks, 
and apply smart commands for signatures and “Approved” 
stamps on loan agreements.


Insurance 
Accelerate claims processing by summarizing lengthy 
documents and extracting key details. Enhance policy 
statements for clarity and use AI Assistant’s read-aloud 
feature to ensure accessibility for all policyholders. 


Manufacturing
Translate work instructions into 16+ languages for global 
production teams. AI Assistant pulls key performance 
metrics, generates detailed summaries, and auto-
bookmarks lengthy reports for easier navigation.


Legal
Simplify contract review with AI-powered summaries 
highlighting key terms and risks. Prepare case files for 
e-court by automating redaction, bates numbering, and
“Confidential” watermarks. Use AI bookmarking to 
organize large case files for quick reference.


Government  
Improve policy review accuracy with AI-assisted 
document analysis. Ask AI to clarify complex sections, 
summarize regulatory texts, and auto-bookmark key 
sections for faster reference.


Education
Summarize academic papers and reports to assess 
topic comprehension. Generate tailored learning plans, 
rewrite materials for different reading levels, and use AI 
Assistant’s read-aloud feature to support diverse learning 
needs.


Healthcare
Ensure HIPAA compliance by automatically redacting 
sensitive patient data before sharing. Summarize medical 
records for faster review and translate patient education 
materials to improve accessibility.


Foxit AI Assistant Features


• AI Chat


•  Chat with multiple documents/images


•  Translate the text


•  Summarize the text or document


•  Execute PDF Tasks


•  Enhance writing of the text


• 	 Define	and	clarify	the	text


•  Fix spelling and grammar of the text


• Translate document


• Intelligent read


• AI bookmark


Buy it online at www.foxit.com, or contact our sales team. 
Foxit is also available though many popular software resellers.


Where to purchase



http://www.foxit.com

http://www.foxit.com

http://ai.foxit.com

http://www.foxit.com





