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Prerequisites

Step 1: Install the AD RMS Services Client

To run this SDK, you must have the latest version of the AD RMS client installed. If you have an
existing older version of the AD RMS client installed, you will need to uninstall the old version first
and then download and install the latest version of the AD RMS client from below:

For X86:

http://us-request.foxitservice.com/products/redirect.php?title=ad_rms_sdk x86&language=en

us

For X64:
http://us-request.foxitservice.com/products/redirect.php?title=ad rms sdk x64&language=en

us.

As for using Windows Azure AD Right Management (AAD RM), please refer to the Quick Start
for Using Windows Azure AD Right Management.

Step 2: Install and configure RMS Server

About how to install and configure an RMS Server, please see AD RMS Step-by-Step Guide .

How to Use the SDK

Unzip the installation package to a directory, for example, D:\ Foxit RMS PDF Protection
Tool(SDK).

Add the file frms.h under the directory "Foxit RMS PDF Protection Tool(SDK)\include" to your
project, so that you can check each interface conveniently.

Add the file FPDFRMS.lib to the project, for example, add #pragma comment(lib,"D:\\ Foxit
RMS PDF Protection Tool(SDK)\\library\\FPDFRMS.lib") to the file stdafx.cpp (pre-compiled
file).

Include the header file frms.h in the file which needs to use SDK interfaces, for example, add
include " D:\\ Foxit RMS PDF Protection Tool(SDK)\\library\\frms.h" to the file stdafx.h
(pre-compiled file).

Copy the file FPDFRMS.dII under “Foxit RMS PDF Protection Tool(SDK)\library” to the same

directory where your application program locates.


http://us-request.foxitservice.com/products/redirect.php?title=ad_rms_sdk_x86&language=en_us
http://us-request.foxitservice.com/products/redirect.php?title=ad_rms_sdk_x86&language=en_us
http://us-request.foxitservice.com/products/redirect.php?title=ad_rms_sdk_x64&language=en_us
http://us-request.foxitservice.com/products/redirect.php?title=ad_rms_sdk_x64&language=en_us
http://technet.microsoft.com/en-us/library/cc753531(v=ws.10).aspx

Running Your Application

In order to run your RMS application you need to generate a signed application manifest. This
guide shows how to generate a manifest

On your development machine:
1. Copy the following files to a single directory:

e “Foxit RMS PDF Protection Tool(SDK)\tools\Genmanifest.exe”

e “Foxit RMS PDF Protection Tool(SDK)\tools\ isvtier5appsigningprivkey.dat”
e “Foxit RMS PDF Protection Tool(SDK)\tools\ isvtier5appsigningpubkey.dat”
e “Foxit RMS PDF Protection Tool(SDK)\tools\ isvtier5appsignsdk_client.xml”
e “Foxit RMS PDF Protection Tool(SDK)\tools\< YourAppName >.bat”

o “Foxit RMS PDF Protection Tool(SDK)\tools\< YourAppName >.mcf”

< YourAppName >.exe

Note: If it's the pre-production environment, please copy the files “isvtier5appsigningprivkey.dat”,

I”

“isvtier5appsigningpubkey.dat” and “isvtier5appsignsdk_client.xml” under the directory of

“FoxitPDF_ADRMS_SDK_10\tools\pre-production”.

2. Inthis same directory, use notepad.exe to open the file < YourAppName >.mcf. Modify
the option REQ HASH "YourAppName.exe", and fill in the name of your application
program. The file should have the following contents:

AUTO-GUID
"isvtier5appsigningprivkey.dat"
MODULELIST
REQ HASH "YourAppName.exe"
POLICYLIST
INCLUSION
PUBLICKEY "isvtierSappsigningpubkey.dat"
EXCLUSION
NOTE: Ensure that “YourAppName.exe” is consistent with the actual < YourAppName >.exe.
3. In this same directory, use notepad.exe to open the file < YourAppName >.bat. Modify the

option YourAppName.exe.man, and fill in the name of your application program. The file
should have the following contents:



cd %~dp0
genmanifest.exe -chain isvtierSappsignsdk_client.xml YourAppName.mcf
YourAppName.exe.man

NOTE: Ensure that the file YourAppName.mcf and the file “YourAppName” under
YourAppName.exe.man are consistent with the actual ones.

4. You will get a file “YourAppName.exe.man” by double-clicking the file YourAppName.bat.

Note: If the program YourAppName.exe has been modified, you should regenerate the file <
YourAppName >.exe.man.

5. Copy the following files to your RMS server:

e < YourAppName >.exe
e < YourAppName >.exe.man
e FPDFRMS.dII

6. Run your application. You can run the application from any directory, but your generated
manifest (<YourAppName >.exe.man and FPDFRMS.dIl) must be in the same directory as <
YourAppName >.exe

How to Build Your Application

1. Before you can call any functions, you need to first call FRMS_UnlockLibrary function to
unlock the library. If you are in free 30-day trial, don't pass any parameter to the function
FRMS_UnlockLibrary, for example, FRMSAPI FRMS_HRESULT FRMS_UnlockLibrary().

Example:
// Use the Key information to unlock the library
FRMS_HRESULT hr
FRMS_UnlockLibrary(" XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX);
if (FRMS_HRESULT_OK != hr)
{

DisplayFRMSError(hr);

goto Exit;

2. Initialize the SDK with FRMS_Initialize. Before the application exits, destroy the library to
release resources.

Example:
//nitalize the SDK with library



hr = FRMS_Initialize(FRMS_API_MODE_CLIENT);
if (FRMS_HRESULT_OK != hr)
{

DisplayFRMSError(hr);

goto Exit;

//Release all resources allocated by the SDK library
if(Null '= hProtector)

{
FRMSProtector_Release(hProtector);

NOTE: If failing to call the function, 1. ensure you have called the function FRMS_UnlockLibrary
successfully. 2. check whether the AD RMS environment has been set up correctly if the function
FRMS_UnlockLibrary is returned successfully.

3. Sets the source to be protected. It can be a folder containing PDF files or can be a PDF file
path.

Example:

//Set the PDF file path

wchar_t wsSource[20] = L"C:\\test.pdf";
FRMS_HPROTECTOR hProtector = NULL;
Hr = FRMSProtector_Create(&hProtector);
if (NULL != hProtector)

{
hr = FRMSProtector_SetSource(hProtector,wsSource);
if(hr I= FRMS_HRESULT_OK)
{
DisplayFRMSError(hr);
goto Exit;
}
}

4. Get all Issuers.

Example:

int nCount =0;

// Gets the count of issuers

hr = FRMSProtector_GetlssuerCount(hProtector, this->GetSafeHwnd(), &nCount);
if(hr 1= FRMS_HRESULT_OK)

{
DisplayFRMSError(hr);



goto Exit;
}
for(int i=0; i<nCount; i++)
{
LPWSTR Ipwslssuer = NULL;
int nLen=0;
// Gets the length of the issuer name
hr = FRMSProtector_Getlssuer(hProtector, i, this->GetSafeHwnd(), Ipwslssuer, &nLen);
if(hr '= FRMS_HRESULT_OK)
{
DisplayFRMSError(hr);
goto Exit;
}
Ipwslssuer = new wchar_t[nLen];
memset(lpwslssuer, 0, sizeof(wchar_t)*nLen);
//Gets the issuer name by index
hr = FRMSProtector_Getlssuer(hProtector, i, this->GetSafeHwnd(), Ipwslssuer, &nlLen);
if(hr 1= FRMS_HRESULT_OK)
{
DisplayFRMSError(hr);
delete [] Ipwslssuer;
goto Exit;

5. Getthe number of Rights Poilcy Template.

Example:

int nTemplateCount = 0;

//Gets the count of RMS rights policy templates of the specified issuer.

hr = FRMSProtector_GetTemplateCount(hProtector, Ipwslssuer, TRUE, this->GetSafeHwnd(),
&nTemplateCount);

if (hr 1= FRMS_HRESULT_OK)

{
DisplayFRMSError(hr);
delete [] Ipwslssuer;
goto Exit;

}

6. Getthe names of all templates.

Example:
for(int j=0; j<nTemplateCount; j++)

{



LPWSTR IpwsName = NULL;

int nLen=0;

// Gets the length of the template name

hr = FRMSProtector_GetTemplateName(hProtector, j, Ipwslssuer, this->GetSafeHwnd(),
IlpowsName, &nlen);

if(hr 1= FRMS_HRESULT_OK)

{
DisplayFRMSError(hr);
delete [] Ipwslssuer;
goto Exit;

}

IpwsName = new wchar_t[nLen];
memset(lpwsName, 0, sizeof(wchar_t)*nLen);
// Gets the name of RMS rights policy template by specified index.
hr = FRMSProtector_GetTemplateName(hProtector, j, Ipwslssuer, this->GetSafeHwnd(),
IpwsName, &nlen);
if(hr I= FRMS_HRESULT_OK)
{
DisplayFRMSError(hr);
delete [] IpwsName;
delete [] Ipwslssuer;
goto Exit;

7. Set the template which is used to encrypt documents, and ensure this template can be
retrieved on the AD RMS server.

Example:
LPCWSTR lpwslssuerName = L"IssuerName";
LPCWSTR IpwsTemplateName = L"TemplateName";
//Sets the current RMS rights policy template name used to protect the source.
hr = FRMSProtector_SetTemplate(hProtector, IpwslssuerName, [pwsTemplateName,NULL);
if (hr 1= FRMS_HRESULT_OK)
{
DisplayFRMSError(hr);
goto Exit;

8. Finally, you can do the actual encryption.

Example:

hr = FRMSProtector_Protect(hProtector, 0, NULL);
if (hr I= FRMS_HRESULT_OK)



DisplayFRMSError(hr);
goto Exit;
}
9. Throughout this example application the DisplayFRMSError function is being used to handle
errors.
Example:
void DisplayFRMSError(HRESULT hr)
{
LPWSTR lpwsText = NULL;
int nLen=0;
FRMS_HRESULT hrGet = FRMS_GetErrorMessage(hr, 1033, IpwsText, &nlLen);
if(hrGet == FRMS_HRESULT_OK)
{
IpwsText = new wchar_t[nlLen];
memset(lpwsText, 0, sizeof(wchar_t)*nLen);
hrGet = FRMS_GetErrorMessage(hr, 1033, IpwsText, &nlLen);
wprintf(L"%s\r\n", IpwsText);
delete [] IpwsText;
}
}

10. How to create a watermark node

Example:
FRMS_HWATERMARKNODE hWatermarkNode = NULL;
FRMS_HRESULT hr = FRMSWatermarkNode_Create(&hWatermarkNode);

hr = FRMSWatermarkNode SetName(hWatermarkNode, L”watermarkNode name”);//Sets
node’s name
hr = FRMSWatermarkNode_SetContent(hWatermarkNode, L”watermark content”);//Sets

content of watermark node.

hr = FRMSWatermarkNode_SetContentUnderLine(hWatermarkNode, TRUE);

hr = FRMSWatermarkNode_SetContentAlignType(hWatermarkNode);

hr = FRMSWatermarkNode_SetContentFontName(hWatermarkNode);//Sets the default font

hr = FRMSWatermarkNode_SetContentFontSize(hWatermarkNode);//Sets the default font size
to 24.

hr = FRMSWatermarkNode_SetContentColor(hWatermarkNode);//Sets the default content color
to black.

hr = FRMSWatermarkNode_SetContentRotation(hWatermarkNode, 45)// Sets the content to 45°
counterclockwise.

hr = FRMSWatermarkNode_SetContentScale(hWatermarkNode, 0)// Set O to use default font
size

hr = FRMSWatermarkNode_SetContentVerticalPosition(hWatermarkNode, 0,



FRMS_DISTANCE_TYPE_PERCENT, FRMS_CONTENT_V_POSITION_CENTER);//Sets the content’s
verticalposition.

hr = FRMSWatermarkNode_SetContentHorizontalPosition(hWatermarkNode, 0,
FRMS_DISTANCE_TYPE_PERCENT, FRMS_CONTENT_H_POSITION_CENTER);//Sets  content’s
horizontal position.

hr = FRMSWatermarkNode_SetimpactPagel(hWatermarkNode, TRUE, 0, 0,
FRMS_IMPACT _TYPE_ALL PAGE);//Sets page(s) that the watermark will be applied to.

Once the properties of the watermark is set,it now can be used.

FRMSWatermarkNode_Release(hWatermarkNode);//Releases the watermark node. User must
release the node after they are done using it.

11. How to Create a watermark

Example:

FRMS_HWATERMARK hWatermark = NULL;

FRMS_HRESULT hr = FRMSWatermark_Create(&hWatermark);

hr = FRMSWatermark_SetName(hWatermark, L”watermark name”);
if (hr = FRMS_HRESULT_OK)

{

DisplayFRMSError(hr);

return;

}

hr = FRMSWatermark_AddNode(hWatermark, hWatermarkNode);
if (hr 1= FRMS_HRESULT_OK)

{

DisplayFRMSError(hr);

return;

}
hr = FRMSWatermark_Save(hWatermark, NULL);//Passing null for the file path field means to

save it to the defeault path.

FRMSWatermark_Release(hWatermark);// After using the watermark, call this function to
release

12. Get watermark node from a watermark

Example:

int nCount =0;

FRMS_HRESULT hr = FRMSWatermark_GetNodeCount(hWatermark, &nCount);
for(int i = 0; i < nCount; i++)

{



FRMS_HWATERMARKNODE hWatermarkNode = NULL;
Hr = FRMSWatermark_GetNodel(hWatermark, i, &hWatermarkNode);

FRMSWatermarkNode_Release(hWatermarkNode);// After using the watermark node, call
this function to release.
}
If the node’s name is known users can use FRMSWatermark_GetNodell to get the node.
FRMS_HWATERMARKNODE hWatermarkNode = NULL;
FRMS_HRESULT hr = FRMSWatermark_GetNodell (hWatermark, L” watermarkNode name”, &
hWatermarkNode) ;
if (hr 1= FRMS_HRESULT_OK)
{
DisplayFRMSError(hr);
return;
}
hr = FRMSWatermarkNode_SetContent(hWatermarkNode, L”new content”);
hr = FRMSWatermarkNode_UpdateNode(hWatermarkNode);//Updatethe new changes to the
node.
hr = FRMSWatermark_Save(hWatermark, NULL);//Save the changes made to the node.
FRMSWatermarkNode_Release(hWatermarkNode);// After using the watermark node, call this
function to release

13. Check the watermark or effect of watermark node

Example:

FRMS_HWATERMARKRENDER hRender = NULL;

FRMS_HRESULT hr = FRMSWatermarkRender_Create(hWnd, &hRender);// This ‘hWnd’ is the
handle to a static text box, for displaying a watermark or watermark effect node.

hr = FRMSWatermarkRender_Rendering(hRender, hWatermark, hWatermarkNode);

HDC hDC = NULL;

FRMSWatermarkRender_GetDC(hRender, &hDC);

//Draws ont he DC called showDC.

::BitBlt(showDC, 0, 0, nWidth, nHeight, hDC, 0, 0, SRCCOPY);
FRMSWatermarkRender_Release(hRender);

14. Create customized template, and add the watermark into the customized template.

Example:

FRMS_HCUSTEMPLATE hCusTemplate = NULL;

FRMS_HRESULT hr = FRMSCusTemplate_Create(&hCusTemplate);
if (hr I= FRMS_HRESULT_OK)

{

DisplayFRMSError(hr);

return;



}
hr = FRMSCusTemplate_Setldentification(hCusTemplate, 0, 1033, L"template name”, L"template
description”);

hr = FRMSCusTemplate_SetUserAndRights(hCusTemplate, FRMS_USER_TYPE_EVERYYONE,
FRMS_RIGHT_VIEW);//Sets read permission for all user.
hr = FRMSCusTemplate_SetRequestAdditionalPermission(hCusTemplate,

FRMS_DESTINATION_TYPE_URL, NULL);//

Pass NULL means user will request additional permission from document owner who encrypts
the document, and the destination is an owner’s email.

hr = FRMSCusTemplate_SetContentExpiration(hCusTemplate, TRUE, 0);//Sets when the
contentexpires. Setting TRUE for bNeverExpires means it will never expire.

hr = FRMSCusTemplate_SetUselicenseExpirationDays(hCusTemplate, -1);//Sets when the
licenseexpiresby days. This is the numbers of days which the viewer must varify their
credentials again.

hr = FRMSCusTemplate_SetWatermarklll(hCusTemplate, hWatermark);

hr = FRMSCusTemplate_Save(hCusTemplate, NULL);//Saves template in the default path.
FRMSCusTemplate_Release(hCusTemplate);

15. Load and edit template

Example:
int nCount =0;
FRMS_HRESULT hr = FRMSCusTemplate_Load(NULL, &nCount);//Gets the number of templates
in the default path.
for(int i = 0; i < nCount; i++)
{
FRMS_HCUSTEMPLATE hCusTemplate = NULL;
hr = FRMSCusTemplate_Load(i, &hCusTemplate);
int nldenCount = 0;
hr = FRMSCusTemplate_GetldentificationCount(hCusTemplate, &nldenCount);
for(int i = 0; i < nldenCount; i++)//Gets each identification information.
{
DWORD languagelD = 0;
LPWSTR IpwsName = NULL, LPWSTR IpwsDescription = NULL;
hr = FRMSCusTemplate_Getldentification(hCusTemplate, i, &languagelD, &lpwsName,
&lpwsDescription);

FRMS_ReleaseBuffer(lpwsName);//Releases the buffer.

FRMS_ReleaseBuffer(lpwsDescription); //Releasethe buffer.

}

hr = FRMSCusTemplate_Setldentification(hCusTemplate, 0, 1033, L”template name new”,
L"template description new”);

hr = FRMSCusTemplate_SetContentExpiration(hCusTemplate, FALSE, 1);//Sets the content
expiration day to 1 day.



hr = FRMSCusTemplate_Save(hCusTemplate, NULL);//Update the template’s information.
FRMSCusTemplate_Release(hCusTemplate);
}

16. Set dynamic revocation before calling FRMSProtector_Protect function.
Hr = FRMSProtector_SetDynamicRevoked(hProtector, TRUE);//TRUE means enabling dynamic

revocation.
if (hr 1= FRMS_HRESULT_OK)
{

DisplayFRMSError(hr);
return;

17. Set extended policies before calling FRMSCusTemplate_Save function.
Example:

//Set which pages users are allowed to access

LPCWSTR pPages = L” 1-3,4,6-8";

Hr = FRMSCusTemplate_ SetViewablePages(hCusTemplate, pPages);

//Restrict access by IP range

LPCWSTR pIPFrom =1"192.168.0.1";

LPCWSTR plIPTo = 1”192.168.0.5”;

Hr = FRMSCusTemplate_SetIPRestrict(hProtector, pIPFrom, pIPTo);

//Set the number of accesses to 10
Hr = FRMSCusTemplate_SetAccessCount(hCusTemplate, 10);

//Set the number of prints to 10
Hr = FRMSCusTemplate_SetPrintCount(hCusTemplate, 10)

Note: If you set the number of prints or the number of accesses, the encryption information
of the document will be saved in the database of RMS server. To encrypt the document
successfully, you need to configure the server. You can call
FRMSProtector_IfTemplateNeedWebService function to check whether you have set the

option.

18. Show the encryption information for the encrypted document.
FRMS_HENCRYPTINFO hEncryptinfo = NULL;
FRMS_HRESULT hr = FRMSEncryptinfo_Create(&hEncryptinfo);

LPCWSTR pFilePath = L"C:\\test.pdf";

hr = FRMSEncryptinfo_SetSource(hEncryptinfo, pFilePath);
if (hr == FRMS_HRESULT_OK)

{



LCID languagelD = 0;
LPWSTR pTemplateName = NULL;
LPWSTR pTemplateDescription = NULL;

int nUserCount = 0;
//Get encryption template information
hr = FRMSEncryptinfo_Getldentification(hEncryptinfo, &languagelD, &pTemplateName, &
pTemplateDescription);
if (hr == FRMS_HRESULT_OK)

{
hr = FRMSEncryptinfo_GetUserCount(hEncryptinfo, &nUserCount);
for (inti=0; i < nUserCount; i++)
{
LPWSTR pUser = NULL;
DWORD dwRight = 0;
hr = FRMSEncryptinfo_GetUser(hEncryptinfo, i, &pUser);//get user
hr = FRMSEncryptinfo_GetRight(hEncryptinfo, pUser, &dwRight);//get user rights
FRMS_ReleaseBuffer(pUser);//release memory
pUser = NULL;
}
FRMS_ReleaseBuffer(pTemplateDescription);
FRMS_ReleaseBuffer(pTemplateName);
}
}

Note: If you want to apply extended policy or dynamic revocation, you need to configure web
service first. For detailed configuration steps, please refer to Web Service Configuration. 1

Add Security Dynamic Watermark to the File Encrypted by RMS

Dynamic security watermarks automatically display viewer identity information on protected PDF

files to protect against compromise from screen shots and cameras.

If you want to add dynamic security watermarks to a custom template with SDK interface, please

refer to How to Build Your Application.

If you want to add dynamic security watermarks to an official template, please follow the steps

below:

1. Logontothe RMS server.



Web Service Configuration

To use the features of dynamic revocation, number of accesses and number of prints (additional
access rights control), you should configure the web service and SQL first. Please follow the steps
as below:

1. Configure the Web Service on your on-premise RMS server.

a) Logon RMS server as Administrator.

b) Download the Web Service zip from:
For X86:
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService 32.zip
For X64:
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService 64.zip

¢) Unzip the Web Service zip and get the fxrmsext from it.
d) Copy the fxrmsext to C:\inetpub\wwwroot\_wmcs.

[ &M= _wmcs
“ Home Share View
®© - 1| » Computer » Local Disk(C:) » inetpub b wwwroot » _wmes b v c‘,| [ search_
a

' Favorites Mame Date modified Type Size

B Desktop admin 8/2 9:10 AM File folder
& Downloads certification Al File folder
= Recent places decommission File folder

frrmsext File folder

= Libraries groupexpansion File folder
5 Documents licensing File folder
& Music 3 web.config XML Configuratio... 1 KB
&) Pictures

e) Run “Internet Information Services” (lIS).
f)  Right-click “_wmcs”, and then choose “Add Application...”.



http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService_32.zip

http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService_64.zip



& » DRS » Sites » DefaultWebSite » _wmes »

File View Help

0,— =TEA) = /_wmcs Home
g ?ﬂ Start Page . _
: z - W - .
495 DRS (FRMS\administrator] Filter Go -Gy Show All | Group by: Area
----- [} Application Pools ASP.NET
a-[8] Sites . @ . F 15
4 Site "ﬂ @ rﬁﬁ -
{ E _wmecs MNET METS MET Error MET .MET Profile .MET Roh
b3 acﬂ Explore ilgtion Pages Globalization
D"? b Edit Permissions...
P"é‘ d
Dé‘ gr|_n§ Add Application...
b lig i Add Virtual Directory...

DE—_;-j CentE Manage Application 3

b (P CentS Refresh @ 6

&
K Remove

entic.. Compression  Default Directory  Error Pag
Document  Browsing

- Switch to Content View

=
- =
Request 551 Settings

Filterinn

g) Input the following information into the Add Application dialog box.
® Alias: fxrmsext
®  Physical path: C:\inetpub\wwwroot\_wmcs\fxrmsext

Site name:  Default Web Site
Path: f_wmcs

Alias: Application pool:
(frrmsext | |_DRMSAppPOoI

Example: sales

Physical path:
| Chinetpub\wwwroot\_wmcs\frrmsext

Pass-through authentication

‘ Connect as... ‘ | Test Settings...

["] Enable Preload

h) To avoid repeated authentication, we should disable the Windows Authentication and
enable the Anonymous Authentication. Click “fxmsext” in Connections Pane, and then
double-click “Authentication”.

NOTE: For data communication security, PDFs will be encrypted with AES algorithm by
default.





@ v DRS » Sites » DefaultWebSite » _wmes » fumsext »

File View Help
Q-iH|H |8
----- ?ﬁ Start Page

483 DRS (FRMS\administrator)
@ Application Pools
(8] Sites
46 Default Web Site
4. F _wmes
|‘> @ admin
D@ certification
b@ decommission

; aspnet_clien
p-ﬁ CertEnroll
b--@ CertSry

i) Enable the “Anonymous Authentication” and disable the “Windows Authentication”.

/ wmcs/fxrmsext Home

Filter - W Go - Show All | Group by: Area -
ASP.NET
5 ¢ E &
= = =
s & ¢ © 2
NET NET MET Error NET MET Profile  .NET Roles  .NET Tr
Authorizat... Compilation Pages Globalization Level
=]
SMTP E-mail
1S
2 o [0
L o &
ASP brpression  Default Directory  Error Pages Faile
Document  Browsing Request”
%‘ & | Configure authentication settings for sites and applications |
Request 550 Settings
Filterinn

[ » DRS » Sites » Default WebSite » _wmcs » furmsext »

File  View Help
@ -z
o ?ﬂ Start Page

195 DRS (FRMS\administrator)
@ Application Pools
4.[8) Sites

4 Default Web Site
A@ _wmcs
D@ admin
D@ certification
ST " —

2. Configure the SQL.

a)
b)

Authentication

Group by: Mo Grouping =

MName - Status Response Type
Ancnymous Authentication Enabled

ASP.MET Impersonation Disabled

Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Disabled HTTP 401 Challenge

Navigate to C:\inetpub\wwwroot\_wmcs\fxrmsext.
Right-click “Web.config” file -> “Open with” -> “Notepad”.





furmsext

Share View
, v Computer » Local Disk (C:) » inetpub » wwwroot » _wmcs » furmsext v & | E
MName Date modified Type Size
J bin 7/1/2014 7:54 AM File folder
ds #| fermsextservice.asmx 014 10:18 PM ASP.NET Web Ser... TKB
aces j Web.config Frasmaam-a AM O CONFIG File 2KB
Open
Edit
Tts Open with b | e Microsoft Visual Studio 2010
Restore previous versions | j Motepad
Send to 3 Choose default program...
Cut
Copy

Create shortcut
Delete

Rename

Properties

c) If you want to log on to the SQL Server through Windows Authentication, you just need
to alter the SQL Server information by inputting the IP address or computer name and
then saving the change.

<appSettings>
<add key="MyDB"

value="ServersSQL2005 DataBase=RMSExtService;

Integrated Security=SSPI; Persist Security Info=False” >
</add>

NOTE: If the computer name include *-, please ensure you are using SQL 2012 version or
higher.
d) If you want to log on to the SQL Server through SQL Server Authentication, please
follow the steps:
i Copy “Server=SQL2005; DataBase=RMSExtService; User ID=myUsername;
Password=myPassword”.
ii. Paste and replace “Server=SQL2005; DataBase=RMSExtService; Integrated
Security=SSPI; Persist Security Info=False”.

Gle Edit Format View Help

<?xml version="1.8"2>

<configuration>
-
|"Ser‘ver=SQL2895; DataBase=RMSExtService; User ID=myUsername; Password=myPassword"
-

<appSettings> \
<add key="MyDB"
value%"&rver:SOLzaas; DataBase=RMSExtService; Integrated Security=SSPI; Persist Security Info=False"]>
<fadd>

</appSettings>

iii. Alter the SQL Server information. You can input the IP address or the computer

name.
iv. Alther the “User ID” and “Password”.
V. Save changes.

e) Create the data base and tables.
i Log on to the SQL Server as Administrator.





Get the .sql file from the Web Service zip you downloaded before.
Double-click this file to create the database and tables, and then click “Execute”.

Ao CreateDatabaseRMSExtService.sql - DRS.RMSExtService (sa (53)) - Microsoft SQL Server Management Studio (Administrator) == -
File Edit View Query Project Debug Tools Window Help

sl S | A Newauey (RS & B9 - - F-6 | 2
44 | [RMSEdService I ¢ Execute i
Object Explorer s CreateDatabaseRMSE.. xtService (sa (33)) X _
Connect> 3 &) m 7 (2] ' Jlif object_id( RMSExtService') IS NULL +
%1 | ) AppMng Service DB 12225206c2d040b0e3de250a68¢12ed |~ EEEATE DATABASE RiSExtService -
[+ LJ Bdc_Service_DB_50bbb629ede74caeda729501bbdc9el3
# |1 DRMS_Config_drs_frms_com_443 CREATE TABLE [RM
¥ L_I DRMS_DirectoryServices_drs_frms_com_443 GO =
] LJ DRMS_Logging_drs_frms_com_443 -
# [ Managed Metadata Service_b112d53219884fc698b639dasted] _ SIIF not exists(select * from [RMSExtService].[dbo].[ConfigurationInfo])
# [J PerformancePoint Service Application_087793ecSc3f4c6c8988 = INSERT INTO [RMSExtService].[dbo].[ConfigurationInfe]([RevocationInterval
@ [ ReportServer Go
# 1 ReportServerTempDB ICREATE TABLE [RMSExtService].[dbo].[DocInfe]([ContentID] [varchar](58) NO
B [ RMSExSenice T [Templatelane] [varchar](5@) NOT HULL,
# [ Database Diagrams [Creator] [varchar](5@
# [ Tables [FileName] [nvarchar](5@) NOT HULL,
# [ Views [CreateDate] [datetime] NOT NULL,
% [ Synonyms [PrintTimes] [int] NOT NULL,
# [ Programmability [OpenTimes] [int] NOT NULL,
= @ Service Broker [RevocationFlag] [bit] NOT I.L.__J
[IsRevecation] [bit] NOT WULL) ON [PRIMARY]
# [J Storage 50
# [ Security v
# [J RMSLog Lo ~lc m >
< S w T T S | 4] Connected. (1/1) DRS (1.0 RTM) | sa(53) = RMSExtService | 00:00:00 | 0 rows

f)  Grant RMS administrator the database operations rights.

iii.
iv.

V.

Open “Internet Information Services” (11S).
Click “Application Pools” in Connections Pane. Then you can get the account

information from Identity column.
2|
@ ) |;3 » DRS » Application Pools

Internet Information Services (I1S) Manager

File View Help

qg' Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, cor

applications.
Filter: - Go % Show All | Group by: Mo Grouping -
4@ Default Web Site Name - Status  NET Fram.. Managed Pipel... Identity Applications
a3 -‘;‘m‘s L} MET w45 Started 4.0 Integrated ApplicationPeolldentity 0
b 5 Edmf‘” . 2} .NET va.5 Classic Started vl Classic ApplicationPoolldentity 0
P certification SAppPooli Started A0 Classic [FR 7

> 4 on
7 decommission |1 3 DefaultAppPool Started 40 Integrated ApplicationPoalldentity 2

groupexpansion
(¥ licensing
Db fomset
.p | aspnet_client

v v T

Open SQL Server management.
Navigate to “Security” -> “Logins”.
Check if the RMS administrator account is listed.





s CreateDatabaseRMSExtService.sqgl - DRS.RMSExtService
File Edit View Query Project Debug Tools Window Help

Pl sl S b A | NewQuery [y e o P [ 4 A B ¢
Q#MHRMSE}CI:S&M(& '|| ¥ Execute B Debug ¥ o |

Object Explorer

Connect~ 3 3l w 7 #] 3

U WS5_Logging ~
= 3 Security
= [ Logins
&, ##MS_PolicyEventProcessingLoging®
&, ##MS_PolicyTsglExecutionLoging#
A FRMS\Administrator
4% FRMS\rms_lo
% FRMS\rms_service I
% FRMS\sp_admin
A NT AUTHORITY\SYSTEM
A NT Service\MSSQLSERVER
A NT SERVICE\ReportServer
A NT SERVICE\SQLSERVERAGENT
A NT SERVICE\SQLWriter
A& NT SERVICE\Winmgmt
A sa
[ Server Roles
[ Credentials
Ca Cryptographic Providers -
< m >

P

If yes, skip to Step vi.
If not, right-click “Logins”, then click “New Login”.

L CreateDatabaseRMSExtService.sgl - DRS.RMSExtService
File Edit View Project Debug Tools Window Help
Pl (T e @ | NewQuey (el G| 4 0 B[

§ = g | [RMsExservice | ¥ Bxecute b Debug ® o |
Object Explorer v X
Connect> 3 3 m T [£] .5
U W5S_Logging ~
= [ Security
= ca e
&, 22 New Legin... in#
& #2 Filter v
AR | —
A FR Start PowerShell
A FR Reports 4
AR

A NT Refresh
£ NT Service\MSSQLSERVER
A NT SERVICE\ReportServer
£ NT SERVICE\SQLSERVERAGENT
& NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt
A sa
3 Server Roles
[ Credentials
] Cr)rr.!tographic Providers o

< m >

Input the Login name, click OK.





Sg'::n::”’ B seipt = (24 Help
é“ Server Roles
12 User Mapping Login name: |FRMS\rrn5_senrice ‘ | Search |
§ :ﬁ:::lbles ® Windows authentication
(0 SQL Server authentication
Password: | ‘
Confirm password: | ‘
[] Specify old password
Old password: | ‘
Enforce password policy
Enforce password expiration
User must change password at next login
O Mappedto certficate | v‘
() Mapped to asymmetric key | v‘
Connection [ Map to Credential | V][ e
Server: Mzpped Credentials Credential Provider
DRS
Connection:
sa
33 View connection properties
Ready Default database: | master v ‘
Default language: | <default> v ‘
ok || Cameel |
k|

Vi. Grant RMS administrator as the database owner.

55 Serpt ~ [ Help

Connechion

Server:

RMS

Connection:
FRMS\administrstor

33 View connection properties

Users mapped to this login:

Map Database

O ReportServer

Default Schema

[>

Search_Service_Appli...
Search_Service_Appli...
Search_Service_Appli...
Search_Service_Appli...

Secure_Store_Service...
SharePoint_AdminCon

JoooOooge

<]

[] Guest account enabled for: RMSExt Service

Database role membership for: RMSEd Service

[] db_accessadmin
[] db_backupoperator
["] db_datareader

["] db_datawriter

["] db_ddladmin

[] db_denydatareader

Progress =
Ready [ public
Set up the firewall.
i In SQL Server Configuration Manager, expand SQL Native Client Configuration,

click “Client Protocols” and right-click “TCP/IP Properties” to get the default port.





= Sql Server Configuration Manager
File Action View Help

e 2 B
'ﬁ S0L Server Configuration Manager (Local) Mame Order Enabled
[ SQL Server Services % Shared Memory 1 Enabled
3. 5QL Server Network Configuration (32bit| [5=Tcpyip 2 Enabled ]
b &, 50L Native Client 11,0 Configuration (32| 3~ Named Pipes 3 Erabied
I i SOL Server Network Configuration
‘ [ Treeene DT EEN
Protocol
Enabled Yes
Keep Alive 30000
Keep Alive Interval 1000
Default Port
Default port on which connection will be made
<] D BE ok | [Ccancel ][ ey [[Hen ]

|"

Run “Windows Firewall” and click “Advanced settings”.

@ @ - T |‘ » Control Panel » System and Security » Windows Firewall v G‘ ‘ Search Control Panel o |

Help protect your PC with Windows Firewall

Centrol Panel Home

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network,
through Windows Firewall
@ Change notification settings l @ Domain networks Connected @
@ Turn Windows Firewall on or
off Metworks at a workplace that are attached to a domain
@ Restore defaulis Windows Firewall state: On
Incoming connections: Block all connections to apps that are not on the list
Troubleshoot my network of allowed apps
Active domain networks: E frms.com
Motification state: Do not notify me when Windows Firewall blocks a
new app
. @ Private networks Not connected @‘
l @ Guest or public networks Not connected @‘

See also
Action Center
Metwork and Sharing Center

Click “Inbound Rules”.





File Action View Help

!"u Connection Security Rules
p B Monitoring

Inbound Rules

Name

@ saL1433

OTea mviewer Remote Control Application
OTea mviewer Remote Control Application
OTEE mviewer Remote Control Service
OTEE mviewer Remote Control Service

. BranchCache Content Retrieval (HTTP-In)
. BranchCache Hosted Cache Server (HTT...
. BranchCache Peer Discovery (W5D-In)

. COM+ Metwork Access (DCOM-In)

. COM+ Remote Administration (DCOM-In)
0 Core Metwerking - Destination Unreacha...
0 Core Metwerking - Destination Unreacha...
0 Core Networking - Dynamic Host Config...
0 Core Networking - Dynamic Host Config...
0 Core Networking - Intemet Group Mana...
0 Core Networking - IPHTTPS (TCP-In)

0 Core Networking - [PvE (IPvE-In)

0 Core Networking - Multicast Listener Do...
0 Core Metwerking - Multicast Listener Qu...

0 Core Metwarking - MNeighbor Discovery A..

0 Core Metwerking - Multicast Listener Rep...
@ Core Metwarking - Multicast Listener Rep...

Group

BranchCa
BranchCa
BranchCa
COM+ N
COM-=+ Re
Core Nety
Core Nety
Core Nety
Core Nety
Core Netv
Core Netv
Core Netv
Core Netv
Core Nety
Core Nety
Core Nety

Core Netv v |

[ <] [T [5]

< m

[>]

w

B e

Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help

v v v v

Click “New Rule...”.

File  Action

View Help

= H

e« n
‘ Windows Firewall with Advance

nbound Rules

Outbound Rules
' Connection Security Rules
p B Monitoring

Inbound Rules

MName

@ saL1a3z

OTea mviewer Remote Control Application
OTea mviewer Remote Control Application
oTea mviewer Remote Control Service
OTEE mviewer Remote Control Service

. BranchCache Content Retrieval (HTTP-In)
. BranchCache Hosted Cache Server (HTT...
. BranchCache Peer Discovery (W5D-In)

. COM+ Metwork Access (DCOM-In)

. COM+ Remote Administration (DCOM-In)
0 Core Metwerking - Destination Unreacha...
0 Core Networking - Destination Unreacha...
0 Core Networking - Dynamic Host Config...
0 Core Networking - Dynamic Host Config...
0 Core Networking - Internet Group Mana...
0 Core Networking - [IPHTTPS (TCP-In)

(@ Core Networking - IPv6 (IPv-In)

0 Core Metwerking - Multicast Listener Do...
0 Core Metwerking - Multicast Listener Qu...

0 Core Netwerking - Multicast Listener Rep...
0 Core Networking - Multicast Listener Rep...
0 Core Networking - Meighbor Discovery A...

Group

BranchCa
BranchCa
BranchCa
COM+ N
COM-=+ Re
Core Nety
Core Nety
Core Netv
Core Netv
Core Netv
Core Netv
Core Nety
Core Nety
Core Nety
Core Nety
Core Nety
Core Metv

Mew Rule...

'
'
v

<

[>]

B e

Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help

- v v w

Select “Port” and then click “Next”.





Rule Type

Select the type of firewal rule to create.

Steps:
Fule Type
Pratocal and Ports
Action
Profile

Name

What type of rule would you like to create?

) Program
Rule that controls connections for a program.

@® Port
Rule that controls connections for a TCP or UDP port.

) Predefined:
| BranchCache - Content Retrieval (Uses HTTF)

Rule that contrals connections for a Windows experience.

) Custom
Custom rule

Vi. Select “TCP”, then select “Specific local ports”, type the SQL port number, and click

“Next”.

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:
@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

L

Name

Does this rule apply to TCP or UDP?

® TCP
O upP

Does this rule apply to all local ports or specific local ports?

O All local ports

® Specific local ports: | 1433
Example: 80, 443, 5000-5010

vii. Select “Allow the connection”, and then click “Next”.





Action
Specify the action to be taken when a connection matches the conditions specified in the rule.
Steps:

Rule Type

Protocol and Ports

What action should be taken when a connection matches the specified conditions?

) ® Allow the connection
b3IEn This includes connections that are protected with |Psec as well as those are not.

) Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

O Block the connection

viii. Choose when to apply the rule.

Profile
Specify the profiles for which this nule applies.

Steps:

Rule Type When does this rule apply?

Protocol and Ports

Action [v] Domain
Profile Applies when a computer is connected to its coporate domain.

[ Private
Applies when a computer is connected to a private network location, such as a home
or work place.

[v| Public
Applies when a computer is connected to a public network location.

Name

ix. Specify the name and description of the rule and then click “Finish”.





Name

Specify the name and description of this rule.

Steps:

L
L]
L
L
L

Rule Type
Pratocol and Ports
Action

Profile

Name

Name:

[saL 1433

Description (optional):

« Back

Firish






		Web Service Configuration

		1. Configure the Web Service on your on-premise RMS server.

		2. Configure the SQL.





Cynthia
File Attachment
Web Service Configuration.pdf


2. Download the Foxit Configuration Tool from:
For X86:
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/FoxitConfigurationTool 32.zip

For X64:
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/FoxitConfigurationTool 64.zip

3. Unzip and run the Foxit Configuration Tool.

E 2

Template Extended Policy Document Revocation User Revocation

=

Security Watermark Valid Network Printer Setting

4. Click Template Extended Policy. Select a template to edit.

Foxit Configuration Tool =[O0 %
< | Template Extended Policy
Template Mame Sect . .
ViewOnly Wat] ViewPrint
ViewPrint
[V Security Watermark:
| Watermark Template | | Select ‘
[ Only allow access by this IP range:
‘192.159. 0oL 1 |—‘192.153. ] .1zn|
[wl only allow access to these pages:
[359.157 | (sample: 13, 5, 9
[ Number of accesses:
[ number of prints:
Note:
Please refer to user manual to configure the web service when trying
setting ‘number of accesses’ and ‘number of prints’.
5. Click Select.

6. Add arequired watermark.


http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/FoxitConfigurationTool_32.zip
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/FoxitConfigurationTool_64.zip

Foxit Configuration Tool =
< | Security Watermark

Select profile Preview
=]
El- ¢ Watermark Template
i @] Highly Confidential
b @ Open time
#| Current User

New Profile
Add
Edit

Delete

Import

Export

i. Click New Profile to create a profile and name it.

ii. Select a profile you created and click Add to add watermarks in the profile.

iii. Type the watermark’s name.

iv. Type the watermark’s content in the text box and set the font, size, color, underline, and
alignment.

Note: you can only set text as watermark.

v. Choose the Dynamic Text. When any PDF reader opens the file, the watermark will show
the current document information dynamically and you can use multiple texts at the same time.

Content ID: shows the content ID of the current document.

Document Title: shows the current document title.

Author: shows the author of the current document.

Current User: shows the current user who is reading the document.
Date: shows the current system date when opening the document.

Day: shows the current system day when opening the document.
Month: shows the current system month when opening the document.
Year: shows the current system year when opening the document.

Time: shows the current system time when opening the document.
Hour: shows the current system hours when opening the document.
Minute: shows the current system minutes when opening the document.
Second: shows the current system seconds when opening the document.

vi. Set the appearance by choosing the rotation degree and the opacity. You also have the
option to make the scale relative to target page.

vii. Set the vertical and horizontal distance between the target page and the watermark.

viii. Choose the page range to play the watermark. You can select the different page range
options via clicking the right items in the subset list.

ix. Preview the watermark in the right pane.

x. Click OK to finish it.



Create Security Watermark - ||

Name: company information

Source Praview
Fremont CA »  Font:| gystem v| Size: 18 -

_ us ot i

@ Text: 4 0

- nlLNERERE o
e ' El =] = o

Dynamic text: |—Select dynamic variable—

Appearance

Rotation: () 45° @ MWone (045° ) Custom 0°

Opacity: i 100%

[ 5cale relative to target page 50%

Position

Vertical Distance: 4.8 : [Inches 'I from lCenter 'I
Horizontal Distance: 2.5 = [Inches v] from lCenter v]

Page Range Options
@ Al Pages
() Pages:

() Pages from: |1 =~ to:|1

Subset: |All pages in range -

How to Debug Applications that Use RMS PDF Protection Tool

If the parameter you passed is FRMS_API_MODE_SERVER when calling the function
“FRMS_Initialize”, you can toggle breakpoint and debug the program directly.

If the parameter you passed is FRMS_API_MODE_CLIENT when calling the function
FRMS_Initialize, the anti-debugging checks in the developer version of our runtime are disabled.

For Visual Studio 2005 or later:

You can turn on debug tracing by using the following steps:

1. Call the function afxmessageBox when you need to debug.

2. Run your program.

3. When the dialog box afxmessageBox pops up, choose the option Attach to Process... under the
menu Debug of the Visual Studio. In the dialog box, choose your application program and click
Attach.



 Demo - icrosofe Vil Stucio 0

File Edit View VAssistX Project Build Debug Data Tools Test Analyze Window Help

$ Ba |9 -~ - 53| b Debug v Win32 v | [ FRMSProtector_GetFile v | R Bl

1 HEABA. PERME A LB v ad00
"

B

e

Solution Explorer - Solution ‘Demo’ {1 project) - B e B e 2 Pi
BlaEa Attach to Process - L
géghgl:r:oDemo (1 project) Traneror [Default 'l 2
= |7 Header Files Qualifier: CHENGZHANGLIN -
[n] Demo.h
(1] DemoDlg.h Transport Information
- [1] fileaccess.h The default transport lets you select processes on this computer or a remote computer running the Microsoft Visual Studio
. [@ frmsh Remote Debugging Monitor (MSVSMON.EXE).
|n] frmsbase.h
|n] frmserror.h
- [1] ModuleMgr.h Attach to: Automatic: Native code T
- [n] Resource.h y
) stdafch Available Processes
[n] targetver.h Process D Title Type User Name Session
(#- [ Resource Files Demo.exe 2668 Demo x86 WINOS\chengzha... 1
& [ Source Files devenv.exe 2528 FRMSHelloWorld8 - Microsoft Visual Studio Managed, x.. WINOS\chengzha.. 1
¢+ Demo.cpp dwm.exe 704 x86 WINOS\chengzha.. 1
¢+] DemoDlg.cpp explorer.exe 2068 & x86 WINOS\chengzha... 1
- & fileaccess.cop mspdbsrv.exe 1036 x86 WINOS\chengzha... 1
~ ¢ ModuleMgr.cpp taskhost.exe 1844 x86 WINOS\chengzha.. 1
- €] stdaf.cpp TSVNCache.exe 2372 x86 WINOS\chengzha... 1
| ReadMe.ot VMwareTray.exe 2244 x86 WINOS\chengzha.. 1 il
VMwareUser.exe 2252 x86 WINOS\chengzha.. 1

["] Show processes from all users || Show processes in all sessions

[ e ][ cancel |

b ¢

4. Set the debugging breakpoint behind AfxMessageBox. When you close the dialog box
AfxMessageBox, the breakpoint will be activated.

For VC6.0:

1. Open regedit.exe and navigate to
HKEY_LOCAL_MACHINE/SOFTWARE/Microsoft/WindowsNT/CurrentVersion/AeDebug
2. Change the following key values:

Key :Auto
Value: 0

Key: Debugger

Value: C:\Program Files\Microsoft Visual Studio\Common\MSDev98\Bin\msdev.exe" -p %ld
-e %ld

NOTE: Ensure that “YourAppName.exe” is consistent with the actual msdev.exe.

Key: UserDebuggerHotKey
Value: 0

3. Restart your computer.
4. Call the function afxmessageBox when you need to debug.

5. Run your program. Then the dialog box afxmessageBox pops up.



6. Open Windows Task Manager.

7. Right-click on your application and choose Debug. VC6.0 will be started automatically.
- IR

% Windows Task Manage (=]

‘File Options View Help |

Applications | Processes lServices |Performance | Networking I Users |
~
Image Name User Name CPU Memory (... Description
CSrss.exe 02 872K
 Demo.exe — < 2242K  FoxitRMS... |
dwm.exe Open File Location Desktop ...
explorer.e; End P Windows ...
taskhost.e e fpces Host Proc...
taskmar.ex End Process Tree Windows ...
TSVNCache Debug TortoiseS...
vareT! " I vare T...
kol UAC Virtualization Ve
VMwareUsg VMware T...
winlogon.e Create Dump File
Set Priority »
|
Properties
Go to Service(s)
T

|Processes: 39 CPU Usage: 0% Physical Memory: 38%

Open the debug file and set the debugging breakpoint behind AfxMessageBox. When you
close the dialog box AfxMessageBox, the breakpoint will be activated.

How to Understand Common Error Conditions and Solutions
1. When running your application, the error prompt may appear as below:

This application is not trusted to consume rights managed
content. The application's rights management manifest is
missing or is not valid. Contact your application support for
further investigation.

Action required to fix the error:

Make sure you regenerate your application manifest every time you rebuild your
application.

2. When running your application, the error prompt may appear as below:

This operation could not be completed because a debugger
was detected.



Action required to fix the error:

Please choose the option Start without debugging under the menu Debug of the
Visual Studio to debug and run your program.

Quick Start for Using Windows Azure AD Right Management

Enable Windows Azure AD Rights Management for your organization:

Download the Windows Azure AD Rights Management administration module
(WindowsAzureADRightsManagementAdministration.exe) for Windows PowerShell

from here.

In the local folder where you downloaded and saved the Rights Management installer file,
double-click the file WindowsAzureADRightsManagementAdministration.exe to launch
installation of the Rights Management administration module.

Open Windows PowerShell.

Type the following commands:

v" Import-Module AADRM

v" Connect-AadrmService -Verbose

Enter your Office 365 credentials when prompted, for
example“user@company.onmicrosoft.com”.

Type the following commands:

v" Enable-Aadrm

v" Disconnect-AadrmService


http://go.microsoft.com/fwlink/?LinkId=257721
mailto:%E2%80%9Cuser@company.onmicrosoft.com

Contact Us

Feel free to contact Foxit should you need any information or have any problems with our
products. We are always here, ready to serve you better.

o Office Address:
Foxit Software Incorporated
42840 Christy Street. Suite 201
Fremont CA 94538
USA

e Mailing Address:
Foxit Software Incorporated
42840 Christy Street. Suite 201
Fremont CA 94538
USA

e Sales:
1-866-680-3668 (24/7)

e Support:
1-866-MYFOXIT or 1-866-693-6948 (24/7)

e Fax:
1-510-405-9288

o Website:

www.foxitsoftware.com

e E-mail:

Sales and Information - sales@foxitsoftware.com

Technical Support - Input a trouble ticket online

Marketing Service - marketing@foxitsoftware.com



http://www.foxitsoftware.com/
mailto:sales@foxitsoftware.com
http://tickets.foxitsoftware.com/ticket.php
mailto:webmaster@foxitsoftware.com
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