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Foxit RMS PDF Protection Tool provides a command-line interface that can decrypt multiple AD
RMS protected PDF files or encrypt multiple PDF files by a predefined official rights-policy
template. This tool can be used to safeguard existing sensitive data on company shares. It also
works in conjunction with the File Classification Infrastructure (FCI) feature in Windows Server
2008/2012 to classify and protect sensitive company data.

Pre-installation Information

To run this tool, you must have the latest version of the AD RMS client installed. If you have an
existing older version of the AD RMS client installed, you will need to uninstall the old version first
and then download and install the latest version of the AD RMS client from below:

For X86:
http://us-request.foxitservice.com/products/redirect.php?title=ad rms sdk x86&language=en

us

For X64:
http://us-request.foxitservice.com/products/redirect.php?title=ad rms sdk x64&language=en

us

As for using Windows Azure AD Right Management (AAD RMS), please refer to the Quick Start
for Using Windows Azure AD Right Management.

System requirements

Supported operating systems: Windows 7, Windows 8 Release Preview, Windows Server 2008,
and Windows Server 2008 R2, Windows Vista, Windows Server 2012

The following list identifies client and server platforms that can install Active Directory Rights
Management Services SDK 2.0: ¢ Windows Server 2008 R2 ¢ Windows 7 ¢ Windows Server 2008
with Service Pack 2 (SP2) « Windows Vista with Service Pack 2 (SP2) ¢ Windows Server 2012

RMS Command Line Tool Commands

The following syntax, parameter description, and example sections describe the Foxit RMS

Command Line Tool commands.


http://us-request.foxitservice.com/products/redirect.php?title=ad_rms_sdk_x86&language=en_us
http://us-request.foxitservice.com/products/redirect.php?title=ad_rms_sdk_x86&language=en_us
http://us-request.foxitservice.com/products/redirect.php?title=ad_rms_sdk_x64&language=en_us
http://us-request.foxitservice.com/products/redirect.php?title=ad_rms_sdk_x64&language=en_us
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Meaning
Elements that the user must type exactly as shown.

Placeholders for values that the user must supply.

Between square brackets [ ] Optional items.

Syntax

RMSProtector [/decryp
[/encryp
[/encryp

t <location>]
t <location> </template <name> [issuer]> [/highstrength]] [/revoke ]]
t <location> </user <name> /rights <rights>> [/revoke ]]

[/showtemplates [/sync]] [/preserveattributes]

[/showencryption <location>]
[/log <log_file> [/append] [/simple]] [/silent]

Parameters

Parameter

/decrypt <location>

/encrypt <location>
</template <name>
lissuer] > [/highstrength]

/revoke

/showencyrption
location

/showtemplates [/sync]

/preserveattributes

Description

Performs a batch decryption. This will decrypt all of the PDF files that
reside in the location that is specified with this parameter.

Performs a batch encryption. This will encrypt all of the PDF files that
reside in the location based on the rights policy template that is
specified along with this parameter.

The <issuer> argument lets you specify an issuer of rights policy
template.

The /highstrength is an updated and enhanced AD RMS cryptographic
implementation.

This parameter is used to revoke a document that has been issued, or
revoke a user that has been authorized with access rights. If you want
to use this command, you need to configure the web service first. For
detailed configuration steps, please refer to Web Service
Configuration. l

This parameter will show user permission information for the
encrypted files.

The /showtemplates parameter can show the available templates.
The /sync parameter will download the rights policy template from
the server synchronously.

This parameter preserves all the original file attributes. These
attributes includes the following: Owner, Creation Time, Modified
Time, and Accessed Time. For example, when this parameter is used
with the File Classification Infrastructure in Windows Server 2008 R2,
there can be a rule in place to delete all files that were not modified
or accessed in the last 10 years. This option preserves all these
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Web Service Configuration

To use the features of dynamic revocation, number of accesses and number of prints (additional
access rights control), you should configure the web service and SQL first. Please follow the steps
as below:

1. Configure the Web Service on your on-premise RMS server.

a) Logon RMS server as Administrator.

b) Download the Web Service zip from:
For X86:
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService 32.zip
For X64:
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService 64.zip

¢) Unzip the Web Service zip and get the fxrmsext from it.
d) Copy the fxrmsext to C:\inetpub\wwwroot\_wmcs.

[ &M= _wmcs
“ Home Share View
®© - 1| » Computer » Local Disk(C:) » inetpub b wwwroot » _wmes b v c‘,| [ search_
a

' Favorites Mame Date modified Type Size

B Desktop admin 8/2 9:10 AM File folder
& Downloads certification Al File folder
= Recent places decommission File folder

frrmsext File folder

= Libraries groupexpansion File folder
5 Documents licensing File folder
& Music 3 web.config XML Configuratio... 1 KB
&) Pictures

e) Run “Internet Information Services” (lIS).
f)  Right-click “_wmcs”, and then choose “Add Application...”.



http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService_32.zip

http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService_64.zip



& » DRS » Sites » DefaultWebSite » _wmes »

File View Help

0,— =TEA) = /_wmcs Home
g ?ﬂ Start Page . _
: z - W - .
495 DRS (FRMS\administrator] Filter Go -Gy Show All | Group by: Area
----- [} Application Pools ASP.NET
a-[8] Sites . @ . F 15
4 Site "ﬂ @ rﬁﬁ -
{ E _wmecs MNET METS MET Error MET .MET Profile .MET Roh
b3 acﬂ Explore ilgtion Pages Globalization
D"? b Edit Permissions...
P"é‘ d
Dé‘ gr|_n§ Add Application...
b lig i Add Virtual Directory...

DE—_;-j CentE Manage Application 3

b (P CentS Refresh @ 6

&
K Remove

entic.. Compression  Default Directory  Error Pag
Document  Browsing

- Switch to Content View

=
- =
Request 551 Settings

Filterinn

g) Input the following information into the Add Application dialog box.
® Alias: fxrmsext
®  Physical path: C:\inetpub\wwwroot\_wmcs\fxrmsext

Site name:  Default Web Site
Path: f_wmcs

Alias: Application pool:
(frrmsext | |_DRMSAppPOoI

Example: sales

Physical path:
| Chinetpub\wwwroot\_wmcs\frrmsext

Pass-through authentication

‘ Connect as... ‘ | Test Settings...

["] Enable Preload

h) To avoid repeated authentication, we should disable the Windows Authentication and
enable the Anonymous Authentication. Click “fxmsext” in Connections Pane, and then
double-click “Authentication”.

NOTE: For data communication security, PDFs will be encrypted with AES algorithm by
default.





@ v DRS » Sites » DefaultWebSite » _wmes » fumsext »

File View Help
Q-iH|H |8
----- ?ﬁ Start Page

483 DRS (FRMS\administrator)
@ Application Pools
(8] Sites
46 Default Web Site
4. F _wmes
|‘> @ admin
D@ certification
b@ decommission

; aspnet_clien
p-ﬁ CertEnroll
b--@ CertSry

i) Enable the “Anonymous Authentication” and disable the “Windows Authentication”.

/ wmcs/fxrmsext Home

Filter - W Go - Show All | Group by: Area -
ASP.NET
5 ¢ E &
= = =
s & ¢ © 2
NET NET MET Error NET MET Profile  .NET Roles  .NET Tr
Authorizat... Compilation Pages Globalization Level
=]
SMTP E-mail
1S
2 o [0
L o &
ASP brpression  Default Directory  Error Pages Faile
Document  Browsing Request”
%‘ & | Configure authentication settings for sites and applications |
Request 550 Settings
Filterinn

[ » DRS » Sites » Default WebSite » _wmcs » furmsext »

File  View Help
@ -z
o ?ﬂ Start Page

195 DRS (FRMS\administrator)
@ Application Pools
4.[8) Sites

4 Default Web Site
A@ _wmcs
D@ admin
D@ certification
ST " —

2. Configure the SQL.

a)
b)

Authentication

Group by: Mo Grouping =

MName - Status Response Type
Ancnymous Authentication Enabled

ASP.MET Impersonation Disabled

Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Disabled HTTP 401 Challenge

Navigate to C:\inetpub\wwwroot\_wmcs\fxrmsext.
Right-click “Web.config” file -> “Open with” -> “Notepad”.





furmsext

Share View
, v Computer » Local Disk (C:) » inetpub » wwwroot » _wmcs » furmsext v & | E
MName Date modified Type Size
J bin 7/1/2014 7:54 AM File folder
ds #| fermsextservice.asmx 014 10:18 PM ASP.NET Web Ser... TKB
aces j Web.config Frasmaam-a AM O CONFIG File 2KB
Open
Edit
Tts Open with b | e Microsoft Visual Studio 2010
Restore previous versions | j Motepad
Send to 3 Choose default program...
Cut
Copy

Create shortcut
Delete

Rename

Properties

c) If you want to log on to the SQL Server through Windows Authentication, you just need
to alter the SQL Server information by inputting the IP address or computer name and
then saving the change.

<appSettings>
<add key="MyDB"

value="ServersSQL2005 DataBase=RMSExtService;

Integrated Security=SSPI; Persist Security Info=False” >
</add>

NOTE: If the computer name include *-, please ensure you are using SQL 2012 version or
higher.
d) If you want to log on to the SQL Server through SQL Server Authentication, please
follow the steps:
i Copy “Server=SQL2005; DataBase=RMSExtService; User ID=myUsername;
Password=myPassword”.
ii. Paste and replace “Server=SQL2005; DataBase=RMSExtService; Integrated
Security=SSPI; Persist Security Info=False”.

Gle Edit Format View Help

<?xml version="1.8"2>

<configuration>
-
|"Ser‘ver=SQL2895; DataBase=RMSExtService; User ID=myUsername; Password=myPassword"
-

<appSettings> \
<add key="MyDB"
value%"&rver:SOLzaas; DataBase=RMSExtService; Integrated Security=SSPI; Persist Security Info=False"]>
<fadd>

</appSettings>

iii. Alter the SQL Server information. You can input the IP address or the computer

name.
iv. Alther the “User ID” and “Password”.
V. Save changes.

e) Create the data base and tables.
i Log on to the SQL Server as Administrator.





Get the .sql file from the Web Service zip you downloaded before.
Double-click this file to create the database and tables, and then click “Execute”.

Ao CreateDatabaseRMSExtService.sql - DRS.RMSExtService (sa (53)) - Microsoft SQL Server Management Studio (Administrator) == -
File Edit View Query Project Debug Tools Window Help

sl S | A Newauey (RS & B9 - - F-6 | 2
44 | [RMSEdService I ¢ Execute i
Object Explorer s CreateDatabaseRMSE.. xtService (sa (33)) X _
Connect> 3 &) m 7 (2] ' Jlif object_id( RMSExtService') IS NULL +
%1 | ) AppMng Service DB 12225206c2d040b0e3de250a68¢12ed |~ EEEATE DATABASE RiSExtService -
[+ LJ Bdc_Service_DB_50bbb629ede74caeda729501bbdc9el3
# |1 DRMS_Config_drs_frms_com_443 CREATE TABLE [RM
¥ L_I DRMS_DirectoryServices_drs_frms_com_443 GO =
] LJ DRMS_Logging_drs_frms_com_443 -
# [ Managed Metadata Service_b112d53219884fc698b639dasted] _ SIIF not exists(select * from [RMSExtService].[dbo].[ConfigurationInfo])
# [J PerformancePoint Service Application_087793ecSc3f4c6c8988 = INSERT INTO [RMSExtService].[dbo].[ConfigurationInfe]([RevocationInterval
@ [ ReportServer Go
# 1 ReportServerTempDB ICREATE TABLE [RMSExtService].[dbo].[DocInfe]([ContentID] [varchar](58) NO
B [ RMSExSenice T [Templatelane] [varchar](5@) NOT HULL,
# [ Database Diagrams [Creator] [varchar](5@
# [ Tables [FileName] [nvarchar](5@) NOT HULL,
# [ Views [CreateDate] [datetime] NOT NULL,
% [ Synonyms [PrintTimes] [int] NOT NULL,
# [ Programmability [OpenTimes] [int] NOT NULL,
= @ Service Broker [RevocationFlag] [bit] NOT I.L.__J
[IsRevecation] [bit] NOT WULL) ON [PRIMARY]
# [J Storage 50
# [ Security v
# [J RMSLog Lo ~lc m >
< S w T T S | 4] Connected. (1/1) DRS (1.0 RTM) | sa(53) = RMSExtService | 00:00:00 | 0 rows

f)  Grant RMS administrator the database operations rights.

iii.
iv.

V.

Open “Internet Information Services” (11S).
Click “Application Pools” in Connections Pane. Then you can get the account

information from Identity column.
2|
@ ) |;3 » DRS » Application Pools

Internet Information Services (I1S) Manager

File View Help

qg' Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, cor

applications.
Filter: - Go % Show All | Group by: Mo Grouping -
4@ Default Web Site Name - Status  NET Fram.. Managed Pipel... Identity Applications
a3 -‘;‘m‘s L} MET w45 Started 4.0 Integrated ApplicationPeolldentity 0
b 5 Edmf‘” . 2} .NET va.5 Classic Started vl Classic ApplicationPoolldentity 0
P certification SAppPooli Started A0 Classic [FR 7

> 4 on
7 decommission |1 3 DefaultAppPool Started 40 Integrated ApplicationPoalldentity 2

groupexpansion
(¥ licensing
Db fomset
.p | aspnet_client

v v T

Open SQL Server management.
Navigate to “Security” -> “Logins”.
Check if the RMS administrator account is listed.





s CreateDatabaseRMSExtService.sqgl - DRS.RMSExtService
File Edit View Query Project Debug Tools Window Help

Pl sl S b A | NewQuery [y e o P [ 4 A B ¢
Q#MHRMSE}CI:S&M(& '|| ¥ Execute B Debug ¥ o |

Object Explorer

Connect~ 3 3l w 7 #] 3

U WS5_Logging ~
= 3 Security
= [ Logins
&, ##MS_PolicyEventProcessingLoging®
&, ##MS_PolicyTsglExecutionLoging#
A FRMS\Administrator
4% FRMS\rms_lo
% FRMS\rms_service I
% FRMS\sp_admin
A NT AUTHORITY\SYSTEM
A NT Service\MSSQLSERVER
A NT SERVICE\ReportServer
A NT SERVICE\SQLSERVERAGENT
A NT SERVICE\SQLWriter
A& NT SERVICE\Winmgmt
A sa
[ Server Roles
[ Credentials
Ca Cryptographic Providers -
< m >

P

If yes, skip to Step vi.
If not, right-click “Logins”, then click “New Login”.

L CreateDatabaseRMSExtService.sgl - DRS.RMSExtService
File Edit View Project Debug Tools Window Help
Pl (T e @ | NewQuey (el G| 4 0 B[

§ = g | [RMsExservice | ¥ Bxecute b Debug ® o |
Object Explorer v X
Connect> 3 3 m T [£] .5
U W5S_Logging ~
= [ Security
= ca e
&, 22 New Legin... in#
& #2 Filter v
AR | —
A FR Start PowerShell
A FR Reports 4
AR

A NT Refresh
£ NT Service\MSSQLSERVER
A NT SERVICE\ReportServer
£ NT SERVICE\SQLSERVERAGENT
& NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt
A sa
3 Server Roles
[ Credentials
] Cr)rr.!tographic Providers o

< m >

Input the Login name, click OK.





Sg'::n::”’ B seipt = (24 Help
é“ Server Roles
12 User Mapping Login name: |FRMS\rrn5_senrice ‘ | Search |
§ :ﬁ:::lbles ® Windows authentication
(0 SQL Server authentication
Password: | ‘
Confirm password: | ‘
[] Specify old password
Old password: | ‘
Enforce password policy
Enforce password expiration
User must change password at next login
O Mappedto certficate | v‘
() Mapped to asymmetric key | v‘
Connection [ Map to Credential | V][ e
Server: Mzpped Credentials Credential Provider
DRS
Connection:
sa
33 View connection properties
Ready Default database: | master v ‘
Default language: | <default> v ‘
ok || Cameel |
k|

Vi. Grant RMS administrator as the database owner.

55 Serpt ~ [ Help

Connechion

Server:

RMS

Connection:
FRMS\administrstor

33 View connection properties

Users mapped to this login:

Map Database

O ReportServer

Default Schema

[>

Search_Service_Appli...
Search_Service_Appli...
Search_Service_Appli...
Search_Service_Appli...

Secure_Store_Service...
SharePoint_AdminCon

JoooOooge

<]

[] Guest account enabled for: RMSExt Service

Database role membership for: RMSEd Service

[] db_accessadmin
[] db_backupoperator
["] db_datareader

["] db_datawriter

["] db_ddladmin

[] db_denydatareader

Progress =
Ready [ public
Set up the firewall.
i In SQL Server Configuration Manager, expand SQL Native Client Configuration,

click “Client Protocols” and right-click “TCP/IP Properties” to get the default port.





= Sql Server Configuration Manager
File Action View Help

e 2 B
'ﬁ S0L Server Configuration Manager (Local) Mame Order Enabled
[ SQL Server Services % Shared Memory 1 Enabled
3. 5QL Server Network Configuration (32bit| [5=Tcpyip 2 Enabled ]
b &, 50L Native Client 11,0 Configuration (32| 3~ Named Pipes 3 Erabied
I i SOL Server Network Configuration
‘ [ Treeene DT EEN
Protocol
Enabled Yes
Keep Alive 30000
Keep Alive Interval 1000
Default Port
Default port on which connection will be made
<] D BE ok | [Ccancel ][ ey [[Hen ]

|"

Run “Windows Firewall” and click “Advanced settings”.

@ @ - T |‘ » Control Panel » System and Security » Windows Firewall v G‘ ‘ Search Control Panel o |

Help protect your PC with Windows Firewall

Centrol Panel Home

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network,
through Windows Firewall
@ Change notification settings l @ Domain networks Connected @
@ Turn Windows Firewall on or
off Metworks at a workplace that are attached to a domain
@ Restore defaulis Windows Firewall state: On
Incoming connections: Block all connections to apps that are not on the list
Troubleshoot my network of allowed apps
Active domain networks: E frms.com
Motification state: Do not notify me when Windows Firewall blocks a
new app
. @ Private networks Not connected @‘
l @ Guest or public networks Not connected @‘

See also
Action Center
Metwork and Sharing Center

Click “Inbound Rules”.





File Action View Help

!"u Connection Security Rules
p B Monitoring

Inbound Rules

Name

@ saL1433

OTea mviewer Remote Control Application
OTea mviewer Remote Control Application
OTEE mviewer Remote Control Service
OTEE mviewer Remote Control Service

. BranchCache Content Retrieval (HTTP-In)
. BranchCache Hosted Cache Server (HTT...
. BranchCache Peer Discovery (W5D-In)

. COM+ Metwork Access (DCOM-In)

. COM+ Remote Administration (DCOM-In)
0 Core Metwerking - Destination Unreacha...
0 Core Metwerking - Destination Unreacha...
0 Core Networking - Dynamic Host Config...
0 Core Networking - Dynamic Host Config...
0 Core Networking - Intemet Group Mana...
0 Core Networking - IPHTTPS (TCP-In)

0 Core Networking - [PvE (IPvE-In)

0 Core Networking - Multicast Listener Do...
0 Core Metwerking - Multicast Listener Qu...

0 Core Metwarking - MNeighbor Discovery A..

0 Core Metwerking - Multicast Listener Rep...
@ Core Metwarking - Multicast Listener Rep...

Group

BranchCa
BranchCa
BranchCa
COM+ N
COM-=+ Re
Core Nety
Core Nety
Core Nety
Core Nety
Core Netv
Core Netv
Core Netv
Core Netv
Core Nety
Core Nety
Core Nety

Core Netv v |

[ <] [T [5]

< m

[>]

w

B e

Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help

v v v v

Click “New Rule...”.

File  Action

View Help

= H

e« n
‘ Windows Firewall with Advance

nbound Rules

Outbound Rules
' Connection Security Rules
p B Monitoring

Inbound Rules

MName

@ saL1a3z

OTea mviewer Remote Control Application
OTea mviewer Remote Control Application
oTea mviewer Remote Control Service
OTEE mviewer Remote Control Service

. BranchCache Content Retrieval (HTTP-In)
. BranchCache Hosted Cache Server (HTT...
. BranchCache Peer Discovery (W5D-In)

. COM+ Metwork Access (DCOM-In)

. COM+ Remote Administration (DCOM-In)
0 Core Metwerking - Destination Unreacha...
0 Core Networking - Destination Unreacha...
0 Core Networking - Dynamic Host Config...
0 Core Networking - Dynamic Host Config...
0 Core Networking - Internet Group Mana...
0 Core Networking - [IPHTTPS (TCP-In)

(@ Core Networking - IPv6 (IPv-In)

0 Core Metwerking - Multicast Listener Do...
0 Core Metwerking - Multicast Listener Qu...

0 Core Netwerking - Multicast Listener Rep...
0 Core Networking - Multicast Listener Rep...
0 Core Networking - Meighbor Discovery A...

Group

BranchCa
BranchCa
BranchCa
COM+ N
COM-=+ Re
Core Nety
Core Nety
Core Netv
Core Netv
Core Netv
Core Netv
Core Nety
Core Nety
Core Nety
Core Nety
Core Nety
Core Metv

Mew Rule...

'
'
v

<

[>]

B e

Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help

- v v w

Select “Port” and then click “Next”.





Rule Type

Select the type of firewal rule to create.

Steps:
Fule Type
Pratocal and Ports
Action
Profile

Name

What type of rule would you like to create?

) Program
Rule that controls connections for a program.

@® Port
Rule that controls connections for a TCP or UDP port.

) Predefined:
| BranchCache - Content Retrieval (Uses HTTF)

Rule that contrals connections for a Windows experience.

) Custom
Custom rule

Vi. Select “TCP”, then select “Specific local ports”, type the SQL port number, and click

“Next”.

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:
@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

L

Name

Does this rule apply to TCP or UDP?

® TCP
O upP

Does this rule apply to all local ports or specific local ports?

O All local ports

® Specific local ports: | 1433
Example: 80, 443, 5000-5010

vii. Select “Allow the connection”, and then click “Next”.





Action
Specify the action to be taken when a connection matches the conditions specified in the rule.
Steps:

Rule Type

Protocol and Ports

What action should be taken when a connection matches the specified conditions?

) ® Allow the connection
b3IEn This includes connections that are protected with |Psec as well as those are not.

) Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

O Block the connection

viii. Choose when to apply the rule.

Profile
Specify the profiles for which this nule applies.

Steps:

Rule Type When does this rule apply?

Protocol and Ports

Action [v] Domain
Profile Applies when a computer is connected to its coporate domain.

[ Private
Applies when a computer is connected to a private network location, such as a home
or work place.

[v| Public
Applies when a computer is connected to a public network location.

Name

ix. Specify the name and description of the rule and then click “Finish”.





Name

Specify the name and description of this rule.

Steps:

L
L]
L
L
L

Rule Type
Pratocol and Ports
Action

Profile

Name

Name:

[saL 1433

Description (optional):

« Back

Firish






		Web Service Configuration

		1. Configure the Web Service on your on-premise RMS server.

		2. Configure the SQL.









cynthia
File Attachment
Web Service Configuration.pdf


Foxit RMS PDF Protection Tool
User Manual

original attributes.

Performs an output to a log file. The log file contains a header that
will show the status during the prerequisite stage and a footer that
will shows the summary of the run. The log file will also show the file
count information.
The /simple flag allows the header, footer, and file numbering
/log <log_file> [/append] information to be left out of the log file. This is useful when the tool is
[/simple] used together with File Classification Infrastructure, because it will let
you append the log file without the header, footer, and file numbering
information.
The /append flag will add the new information to a pre-existing log
file. By default, if the /simple or /append flag is not specified when
you are using a pre-existing log file, the log file will be overwritten.

/silent This parameter disables console logging.

Examples

The following shows an example of decrypting files on a network share:

RMSProtector.exe /decrypt \\Share\Folder /log RMSProtector.log

The following shows an example of encrypting local files:

RMSProtector.exe  /encrypt  C:\Documents\Folder = /template  TemplateName /log
C:\Logs\RMSProtector.log

The following shows an example of encrypting an individual file on a network share.
RMSProtector.exe  /encrypt  \\Share\file.pdf /template TemplateName IssuerName
/preserveattributes /log C:\Logs\RMSProtector.log /append /simple

The following shows an example of directly encrypting files:

RMSProtector.exe /encrypt C:\Documents\Folder /user user01@frms.com,user02@frms.com
/rights VIEW,ANNOTATE /revoke

User Rights include the following:

ALL: Full control

VIEW: View document

PRINTLOW: Print with low resolution
PRINTHIGH: Print with high resolution
FILLFORM: Fill in a form

ANNOTATE: Comment in the document
ASSEMBLE: Manage pages and bookmarks
MODIFY: Modify document

EXTRACTACCESS: Content copying for accessibility
EXTRACT: Extract the contents of the document
RUNJAVASCRIPT: Run JavaScript
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Using the RMS Protection Tool in Conjunction with the Windows

Server File Classification Infrastructure

The following steps will guide you through setting up the RMS Command Line Tool and FCI.

1.

w

4.

® 2o T oo

Unzip installation package to the specified directory.

a. Logonto the FCI Server as Administrator.

b. Unzip command line tool to: C:\Windows\SysWOW64

c. If you have purchased the product, please place the key file in this directory.

Grant FCI Machine Account Read and Execute Permissions.

Log on to the AD RMS Server as an Administrator.

Navigate to C:\Inetpub\wwwroot\_wmcs\Certification, right-click on
ServerCertification.asmx and select Properties.

On the ServerCertification.asmx properties, select the Security tab, and then click Edit.

On the Permissions for ServerCertification.asmx screen, click Add.

On the Select Users, Computers, or Groups screen, to the right, click the Object Types...
button.

On the Object Types screen, place a check in Computers and click Ok.

On the Select Users, Computers, or Groups screen, under Enter the object names to select,
type <domain>\<machinename> and then click Check Names. This should validate the
machine with an underline. Click Ok.

On the Permissions for ServerCertification.asmx screen, select the newly added
machinename and verify it has a check in Read & execute. Click Apply and then OK.

On the ServerCertification.asmx properties, click Ok.

Grant AD RMS Service Group Read and Execute Permissions
On the Select Users, Computers, or Groups screen, under Enter the object names to select,
enter ADRMS\AD RMS Service Group and click Check Names. This should resolve with an
underline. Click Ok.
On the Permissions for ServerCertification.asmx screen, select the newly added AD RMS
Service Group and verify it has a check in Read & execute. Click Apply and then Click Ok.
On the ServerCertification.asmx properties, click Ok.
Restart the AD RMS server.

To create the Shared Folder

Log on to FCI Server as Administrator

Click Start, click Computer, and then double-click Local Disk (C:).

Click File, point to New, and then select Folder.

Type SharedFolder for the new folder's name, and then press ENTER.
Right-click SharedFolder, click Share with, and then click Specific people.
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f.  On the File Sharing window, in the box under Type a name and then click Add, or click the
arrow to find someone select Everyone, then and click Add.

E! File Sharing =] E3
i; ;J 2% File Sharing

Choose people on your network to share with

Type a narne and then click &dd, or click the arrowe to find sormeone,

Il | Al

Everyone
Find people...
& Administrator Chivher

I'tm having trouble sharing

“! Share Cancel

The Everyone group should now appear in the box below. Under Permission Level, select
Read/Write.

g. Click Share. The window should change and you should now see Your folder is shared.
h. Click Done.

5. Restrict Files
Log on to FCl server as Administrator

b. Copy the script from Appendix 1 into notepad and save it as
c:\windows\system32\FoxitProtect.ps1.

c.  Click Start, click Administrative Tools, and click File Server Resource Manager.

d. In the File Server Resource Manager, on the left, right-click File Management Tasks,

and select Create File Management Task. This will bring up the Create File Management

Task window.

Under Task name: enter Restrict files.

Under Description, enter Apply Confidential rights policy.

Under Scope, click Add and then browse to SharedFolder. Click OK when done.

At the top, click the Action tab.

Under Type, select Custom from the drop-down.

Sw om0

j- Under Executable, select Browse and navigate to
c:\windows\system32\WindowsPowerShell\v1.0\powershell.exe.
k.  Under Arguments, enter -File c:\windows\system32\FoxitProtect.ps1 [Source File Path].
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File Management Task Properties of Restrict files to employees of MOSS [ X] I

General Action I Notification | Report | Condition | Schedule |
Type: ICustom _'J

Executable: |C: YWindows\System32\WwWindowsPowerShell\y Browse... I
— Command settings
Arguments: |File C:\windows\System32\FoxitPratect ps1 [Source File Path’

Specify the directory ta run the command in: Working directory... |

Select variable to insert:
[dmin Email <] InsetVaisble |

Inserts the e-mail addresses of the administrators who receive the e-mail.

— Command security

To maintain security of the server, use the most restrictive account possible. This
will help safeguard the system if the process is compromised.

Run the command as:

" Local Service

Same level of access as Users account. Accesses network resources as a
null session with no credentials.

" Network Service

Same level of access as Users account. Accesses network resources using
the credentials of the machine account.

¢ Local System

Full access to the system. Do not use this account unless full access is
required, and you are certain the process cannot be compromised.

Help oK Cancel
_ Heb | | |

Under Run the command as:, select Local System.
At the top, click the Condition tab.
Click Add. This will bring up the Property Condition window.

© 2 3

Operator: to Equals, and for the Value: select Low from the drop-down. Click Ok.
Click Add. This will bring up the Property Condition window.

On the Property Condition window, make sure Property: is set to Business Impact, set the

On the Property Condition window, make sure Property: is set to dateEncrypted, and select

not exist for the condition. Click OK.
r.  Atthe top, click the Notification tab.
Click Add. This will bring up the Add Notification window.
Set the Number of days before the task is executed to send notification to 0.
At the top, click the Schedule tab.
On the Schedule tab, click Create. This will bring up the Schedule window.
On the Schedule window, click New.
Accept the defaults and click OK. This will close the Schedule window.
Click OK. This will close the Create File Management Task window.

< x g < €&
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Note:

After the installation of PowerShell, the execution of scripts is disabled by default. You must
enable your system to run the scripts. This can be done by using the following command:
Set-Executionpolicy Unrestricted.

Appendix 1

The following Windows Powershell script is used to create the file management task to restrict
files

# execute bulk tool

Sencryptfile ="" + Sargs[0] +
Sr = start-process —Wait —PassThru —FilePath C:\Windows\SysWOW64\RMSProtector.exe
—ArgumentList “fencrypt”, Sencryptfile, “/template”, “[TemplateName]”, “/log”,
“C:\ShareFolder\RmsLog.log”, “/append”, “/preserveattributes”

if (Sr.ExitCode —eq 0)

{

$c = new-object —com Fsrm.FsrmClassificationManager

Sd = (get-date).toFileTimeUTC()

$d = $d - ($d % 10000000)

Sc.SetFileProperty(Sargs[0], “dateEncrypted”, $d.ToString())
}
Note:

1. [TemplateName] in the script should be filled out with real information. If [TemplateName]
includes spaces, for example, the template name is “security audit mechanism”, the script should
be written as “/template”, ‘““security audit mechanism”’.

2. To encrypt a document by custom templates, please create custom template first (for how to

create a custom template, please refer to Create Template), and then copy “Foxit Software”

folder under C:\Users\User name (the current user of the operation system)\AppData\Roaming
to C:\Users\Default\AppData\Roaming.

Custom Template

Foxit RMS PDF Protection Tool allows users to encrypt documents by custom templates. You can

In

create custom templates by Configuration Tool, call “showtemplates” command to display the
custom templates and then encrypt documents by the created template via “encrypt” command.
Also, you can manage the custom templates with the Protection Tool. Please refer to the

instructions below for details.

Create Template

10
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To create a custom template, please see the following steps:
1. Run the file “Foxit Configuration Tool.exe” in the unzipped folder and choose Custom Template
tab.
2. Click Create.
[E Foxit Configuration Tool [

Custom Templates | Security Watermark

A rights policy template defines the rules and conditions applied to content protected by using the template.

Template List
|
Template Description
new new

[Br Edit [& Delete

3. Click Add in the Create Custom Rights Policy Template dialog box.

Create Custom Rights Pclicy Template u

Add Template Identification Information

| 1.Add Template Identification | ' Rights policy templates can support dlients with different Bnguages. Configure
this template's identification information for each language supported on your
2.Add User Rights client computers.

Temnplate Identification

3.Specify Expiration Policy
Language Mame Description

4.Specify Extended Policy

[ Edit [& Remove

< Back Next > Cancel

4. Choose the language and edit template name and description. Click OK. The template name
and description will be shown in the Template Identification list. You can type the name and
description with different languages for the template you want to create via clicking Add.

5. Click Next to turn to Add User Rights.

11
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Create Custom Rights Policy Template (e S|

Add User Rights

1.Add Template Identification Specify which users and groups have rights to work with content protected
using this template.
|2.Add User Rights | Users and rights
3.Specify Expiration Policy Add
|
4.5pecfy Extended Policy Remove

E
(=}
=
o
g
=
w
i

Full control

View document

Print with low resolution

Print with high resolution

Fill in a form

Comment in the document
Manage pages and bookmarks
Mndife dnrument

m_|»

[[Tuser can request additional permissions fram:

< Back Next = Cancel

6. Click Add button to simply add users you would like to assign the rights.

> Input e-mail addresses in the field under “The e-mail addresses of users or groups” option or
click Browser button to select email addresses from Outlook.

»  Select Anyone to allow all the users to work with the encrypted PDF files.

»  Click OK to finish adding.

Add User or Group u

Type a semicolon to separate email addresses of users or groups for which
you want to specify rights to protected content using this termplate. To
specify everyone in an organization, select "Anyone”.

@ The e-mail addresses of users or groups

Browse...

) Anyone

o

7. Check PDF permissions for the above users. You can set the permissions for all of the users or

set different permissions for different users.

8. User can request additional permissions from: if users want to apply for any permission, the
application will launch the email client and list the email addresses you typed into the text in the
Recipient's Address automatically. You can type a URL as well.

9. Click Next to set the expiration policy.

12
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Create Custom Rights Pclicy Template u
Specify Expiration Policy
——
1.Add Template Identification Specify content and use license expiration conditions associated with this
template. Continued access to content protected by this template requires
2.Add User Rights that expired content be re-protected and use licenses be renewed. Use

license renewal generally occurs without action by the use license holder.

|3.Spec'rfy Expiration Policy |

[ Content expiration
4.Specify Extended Policy -

@ Never expires

(2) Expires on the following date: 2014/ 8j22 11:08

() Expires after the following duration{days): 1

Use license expiration

& Reqguires user to re-verify permissions with the |0
server after the following duration(days):

<Back | Ned> | [ Cancel |

Content expiration

Never expires: the PDF content can be viewed indefinitely.

Expires on the following date: the PDF content will expire on a given date.

Expires after the following duration (days): the PDF content will expire after the desired days
selected.

Use license expiration

Requires user to re-verify permissions with the server after the following duration (days): users
need to apply for a new license to open the encrypted PDFs several days (the number you type

into) later.

10. Click Next to specify extended policy.

13
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Create Custom Rights Policy Template u
Add Security Watermark b
=™
1.Add Template Identification Specify additional conditions for content protected using this template.
2l U e [F] security Watermark
3.5pecify Expiration Policy Select

|4.5pecrﬁr Extended Policy | [l onty allow access by this IP range:

[l only allow access to these pages:
(Sample:1-3,5,8-%)
[CINumber of accesse:

[ Number of prints:

<Back || Finsh | [ Gancel

Security Watermark

To add security watermark, please check Security Watermark first, and then follow the steps
specified in Add a required watermark.

Only allow access by this IP range:
Check the option and specify an IP range that is allowed to access a document.

Only allow access to these pages:
Check the option and specify the page number(s) that a user is allowed to access.

Number of accesses:
Check the option and specify the number of times that a user is allowed to access a document.

Number of prints:
Check the option and specify the number of times that a user is allowed to print a document.

11. Click Finish to complete creating the template.

Note: If you want to control “Number of accesses” or “Number of prints” in an on-premise
environment, you need to configure the web service first. For detailed configuration steps, please
refer to the attached Web Service Configuration.

Manage Custom Template

You can edit and delete the custom templates you created by Foxit Configuration Tool.
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To edit a template, please follow the steps below:

1. Run the file “Foxit Configuration Tool.exe” in the unzipped folder and choose Custom Template
tab.

2. Choose the template you want to edit and click Edit to open Edit Custom Rights Policy
Template.

Edit Custom Rights Policy Template ﬂ

Template Identification | Users and Rights | Expiration Policy | Extended Policy |

Rights policy templates can support dients with different languages. Configure
this template's identification information for each language supported on your
client computers.

Template Identification

Language Mame Description
Chinese (Simplified,... new new

| & Add | | Edit & Remove

[ ok || cancel |

3. Edit the template as required. For the instructions on how to edit the template, please refer to
Create Template for details.

To delete a template, select the template you want to delete, and click Delete and Yes.

15
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ﬂ Foxit Configuration Tool l&l
Customn Templates | Security Watermark

A rights policy template defines the rules and conditions applied to content protected by using the template.

Template List

Template Description
new new
1 1

e | Goseted

Foxit Configuration Tool

:] The selected ternplate will be deleted, are you sure?

Yes | ’ Mo

Security Dynamic Watermark

Create and manage dynamic watermarks

Dynamic security watermarks automatically display viewer identity information on protected PDF
files to protect against compromise from screen shots and cameras.

Create dynamic watermarks

Unzip the installation package on RMS server.
2. Run the file “Foxit Configuration Tool.exe” in the unzipped folder and choose Security
Watermark tab to open Security Watermark Management.

3. Add arequired watermark.

16
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[ Foxit Configuration Tool &J
| Custom Templateg| Security Watermark
Select profile Preview
| New Profie
= fatermark Template
Highly (;onﬁdentlal New Profil
Open time
#| Current User
Edit

i. Click New Profile to create a profile and name it.

ii. Select a profile you created and click Add to add watermarks in the profile.

iii. Type the watermark’s name.

iv. Type the watermark’s content in the text box and set the font, size, color, underline, and
alignment.

Note: you can only set text as watermark.

v. Choose the Dynamic Text. When any PDF reader opens the file, the watermark will show
the current document information dynamically and you can use multiple texts at the same time.

Content ID: shows the content ID of the current document.

Document Title: shows the current document title.

Author: shows the author of the current document.

Current User: shows the current user who is reading the document.
Date: shows the current system date when opening the document.
Day: shows the current system day when opening the document.
Month: shows the current system month when opening the document.
Year: shows the current system year when opening the document.
Time: shows the current system time when opening the document.
Hour: shows the current system hours when opening the document.
Minute: shows the current system minutes when opening the document.

Second: shows the current system seconds when opening the document.

vi. Set the appearance by choosing the rotation degree and the opacity. You also have the
option to make the scale relative to target page.

vii. Set the vertical and horizontal distance between the target page and the watermark.

viii. Choose the page range to play the watermark. You can select the different page range
options via clicking the right items in the subset list.
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ix. Preview the watermark in the right pane.

x. Click OK to finish it.
Create Security Watermark - lﬁj

Mame: company information

Source Preview
Fremont CA - Font:|gystem v| Size: 18 ¥
us

@ Text: -
g~ » L]

Dynamic text: |-—Select dynamic variable— +

Appearance

Rotation: -45% @ HNone 452 Custom  0°
Opacity: { 100%
Scale refative to target page

Position

Vertical Distance: 4.8 : |Inchas v| from |Centar v|
Horizontal Distance: 2.5 = |Inches vl from |Center '|
Page Range Options
@ Al Pages
Pages:
Pages from: | 1 < to: 1

Subset: |All pages in range -

o]

Manage dynamic watermarks

Edit a Watermark
i. Open the Security Watermark Management and select a watermark you want to edit.
ii. Click Edit to open the Create Security Watermark dialog box.
iii. Begin editing the watermark, please refer to “Add a required watermark”.
iv. Click OK to finish the operation.

Delete a Watermark

i. Open the Security Watermark Management and select a watermark you want to delete.
ii. Click Delete to remove the selected watermark.

Add dynamic security watermarks to a custom template

To add dynamic security watermarks to a custom template, select the dynamic security
watermarks as needed while creating the custom template.

Add dynamic security watermarks to an official template

To add dynamic security watermarks to an official template, you need to use Foxit Configuration
Tool (for RMS server). Steps are as follows:
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Log on to the RMS server.

2.  Download the Foxit Configuration Tool from:
For X86:
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/FoxitConfigurationTool 32.zip

For X64:
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/FoxitConfigurationTool 64.zip

3. Unzip and run the Foxit Configuration Tool.

E 2.

Template Extended Policy Document Revocation User Revocation

L £} =

Security Watermark Audit Log Valid Network Printer Setting

4. Click Template Extended Policy. Select a template to edit.

19
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G Foxit Configuration Tool = =] =

< ITempIate Extended Policy

Edit - Edre

Template Name Sec . .
ViewOnly Watl ViewPrint

ViewPrint
Security Waterrmark:
| Watermark Template Select

Only allow access by this IP range:

‘192.168. 0.1 |—|192.168. 0 . 120

Only allow access to these pages:

| 3,59,15-* | (Sarmple: 1-3, 5, 9-%)

Mumber of accesses:
Number of prints:

Mote:
Please refer to user manual to configure the web service when trying
setting ‘number of accesses and 'number of prints'.

ok || cancel

5. Click Select, and then follow the steps specified in Add a required watermark to add

watermarks to official templates.

Dynamic Revocation

Revocation is a mechanism that revokes a PDF document that has been issued, or revoke a user
that has been authorized with access rights. For example, you can remove access to a document
when it becomes out of date, or remove rights for an individual when he is no longer authorized.

To revoke a PDF document or user in an on-premises environment, please refer to the attached
Web Service Configuration to configure the web service first.

Revoke a PDF Document

1. Log on to the RMS server.
2. Download the Foxit Configuration Tool from:
For X86:
http://cdn01 .foxitsoftware.com/pub/foxit/rms/configtool/FoxitConfigurationTool 32.zip

For X64:
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/FoxitConfigurationTool 64.zip

3. Unzip and run the Foxit Configuration Tool.
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E

Document Revocation

L 8

User Revocation

Template Extended Policy

A

Security Watermark

£} =

Audit Log Valid Network Printer Setting

4. Click Document Revocation.

Document Revocation

Add the document to the Revocation List.

B” Content ID v

File Name Date Time [ Add
08/28/2014
FoxitTempPDFFile 08/31/2014 07:57...
1.pdf 08/31/2014 22:36...
1.pdf 08/31/2014 22:39...

Content ID Template Name

{A408AAEC-AZTE-... administrator@frms...
{BBDD742E-3EC94... ViewOnly administrator@frms...
{992AD148-7A6D-... ViewPrint employeed1@frms....
{653B6A49-BB27-4... ViewOnly employeed1@frms....

Browse

Mote:

{919194AF-62764...
{D090F0BG-G4BF4...
{2057C07C-9A814...
{1A841E91-49F34...
{1926DBFE-8E364...

Restricted Access
Restricted Access
open2

ViewOnly
Restricted Access

administrator@frms...
administrator@frms...
administrator@frms...
administrator@frms...
administrator@frms...

P_NO.pdf
IP_YES.pdf
QOpen_2.pdf
Pages.pdf
Print_1.pdf

09/02/2014 00:53...
09/02/2014 00:54...
09/02/2014 00:56...
09/02/2014 00:58...
09/02/2014 00:59...

(]

You can click Browse to
select a document from

local drive to Revocation
List.

Revocation List

Content ID

{80300714-88884...
{0FOFA17B-C5984...

Template Name
Restricted Access
Restricted Access

Creator

administrator@frms...
administrator@frms...

File Name
test.pdf
Revocation_User.pdf

Date Time

08/28/2014 23:27...
00/02/2014 01:06...

W[ ]r»

5. Select the PDF document you want to revoke, click Add button to add the document to the

Revocation List. Or you can click Browse to select a document from a Icoal drive to add to the
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Revocation List.
Revoke a User

1. Log on to the RMS server.
2. Run the Foxit Configuration Tool.

E 2.

Template Extended Policy Document Revocation User Revocation

£} =

Security Watermark Audit Log Valid Network Printer Setting

3. Click User Revocation.
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< | User Revocation
User Revocation List
User Name Date Time
& employeed1@frms.com 09/02/2014 01:08:55
Select User or Group _

Select this object type:
[er | [[obiect Types... |
From this location:
|fn115.com | | Locations |
Enter the object name to select {Examples):
manager(l] imanager01&fms.com Check Names

Add Remove

6. Click Add button to add a user to the User Revocaton List.

Quick Start for Using Windows Azure AD
Right Management

Enable Windows Azure AD Rights Management for your organization:

® Download the Windows Azure AD Rights Management administration module
(WindowsAzureADRightsManagementAdministration.exe) for Windows PowerShell
from here.

® Inthe local folder where you downloaded and saved the Rights Management
installer file, double-click the file
WindowsAzureADRightsManagementAdministration.exe to launch installation of
the Rights Management administration module.

® Open Windows PowerShell.

® Type the following commands:

v" Import-Module AADRM
v" Connect-AadrmService -Verbose
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Enter your Office 365 credentials when prompted, for
example“user@company.onmicrosoft.com”.
Type the following commands:

v" Enable-Aadrm
v" Disconnect-AadrmService

24
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Contact Us

Feel free to contact Foxit should you need any information or have any problems with our
products. We are always here, ready to serve you better.

o Office Address:
Foxit Software Incorporated
42840 Christy Street. Suite 201
Fremont CA 94538
USA

e Mailing Address:
Foxit Software Incorporated
42840 Christy Street. Suite 201
Fremont CA 94538
USA

o Sales:
1-866-680-3668 (24/7)
e Support:
1-866-MYFOXIT or 1-866-693-6948 (24/7)

e Fax:
530-535-9288

o Website:

www.foxitsoftware.com

o E-mail:

Sales and Information - sales@foxitsoftware.com

Technical Support - Input a trouble ticket online

Marketing Service - marketing@foxitsoftware.com
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