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PDF Rights
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Content Expiration Date
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Manage Custom Rights Policy Templates

A rights policy template defines the rules and conditions
applied to content protected by using the template

Foxit Reader
AFEA} A B A

-

Template List
Template Name Description
2. AHEXF AT M HES W TSt AE 27| ol dds Sy
3.(84) 71E9 BBUS 7| YT $HES TSR,
4. 0l0j2 M3 HES 0|2 U HYs HLAY FIE 2SR g
SEELCH B3 0|50 282 HES AlE 22E0 BAl ELUCL
Create Custom Rights Policy Template (]
E’E Add Template Identification Information
=
1.Add Template Identification Rights policy templates can support clients with different languages. Configure
" this template's identification information for each language supported on your
2.Add User Rights client computers.
3.Specify Expiration Policy Template Identification
Language Name Description
4.Spedfy Extended Policy
Add Edit Remove
5. ARBAL H FILE Qs ChES ZESHMAIR. AR ATHoN FIHE S ESHUAR.
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Create Custom Rights Policy Template

@ Add User Rigths
=

1.Add Template Identification Specify which users and groups have rights to work with content protected
using this template.
2.Add User Rights Users and rights
3.Specify Expiration Policy Add
4.Specify Extended Policy Remove
Rights for user:

m

ying for Accessibity

[”] User can request additional permissions from:

Next
6. AMSR S 18 37t fSARIN ALY 1 OlHYS ST WS BIsD
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Add Users or Groups (X

Type a semicolon to separate emai addresses of users or groups for which
you want to specify rights to protected content using this template. To
specify everyone in an organization, select "Anyone”.

© The e-mail addresses of users or groups

) Anyone
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Create Custom Rights Policy Template ]
Spedify Expiration Policy
1.Add Template Identification Specify content and use license expiration conditions assocated with this
template. Continued access to content protected by this template requires
2.Add User Rights that expired content be re-protected and use bcenses be renewed. Use
" license renewal generally occurs without action by the use license holder.
3.Specify Expiration Policy
— o Content expiration
4.Specify Extended Policy
() Expires on the folowing date: 5/25/2016 ~ 13:39
©) Expires after the following duration(days): 1
Use license expiration
- Requires user to re-verify permissions with the 0
‘ server after the following duration(days):
[ <Back ][ Net> ] [ Cancel |
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Create Custom Rights Policy Template X
Specify Extended Policy
=
1.Add Template Identification Specify additional conditions for content protected using this template.
2.Add User Rights Visecurty ke
Watermark Template

3.Specify Expiration Policy
P Spedf Extend;d }oﬁy "] Only allow access by this IP range:

| Only glow access to these pages:

(Sample: 1-3, 5, 9-*)
[ <Bock | Fmsh ] [ Cance |
11 #8E 2sio] YB3 UET|S ARELCH PSS HY > ADRMS HOt > HEHE

Hot YO e

=
[El
1]

22 44

HAHOIRE F7517| o HA

[El
KU
]
/o
0=
0x
ot
o
ot

LICt Z2Eo| 2 E 2/EOt3 &= PDF O

Note: Z2Z=2 MEYg + U= & ofLe} EY HHOITE A& + AUsl/c) S8

+

Z2Zo) F£18la 4L YEHOITE HESLAIL.

. 5O > ADRMS B3 > 4% > 2o YE0AES Meisio] ot YE{OA Bal s}
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Manage Security Watermark L]

Select profie Preview

-]
Highly Confidentil
¥’ Open time

Current User New Profie

Add

Delete

Import...

Export...

o) [ o
2. QIE{OIa &7}
M YEIDIE F7bstE{® ChS T 20| THBHMALL:
« HOFQIE{OIT HZE P MME Z2LZ MES 3 T2 YEOIIE FIt}

?3l F7HE SEGIUAIL.

. SEOfR9l 0|22 YHLILH

o  HXAE YXof YEOIRS LES YT £ =&, 7| MY, EE B 2FEUCL

BZ: fEHOISZE AEQ 45 + Azl/C)

« SN HAEE JHYLICH PDF 2|67t oS E Of YEOIRE EMe 28 SHe=R

o ALEXE X EME L Us AMEAE EAFLCH

2 EME E I A2EO ERE EOoFLICL
2Y: EME € M A2Ee 225 2oFLCL
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He: EME ¢

[e:]

(e:]

W A"l EE EOELIC

M A"l H=E BEoFLIC

AMZh EME @ I A2EQ AlZtE EOELIC
Al 2ME € W Al2"E2 AlE EXFELCH
= 2ME € M A28el 25 20FLICH
= 2ME € M A2Eel =5 20FLICL
o SR IFAEZ MHYSH ZYS 2FLH L e HOo[X|of %y 37§ =EE =+
e SHZ NEYE 4= ALt
o i HO[X|2t RAEDIIZES 7t2 MZ ZtHS 2-L
« SEHOIAE HEY HOIX| HAE METLCEL 5t7l SF0A CHE HO[X| #e SH=
Mg & AdgUrt
+ 2EF BOM /AHOIFIE 0|2 4L
. ol zasiol opALC
Edit Security Watermark oy
L Sl iohly Confidental
Source Praviaw
- HIGHLY CONFIDENTIAL Foat: [Gystem  =| Sge: -
; m [E]
Dynamic text: | —Select dynamic varable— =
Appearance
Retation: (0 45° Mong @ 45° Customn 459
Opacty: 0%
¥ Scale relative to target page 50%
Position
Vertical Distance: 0,00 \Parcent x| from |Cemter |
Horgontal Dstance: (.00 |Percent - from | Center x|
Page Range Options
@ Al Pages
Pages:
Pages from: o:
Subset: | Al pages in range -
oK Cancel
3. QOIS BY U AH

HHOE #HY
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Ml

&=
1 PISf YEOITE Yt FY HER EBT ML xml GYE LY E Foxit Reader
MSDOA T EHEZ0 FHFA L.
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&z A2 HEANE & QgL/t) (478 F93M 45 &8 + 22

‘appData.Name”Zf “appData.Value’E LZLIA DfOofA AtEE = UZL/CF)

Foxit +4 =4
Foxit Reader RMS ©37|= RMS MH{O|A E|X7t O LIS 835 MHS 28g = Qo=

gt 79 =78 MIYUCE #2xts Y 4 =78 ME/AMESA & + UA2H, 34

Wrapper It ALXAlsH S

mjo

Yo otE PDFO| 74 =78 AFESH| @5 Chaak 20| ARSHYA|L:

e RMS AMujo] 2291 FLCh.

o  Foxit Configuration +4 T E of2f I0A CHRELE Y& L|CE
X86 &:

http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/8.x/FoxitConfigurationTool_32.zip

X64 &:

http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/8.x/FoxitConfigurationTool_64.zip

. U A 3 Fodt Y STE MBATIHAIQ Foxt TH T FoIN 02 =752

>

teg = ASLILE
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http://msdn.microsoft.com/en-us/library/windows/desktop/bb403260%28v=vs.85%29.aspx
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/8.x/FoxitConfigurationTool_32.zip
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/8.x/FoxitConfigurationTool_64.zip

Foxit Reader
AFEA} A B A

Template Extended Policy Rewvocation Extended Policy

Audit Log Valid Network Printer Setting Editing Wrapper Content

Foxit 74 £7# 3

Foxit 74 E75 Sojd, Balfte €A 34 YZ3o HIE FUS WYY 4 AL

< | Template Extended Policy

Edit
Template Name: Security Watermark  Access Pages Access Times  Print Times Access IP
Expiration
test{guanfang)
watermark ‘Watermark Template

BE: Foxit 78 7 HoZ Eopals xo H2A | < wES 25448,
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X sl

SiX|= olo| EZ &l PDF ZME F20ts HALUSYLCE 2EHQl SiX[2] AHE2 AFHEALZE
GOl ABHOl AL 7|80l XILHA EOf EM S diXlg I 7HEH2 =z dots
HM7Hot=s AYLCt

&= : on-premise 2tZ0|Af PDF ZA/AFEAIE S8 flef & Ab/~ F&= HE3d &
AHI22 SQLE BIA ZHEEE of FTLHAL. I LfE Foxit 774 =7 &0 2= A =7E

Meferof WES SEP £ BYY GL/c}

PDF 2ME BliXI5t7| 2l 2M sliXIE SHYLICE SHX|E |dt= PDF 2AME M=t
F7t HES =0iM SiX| 2|AE0| FItetLTh E= 2F E2j0|20]| SiX| 2| AES
FItoE7| flet 2ME AESY| flo HotRIIE Y = USLICL SHXE Mt

SiX| 2|AEQl EME MESI HA HES FEUAR.

<} Foxit Configuration Tool [=T= |

Add the document to the Revocation List | _0.._ | Cortent IO v|
Content ID Template Name Creator File Mame Date Time ~ Add
{BAEFBAF2-28E83-4... Expiration admiristrator@mo...  ADFStest.pdf 03/22/2016 13:16...
{BCD3CSDO-8AJA-... Expiration admiristrator@mo...  ADFSE.pdf 03/22/2016 15:38... Erowse

{S0S8F9ES-F101-4... 1130-6 rre@mobide.dev.fo...  323-33.pdf 03/23/2016 12!

4ADZ4834-0027-4... 1130-6 rme@mobile.dev.fo...  323-44.pdf 03/232016 12:19... hate:
L o /2320 You can chok Browsa to

{D0B9CIC1-6180-4... 1130-6 rme@mobie.dev.fo...  323-55.pdf 03/23/2016 12:20... select a document from
{1107026E-26(B-4... 11305 rms@mobie.dev.fo... 323-88.pdf 03/23/2016 13:58... local drive to Revocation
{AE4T2029-DI55-4... low print admiristrator@mo...  low print.pdf 04/01/2016 16:25... | Lst
W4 2/ |r 0
Revocation List
Content ID Template Name Creator File Mame Date Time Rermcve
2233 444 dd dd.pdf 09/09/2015 00:00...

MEXE BRISHZ| ?f8 A8XL SHX[E SEHTYLICH AEAF SiX| 2|2E0 7t 37| 2{sH

F7t HES SEOHUAIR. XIS M E 2[AE0 U

rr

MEXE HUHSIL HAH HES
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Foxit Reader
-2

< |RPvnratinn - )

Uksar Rewocation List

User Name
& testerD1@mobiie, dev. foxitsoftware.cn

Date Time
02/25/2016 12:42:19

S3E Y

Foxit 74 =7= PDF EAS0| 2%t PDF B2 2t HOJE F7t5H7| 23l

A3 B2

—

on-premise SHA0| M £M AQXHOA H2 H4of

SxE YMug
24 HMoiS @

S AEE BUCL £ ABANS XFS| Mol 2 MHA HAMHS Hxsol o MH|Agt
SQLES BIX BEEY o FYAQ 2|1 LA Foxit T4 =T Ao AWEH M £78
Meistn HES SANN =RE ABIHS St=2 U

< |l'>:IFanl=dPnIirV - )

following items. To specify the

Compiete PDF protection and control of document usage. The policy wil allow document owners to control the

of accesses’ and ‘rumber of prints” items in an on-pr

emise environment,
Please refer to Web Service Configuration to configure the web service and SQL first, and then enable Extended
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AL 23

Foxit Reader (MSD)= AFX}7} RMS 2 HSHIE MASO| QIZ2Q AMO| BE(E7F ZAO

o, o ZA0 2

7|55t0 018 =Y 4+ YEE 6

FAAR. Q2|0 LA Fodit 4T =7 HojM ZAt 21 278 Mol

EFE 293 AldYCH

a, oA a2

AN 1

oA EZEfAn B2 45 07 3)=2

HX10) W AH| 29} SQLE WX BHHT o

[
T
rim
lo
Hu

[ ser Action
rrs@mobie.d... Closed

rms@mobide.d... Closed
rs@moble.d... Closed
rmsmoble.d... Changed
rms@mobde.d... Saved
rsmobde.d... Closed
rs@mobde.d... Closed
rms@mobile.d... Changed
rme@mobile.d... Saved
re@mobie.d... Closed
rre@mobile.d... Closed
rms@mobie.d... Closed

R Cremanmd

Fiie Name
miobie. pdf
w0k, pdf
xooox, pdf
wooo, pf
oo, pdf
woooo, pof
00000 pdf
w0000 pof
w0000 pof
w0000 pof
woo0ocpdf
woooocpdf
w0000 pdf
w000 pdf
woooo.pdf
oo, pedf
oo, ppdf
oot ppdf
oo, ppdf

PR

Foxit Configuration Tool

Date Time P

3172016 10:14:0...  10.203.17.122
3172016 1:45:44 ... 10.203.17.122
3f17/2016 1:46:32 ... 10.203.17.122
3f17§2016 2:07:20 ... 10.203.17.122
31742016 2:07:56 ... 10.203.17.122
3f17/2016 2:42:12 ...  10.203.17.122
3f17/2016 2:45:58 ... 10.203.17.122
3f17{2016 2:46:58 ... 10.203.17.122
3f17{2016 2:46:58 ... 10.203.17.122
3f17/2016 224703 ... 10.203.17.122
3f17/2016 2:47:21 ... 10.203.17.122
317/2016 2:49:11 ... 10.203.17.122
3(17/2016 2:50:21 ... 10.203.17.122
3117/2016 2:50:26 ... 10.203.17.122
317/2016 2:50:27 ... 10.208.17.122
3/17/2016 2:50:41 ... 10.208.17.122
3/17/2016 2:50:45 ... 10.203.17.122
3/17/2016 2:50:50 ... 10.203.17.122
3/17/2016 2:50:55 ... 10.203.17.122

AHTIWOAE A0
]

277 1800 100

Export

Printer Name Copies  Print Range  ~ |
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Foxit Configuration Tool

Printer Ports List

Remowe
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£ KONICA MINOLTA 423SeriesPS on chenlin-chenlin Properties

| General I Sharing J Ports lAdvanced I Color Management ] Security I Device Settings

0;'/ KONICA MINOLTA 423SeriesPS

Print to the following port(s). Documents will print to the first free
checked port.

Port Description Printer

[F4]1P_192.168.3.239  Remote Printer Ports

2. "Foxit StZAMHE T=3"o| CHAMRIY| =2
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Foxit Reader

A A

o

Searching for available printers...

Printer Name Address
i Lexmark X652de (Lexmark International) 192168.0.7

—_—

e — o [ sop ]

< The printer thatIwant isn't listed

Find a printer by name or TCP/IP address

(©) Browse for a printer

@ Select a shared printer by name

le:\\c \pri or

P P

E
http://comp me/pri /printername/.printer

() Add a printer using a TCP/IP address or hostname

Et%7| Windows 7| + RS =2 #¥8%= o £ F7I& /%= Z2H URL

| TEE X7} CisjArxtel ohjol what mRIE AJtE etEdic

ZEA

mjo
e
1%
ot
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f 7 Run &‘

=  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: \192.168.3.239 -

%' This task will be created with administrative privileges. |

Y oist A0 Z2IHE 2EF 29 = Hw0M AdBS HEeYCh

‘& » Network » 1921683239

Organize v Network and Sharing Center View remote printers
{ Favorites !
Deskt =
Bl Desktop .‘IE
$ Downloads Open
=, Recent Places Connect...

Create shortcut
~u Libranes
+ Documents Properties
J Music
! Pictures

B Videos

-

BX|

rH

A T
Foxit 02 % 3lEl PDF S CHE PDF HO{2 YH EX|(PDF 0|X|)0f 2% slEl PDF IS
7| I8l Foxit Reader/PhantomPDF & LC}2E0}OF StCh= O A|X| 7} LEEFE L] C} Foxit
2ddd =70A AdSts PDF mps MESI0] BX|E AMEAte & + AFUCH

—

BX| AHEXAtRIE HESH| flof fldl_B MHA FdS FH=s0] B MH|A2F SQLS HA

Metotn 2yse 9l HES 22 & sle PDF IYg MeLict
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G| Foxit Configuration Tool ';Ii-
I

If you open a POF which is encrypted by Foxit with ather POF programs, a wrapper (which is actually a POF
page) will prompt you to download Foxit PhantomPOF/Reader to open the POF. If you want to edit the
wrapper content, please save the updated content as a PDF file, and click “Select” to choose this POF file.

Wrapper: | 123455.pdf | [ select

Windows HE HS (WIP-Foxit Reader MSI I 7| X|Oj| ATt ALE 7tE)

7IHollA JHR BIOIE (& M HO|E)E H=sfotn &

)

ot

ot5tof AEZ2H0|= HIOIHE
H3S5l= 7|52 WIP (Windows Information Protection)= Y EZZI0|= 28 ZZ 13 Gl A0

CHet HIOolE M HE& &l

=

o)
rir

P

Hf EH
od

mjo

X«”_g'é'l-l_“:l- WIP K—IXHO A|-.9. |.'— 7|0'|O| 74

=

Foxit Reader 3! PDF 9|x| Z+21 X AO| PDF 2A{0| CHaH HMo| mBtE = ooz 7|¢Y

4

27 YA X HHEO| HYo| 7t 2= i X2 HAMAH o HoE RERFH 7Y

HOIEE E=ot= O =&O0[E L L

Ehd - A/AEOJA WIP £ &S BEF/FH Windows 10 (H/ & rs2 O/&H 0/ Z L3I/t

Foxit PhantomPDF & WIP X0 =7}l Al 2.

N
e
e
ru

| R}

rir

ZZ Microsoft Intune EE+= Mobilelron & AFE3I0 wip HAE Ho|stn

HiZeL|C}. O 7| 0| A]= Microsoft Intune O| M| AFR3S}0] Foxit Reader & WIP ™HA0|| =7}181=

=13
=]

£

g My
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Foxit Reader
AFEAf A B A

1. Internet Explorer EE= Microsoft Edge 2| https://admin.manage.microsoft.com 3| A{ Microsoft

Intune Of 21 QIgtL|LC}.

2. POLICY ("H*)> Overview (7} 2)> Add Policy (8% F7hHE Z&lsl| wWIP XS

ZHSLICL (0]0] ZHX| 2 RlE B9 PhantomPDF & F7I5t=5 FMs HEUSIHUAIR)

3. T EoM A "X orE7| Clist AXFO|A Windows> Windows MH HS (Windows 10

Desktop and Mobile O|&)E M50 ALEX} o HM 4 5 B{=E M=ot CHs B

Create a New Policy

Select a template for the new policy
Select the template that includes the settings you want to manage with the new policy. You use a template to create a policy, and then you can configure

the settings in that policy. You cannot change a template.
Trusted Certificate Profile (Windows Phone 8.1 and later) 2
VPN Profile (Windows 10 Desktop and Mobile and later)
VPN Profile (Windows 8.1 and lster)
VPN Profile (Windows Phone 8.1 and later)

Windows Information Protection
(Windows 10 Desktop and Mobile and
later)

This template allows for configuration of WIP policies on
Windows 10 devices,

Wi-Fi Import (Windows 8.1 and later)
Windows Defender ATP (Windows 10 Desktop)

Windows Information Protection (Windows 10 Desktop and Mobile and later) How would you like to use the selected template?

b Software Cr Deploy a Policy with the Recommended

b Computer Management
b Common Mobile Device Settings

© Create and Deploy a Custom Policy

crte iy

4 WIP Yol 0|21 MY (2M)2 YHSMAIL.

= Policy B Create Policy:
DASHEOARD :
Policy Canflicts *General General
E Configuration Policies Informatior Configure a policy containing settings fior your environment.
GROUPS Compliance Policies

App Rules * Name:

[

Conditional Access
0 Dynamics CRM Online Palicy
Exchange Online Policy

nal

Description:
Exchange On-premises Policy
SharePoint Online Policy
Skype for Business Online Policy
Exchange ActiveSync
Corporate Device Enrollment
= Terms and Conditions ™ Betore you begin, ensure you the i ions of WIP policies to devices you mar
| How do 1 use Windows 10 Windows Inf an Protection in my company?
REPORTS
ADMIN App Rules

5. AppRules (App #A)0A Add (F7hHE S=HTLIC
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https://admin.manage.microsoft.com/

Foxit Reader
AFEAf A B A

Add App Rule

*Title

|Foxut PhantomPDF

Windows Information Protection mode

Allow

Rule template
| Desktop App
Publisher:
| *O=FOXIT SOFTWARE INCORPORATED, L=FREMONT, S=CALIFORNIA, C=US\FO'|

|v/] Product name:

Ichnt PhantomPDF

|/ Binary name:

| FoxitPhantomPDF.exe

[C] version:

Add App Rule (2 774 257} Tsl ARfO|A| CHSS wdeL|ct

HE - 0|22 A AL (0] : Foxit PhantomPDF. )

Windows ME BHS BE - $|22 MESH wiP X3S X380 PhantomPDF 2|

el
o
o
i
u
In
h
[

le ==0jM HAIE 28 ZEaWS Mg
HIAIX} - Get-AppLockerFileInformation -Path "<path of the exe>"PowerShell HZ S AlSist

2= JUESLICL Ol & S0 Get-ApplockerFilelnformation -Path "<C : \ Program Files (x86)

\ Foxit Software \ Foxit Reader \ Foxit Reader.exe>"E Al&lst 1 CtZ 2 &L L

| B Select Admnatrator: Wendows PowerShel = =] x

O|Zl O] - MXIE MEHSD O|Fl O|E "FoxitPhantomPDF.exe"& QIESIAIA|L.
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Foxit Reader
AFEA} A B A

6. =els SEOSHUAIR. 0 A|FO|M Foxit Reader 7t WIP ZHO| §3H 22 FI7te| A LI

aF O Ko mef WIP ZH ZdS 2LRSHYAIL.

WPRE B3 & HES3 /K| F7}

Foxit Reader & WIP HHO| =7} 3t Z Reader 7} HERAOA AMEZ2}0|= G|O|EOf YA

3 [e]]

A0l O
T AT T

not
>
i
oA
1o
ok
P
30
i)
-
i

I>
of

L Reader7t N2 & 9l HEYD ANS F71sIAY F718 SALLICL BN

HESA H™Mo| =7} TS} AX}7} LEEFELL|CL

Add corporate network definition

Specify network definitions using one of the available network elements. ‘Enterprise
Network Domain Names' and ‘Enterprise IP Ranges' are required fields.

Name:
| |

Network element:

| Enterprise Cloud Resources g l

Enterprise Cloud Resources definition: (i)

2. OlF X0 =Ar HIERA 842] 0|FS YHsIL HESHI 24 EF U2 SFUAM

AIE{Zal0|= Za}2LC B|AAZS MENSHL|CL

3. 20| M2} CtE URLOIM WIP Moz B o St Oj4e| HE/R XIS

HESHHAIR. XFJ0| O 712l B2 MOZES AHESHY FEoHHAR.

OneDrive: onedrive.live.com
Dropbox: www.dropbox.com

Box: www.box.com
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Google Drive: drive.google.com

(Z+d :SharePoint Lj|EL2/F9/ ZR AL FO/ URL 2 2/3 & == 9IZL/Ct)

oIS SEoHAIL.

Jlot
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