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Chapter 1 - Overview

Traditionally, sensitive information can only be controlled by limiting access to the networks or
computers where the information is stored. After access is given to users, however, there are no
restrictions on what can be done with the content or to whom it can be sent. Microsoft
Information Rights Management (IRM) enables you to create a persistent set of access controls
that live with the content, rather than a specific network location, which will help you control

access to files even after they leave your direct control.

Foxit PDF Secure RMS protector extends all the benefits of AD RMS to any PDF document. In
addition, Foxit PDF Secure RMS protector provides creation and control of rights to unique PDF

features.

Microsoft’s Active Directory Rights Management (AD-RMS) solves security problems for
enterprise documents created in Microsoft Office. With the inclusion of AD RMS in Windows

Server2008, AD RMS has quickly become the default standard for document rights protection.

For the enterprises, they can enforce security policies easily to protect sensitive information, as
well as enable each PDF document with additional features such as forms fill out and

annotations.
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Chapter 2 — For SharePoint

+ Getting Started

This section provides system requirements, install and uninstall instructions for the RMS

Protector.

System Requirements for MOSS 2007

Computer Operating System Requirement

RMS Server/ ADRMS Windows Server-2003 with | RMS, Internet Information Services (l1S)

Server Service Pack-1 6.0, World Wide Web Publishing
(SP1)/Windows Service, Message Queuing (also known
Server-2008 with Service as MSMQ), and Microsoft SQL
Pack-1 (SP1) Server™-2005 Standard Edition

DC Windows Server-2003 with | Active Directory, Domain Name System
SP1 (DNS)

ADRMS-DB Windows-Server-2003 with | Microsoft SQL Server™-2005 with

SP1

Service Pack-2 (SP2)

SharePoint Server
Such as named SPS-SRV

Windows Server-2003 with
SP1

Office SharePoint Server-2007 with RMS
Client installed, and has been added
this Server to DC

System Requirements for MOSS 2010

Computer Operating System Requirement
ADRMS Server Windows Server-2008 with | RMS, Internet Information Services (l1S)
Service Pack-1 (SP1) 6.0, World Wide Web Publishing
Service, Message Queuing (also known
as MSMQ)
DC Windows Server-2003 with | Active Directory, Domain Name System
SP1 (DNS)
ADRMS-DB Windows-Server-2008 with | Microsoft SQL Server™-2008 R2

SP1

SharePoint Server

Such as named SPS-SRV

Windows Server-2008 with
SP2

Office SharePoint Server-2010 and has
been added this Server to DC

System Requirements for MOSS 2013

Computer

Operating System

Requirement

ADRMS Server

Windows Server-2008 with

RMS, Internet Information Services (IIS)
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Service Pack-1 (SP2) 6.0, World Wide Web Publishing
Service, Message Queuing (also known
as MSMQ)
DC Windows Server-2008 with | Active Directory, Domain Name System
SP2 (DNS)
ADRMS-DB Windows-Server-2008 with | Microsoft SQL Server™-2008 R2
SP1
SharePoint Server Windows Server-2012 Office SharePoint Server-2013 and has
Such as named SPS-SRV been added this Server to DC

Corresponding permissions of Foxit Reader and MOSS

SharePoint service provides three levels rights: Full control, Change, and Read.

Level Rights of Foxit Reader

Full control View, Copy, Modify, Print, View Data, Access, Annotate, Fill Form,
Assemble

Change View, Copy, Modify, Access, Annotate, Fill Form, Assemble

Read View

The user only can print the document if its library IRM settings have been configured to allow

document printing.

Installing Foxit PDF Secure RMS Protector on a SharePoint Server

To install Foxit PDF Secure RMS Protector:

» Stop the IIS Admin service: Start > Settings > Control Panel > Administrator Tools > Services >
[IS Admin Service > Stop. Then Close the window.

» Run the Foxit PDF Secure RMS Protector Setup program to install the protector on the

server.
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Foxit® PDF

Secure RMS
Protector

Protect
Sensitive PDF Documents

Welcome to the Foxit PDF Secure RMS
Protector Setup Wizard

The Setup Wizard allows you to change the way Foxit PDF
Secure RMS Protector features are installed on your
computer or to remaove it from your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

Download PDF icon from http://www.foxitsoftware.com/images/icons/pdficon.gif.

For MOSS 2007

1. Copy the downloaded.GIF file to "Drive: \Program Files\Common Files\Microsoft
Shared\Web Server Extensions\12\Template\Images".

2. Edit the file “Drive:\Program Files\Common Files\Microsoft Shared\Web server
extensions\12\Template\XmI\DOCICON.XML":

a. Right-click DOCICON.XML file > click Open With > select Notepad.

b. Add an entry for the .pdf extension as the file’s name. For example, type the ICPDF as
the name of the .gif file:

<Mapping Key="pdf" Value="pdficon.gif"/>


http://www.foxitsoftware.com/images/icons/pdficon.gif
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File Edit Format View Help

<?xm] version="1.0" encoding="utf-8"7> =
<DOCICONS> —
<ByProgID>

<Mapping Key="Excel.Sheet"” value="ichtmxls.gif" EditText="Microsoft Excel" OpenC
=Mapping Key="FrontPage.Editor.Document” Value="ichtmfp.gif" EditText="Microsoft
<Mapping Key="InfoPath.Document” value="icxddoc.gif" EditText="Microsoft InfoPat
<Mapping Key="InfoPath.Document.2" value="icxddoc.gif" EditText="Microsoft InfoP
<Mapping Key="InfoPath.Document.3" value="icxddoc.gif" EditText="Microsoft InfoP
=Mapping Key="InfoPath.Document.4" value="icxddoc.gif" EditText="Microsoft InfoP
<Mapping Key="0DC.Cube" value="icodcc.gif" EditText="Microsoft Excel” opencContro—
<Mapping Key="0DC.Database" value="icodcd.gif" EditText="Microsoft Excel" OpenCo
<Mapping Key="0DC.Table" value="icodct.gif" EditText="Microsoft Excel” opencontr
=Mapping Key="0Onenote.Notebook" value="icnotebk.png" EditText="Microsoft OneNote

<Mapping Key="PowerPoint.Slide"” va1ue=”ﬁchtmppt.gi EditText="Microsoft PowerpPa
<Mapping Key="Publisher.Document” value="{ichtmpub.gif" EditText="Microsoft Publi
<Mapping Key="sharepoint.Documentset” value="icdocset.gif"/>
<Mapping Key="sharePoint.webPartPage. Document” value="icsmripg.gif" EditText="Mi
<Mapping Key="visio.webDrawing" value="icvdw.gif" EditText="Microsoft visio" ope
<Mapping Key="word.Document" Value="ichtmdoc.gif" EditText="Microsoft word" open
<Mapping Key="xDocs.Document" value="icxddoc.gif" EditText="Microsoft InfoPath”
=Mapping Key="SharePoint.Link" value="DOCLINK.GIF"/>
<Mapping Key="sharePoint.SearchadminReport” value="icsadrep.gif" EditText="Micro

</ByProgID>

<ByExtension>

(?Mapping Key="pdf" value="pdficon.gif"/> ]

<Mapping Key="accdb" value="icaccdb.gif" EditText="Microsoft Access" OpenContro
<Mapping Key="accdt" value="icaccdb.qif"/>

<Mapping Key="accdc" value="icaccdb.gif"/>

<Mapping Key="accde" value="icaccde.gif" EditText="Microsoft Access" OpenContro
<Mapping Key="accdr" Va1ue=”icaccde.§1f” EditText="Microsoft Access" OpenContro
<Mapping Key="asax" value="icasax.gif" OpenControl=""/>

<Mapping Key="ascx" value="jcascx.gif" EditText="Microsoft sharePoint Designer"”
<Mapping Key="asmx" value="dicasmx.gif" OpenControl=""/>

<Mapping Key="asp" value="ichtm.gif" openControl=""/>

<Mapping Key="aspx" value="ichtm.gif" EditText="Microsoft SharePoint Designer" O
<Mapping Key="bmp" value="1icbmp.gif"/>

<Mapping Key="cat" value="iccat.gif" openControl=""/>

4 | bl

c. Click Save on the File menu, and then quit Notepad.

For MOSS 2010

1.

Copy the downloaded.GIF file to "Drive:\Program Files\Common Files\Microsoft

Shared\Web Server Extensions\14\Template\Images"

Edit the file “Drive:\Program Files\Common Files\Microsoft Shared\Web server
extensions\14\Template\XmI\DOCICON.XML":

a. Right-click DOCICON.XML file > click Open With > select Notepad.

b. Add an entry for the .pdf extension as the file’s name. For example, type the ICPDF as

the name of the .gif file:

<Mapping Key="pdf" Value="pdficon.gif"/>
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Bl pocconxmL - Notepad :

File Edit Format View Help

=0l ]

<DOCICONS>
<ByProgID>
<Mapping
=Mapping
<Mapping
<Mapping
<Mappjng
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
</ByProgID>

Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=

<ByExtension>

<?xml] version="1.0" encoding="utf-8"7=

"Excel.Sheet” value="ichtmxls.gif" EditText="Microsoft Excel"” OpenC
"FrontPage.Editor.Document"” Value="ichtmfp.gif" EditText="Microsoft
"InfoPath. Document” value="icxddoc.gif" EditText="Microsoft InfoPat
"InfoPath. Document. 2" value="icxddoc.gif" EditText="Microsoft InfoP
"InfoPath. Document. 3" value="icxddoc.gif" EditText="Microsoft InfoP
"Inforath. Document.4" value="icxddoc.gif" EditText="Microsoft InfoP
"0ODC. Cube” Value="icodcc.gif" EditText="Microsoft Excel” OpenContro—

-

"ODC.Database” value="icodcd.gif" EditText="Microsoft Excel” Openco
"obc.Table” value="icodct.gif" EditText="Microsoft Excel” openContr
"Onenote. Notebook" value="icnotebk.png" EditText="Microsoft OneNote

"PowerPoint.slide” va1ue=”ﬁchtmppt.gi
"Publisher.pocument” value="1chtmpub.
"sharepoint. Documentset” value="icdocset.gif"/>

EditText="Microsoft PowerPo
gif" EditText="Microsoft Publi

"sharePoint.webPartPage. Document” Value="icsmrtpg.gif" EditText="mi
"visio.webbrawing” value="dcvdw.gif" EditText="Microsoft visio" oOpe
"word. Document” Value="ichtmdoc.gif" EditText="Microsoft word" oOpen
"XDocs. Document” Value="icxddoc.gif" EditText="Microsoft InfoPath”

"sharePoint.Link” vValue="DOCLINK.GIF"/>

"sharePoint. SearchadminReport” value="icsadrep.gif" EditText="Micro

(?Mapping

Key=

"pdf" value="pdficon.gif"/> ]

<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping
<Mapping

A

Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=
Key=

"accdb” value="icaccdb.gif" EditText="Microsoft Access" oOpenContro

"accdt” value=
"accdc" value=
"accde” value=
"accdr” Va1ue='icaccde.§1f
"asax" Value="icasax.gif"

"icaccdb. gif" />
"icaccdb. gif"/>

OpenControl=""/>

'icaccde.gif" EditText="Microsoft Access" oOpenContro
EditText="Microsoft Access" OpenContro

"ascx” value="icascx.gif" EditText="Microsoft sharePoint Designer”

"asmx" value="icasmx.gif" openControl=""/>
"asp" value="ichtm.gif" opencontrol=""/>

“aspx" value="ichtm.gif" EditText="Microsoft sharePoint Designer”

"bmp" value="1icbmp.gif"/>
"cat" value="iccat.gif" openControl=""/>

0

c. Click Save on the File menu, and then quit Notepad.

For MOSS 2013

1. Copy the downloaded.GIF file to "Drive:\Program Files\Common Files\Microsoft

Shared\Web Server Extensions\15\Template\Images"

2. Edit the file “Drive:\Program Files\Common Files\Microsoft Shared\Web server
extensions\15\Template\XmI\DOCICON.XML":

a. Right-click DOCICON.XML file > click Open With > select Notepad.

b. Add an entry for the .pdf extension as the file’s name. For example, type the ICPDF as

the name of the .gif file:

<Mapping Key="pdf" Value="pdficon.gif"/>

10
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3.

Bl pocconxmL - Notepad ] -0l =|
File Edit Format View Help

<?xml] version="1.0" encoding="utf-8"7=
<DOCICONS>

<ByProgID>
<Mapping Key="Excel.Sheet" value="ichtmxls.qgif" EditText="Microsoft Excel” OpenC
=Mapping Key="FrontPage.Editor.Document” Value="ichtmfp.gif" EditText="Microsoft
<Mapping Key="InfoPath.Document” value="icxddoc.gif" EditText="Microsoft InfoPat
<Mapping Key="InfoPath.Document.2" value="icxddoc.gif" EditText="Microsoft InfoP
<Mapping Key="InfoPath.Document.3" value="icxddoc.gif" EditText="Microsoft InfoP
=Mapping Key="InfoPath.Document.4" value="icxddoc.gif" EditText="Microsoft InfoP
<Mapping Key="0DC.Cube" value="icodcc.gif" EditText="Microsoft Excel” opencContro—
<Mapping Key="0DC.Database" value="icodcd.gif" EditText="Microsoft Excel" OpenCo
<Mapping Key="0DC.Table" value="icodct.gif" EditText="Microsoft Excel” opencontr
=Mapping Key="0Onenote.Notebook" value="icnotebk.png" EditText="Microsoft OneNote
<Mapping Key="PowerPoint.Slide"” Va1ue=”ﬁchtmppt.gi " EditText="Microsocft PowerPo
<Mapping Key="Publisher.Document” value="{ichtmpub.gif" EditText="Microsoft Publi
<Mapping Key="sharepoint.Documentset” value="icdocset.gif"/>
<Mapping Key="sharePoint.webPartPage. Document” value="icsmripg.gif" EditText="Mi
<Mapping Key="visio.webDrawing" value="icvdw.gif" EditText="Microsoft visio" ope
<Mapping Key="word.Document” Value="ichtmdoc.gif" EditText="Microsoft word" Oﬁen
<Mapping Key="xDocs.Document" value="icxddoc.gif" EditText="Microsoft InfoPath”
=Mapping Key="SharePoint.Link" value="DOCLINK.GIF"/>
<Mapping Key="sharePoint.SearchadminReport” value="icsadrep.gif" EditText="Micro

</ByProgID>

<ByExtension>

-

(%Mapping Key="pdf" value="pdficon.gif"/> ]

<Mapping Key="accdb" value="icaccdb.gif" EditText="Microsoft Access" OpenContro
<Mapping Key="accdt" value="icaccdb.qif"/>

<Mapping Key="accdc" value="icaccdb.gif"/>

<Mapping Key="accde" value="icaccde.gif" EditText="Microsoft Access" OpenContro
<Mapping Key="accdr" Va1ue=”icaccde.$1f” EditText="Microsoft Access" OpenContro
<Mapping Key="asax" value="icasax.gif" OpenControl=""/>

<Mapping Key="ascx" value="jcascx.gif" EditText="Microsoft sharePoint Designer"”
<Mapping Key="asmx" VaWue=”1casmx.$ﬁf“ openControl=""/>

<Mapping Key="asp" value="ichtm.gif" openControl=""/>

<Mapping Key="aspx" value="ichtm.gif" EditText="Microsoft SharePoint Designer" O
<Mapping Key="bmp" value="1icbmp.gif"/>

<Mapping Key="cat" value="iccat.gif" openControl=""/>

4 | bl

c. Click Save on the File menu, and then quit Notepad.

Delete the following registry for Microsoft PDF Protector in SharePoint 2013

a) HKEY_LOCAL_MACHINE/Software/Microsoft/Shared Tools/Web Server
Extensions/15.0/IrmProtectors

“{FC93F6CC-D367-4FC9-B3F6-E0933A24A8C8}” =
“Microsoft.Office.lrm.PdflrmProtector”

b) HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Shared Tools\Web Server
Extensions\15.0\IrmProtectors\PdflrmProtector

"Extensions"="PDF"
"Product"="PdflrmProtector"
"Version"="15"
Add the following registry for Foxit PDF Secure PDF Protector in SharePoint 2013

a) HKEY_LOCAL_MACHINE/Software/Microsoft/Shared Tools/Web Server
Extensions/15.0/IrmProtectors

“{2B86FB4A-D503-4040-8843-A2195C1E1D7E} ” = “PDFProtector”

b) HKEY_LOCAL_MACHINE/Software/Microsoft/Shared Tools/Web Server
Extensions/15.0/IrmProtectors/PDFProtector

11
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"Extensions"="pdf"
"Product"=" PDFProtector"
"Version"="2"
Perform an iisreset

1. Click Start > Run > type “cmd” in the Open dialog box> click OK > type “iisreset” at the

command prompt > Enter.

WINDOWS system32 .cmd.exe

ly] osoft Windows [Uersion 5.2.37901
(G Copyright 17852883 Microsoft Corp.

E:“Documents and Settings™AdministratorXiisreset

Attempting stop...

Internet services successfully stopped
Attempting start...

Internet services successfully restarted

E:“Documents and Settings“Administratori_

2. Close the windows.

Uninstalling Foxit PDF Secure RMS Protector

To uninstall, please select one of the followings:

Open the Start Menu > Settings > select “Control Panel” > click the “Add or Remove
Programs” tab > click the “Foxit PDF Secure RMS Protector” record and then click the

“Remove/Uninstalled” button to uninstall it.

Open the Start Menu > Programs > select “Foxit PDF Secure RMS Protector” > click Uninstall.

Or you can double-click the SharePointPDFProtector.msi setup file that you have used to install

Foxit PDF Secure RMS Protector, and perform the following:

In the Foxit PDF Secure RMS Protector dialog box, select Remove Foxit PDF Secure RMS

Protector

12
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k’;‘;j Foxit PDF Secure RMS Protector Setup | = | dhJ
— rrme—— T e e - ?
Change, repair, or remove installation
Select the operation you wish to perform. @

i Foxit PDF Secure RMS Protector has no independently selectable features.

| |

Repairs errors in the most recent installation by fixing missing and corrupt
| files, shortcuts, and registry entries.
|| Remove I I

Removes Foxit PDF Secure RMS Protector from your computer.,
| I
||

| Back | et | Cancel I

w——-%

» Click Finish button to complete removal.

»  Click Start > Run > type “cmd” in the Open dialog box> click OK > type “iisreset” in the

command prompt > Press Enter.

E:\ WINDDWS' system32' cmd.exe

Microsoft Windows [Uersion 5.2.3790@1
(G Copyright 17852883 Microsoft Corp.

E:“Documents and Settings™AdministratorXiisreset

Attempting stop...

Internet services successfully stopped
Attempting start...

Internet services successfully restarted

E:“Documents and Settings“Administratori_

. Close the windows.

View and Manage Event Logs of Foxit PDF Secure RMS Protector

To view and save the log information of the Protector, please do the following steps:

1. Add aregistry entry.
With Administrator’s Right:

HKEY_LOCAL_MACHINE/Software/Foxit Software/FXRMS/FXSPProtector

Name: trace

13
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Type: REG_DWORD
Data: 1

Without Administrator’s Right:

HKEY_CURRENT_USER/Software/Foxit Software/FXRMS/FXSPProtector
Name: trace

Type: REG_DWORD

Data: 1

Note: if the value of trace is 1, the log feature will be activated; if the value of trace is O, the

log feature will be disabled.

2. Download the DebugView tool from the following link and run it.
http://technet.microsoft.com/en-us/sysinternals/bb896647.aspx
Open the tool and disable Capture Kernel feature from the “Capture” menu to avoid

capturing unnecessary information.

& Debug¥iew on }5P52003 (local) -0l x|

File Edit | Capture Options Computer Help

|E.” B v Capture Win32 Ctrl+w EE @ | < |
# Capture Kernel  Chrl+k II Frint
v Pass-Through

v Capture Events Crrl+E

Log Book

3. Perform an iisreset command (Please refer to Perform an iisreset), and you will be able to see

the related log information now. The log information can be saved as a .txt file.

14
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cﬁstart| | @B &

&_DebugView on '\ SP52003 {local) O] x|
File Edit Capture Options Computer Help
Biew Window. ., B EBC| 97 | #
Open... ChHC bhug Print -]
Jave Ci+S 051 FoxitRMS: GetProductMeme: After URLEncodedll
721
Log ta File... chlec  |72] %0B%34%9A%5C35C%93%9F5C6568B%13562% 105995 AB5 5945592
Log to File As... 2]
72] FoxitRM3: FXCheckLicense: The path of the key £i!
Brint. .. Ckrl+P 721
Prirk Rarge. .. 72] FoxitRM3: FEcCheckLicense: Foxit CheckLicenseFile
Process Crash Dump... 2]
72] FoxitRM3: FXCheckLicence: the key f£ile wersion iz
Exit 721
43 3:35:54 PM [E72] FoxitBM3: FiCheckLicense: It iz license wersion!
44 3:358:54 PN [572]
45 3:36:54 PH [572] FoxitRM3: CProtector::HrlInit success
46 3:358:54 PN [572]
47 3:38:54 PN [572] CReader Register: GetHEEY: hkey = HEEY LOCAL HMACE
45 3:358:54 PN [572]
49 3:35:54 PH [572] CReader Register::RegGetDword RegOpenKeyEx succet
&0 3:38:54 PN [E72]
o1 3:36:54 PH [572] CProtector::HrInit The protector mode walue = 1
52 3:36:54 PH [572] Bl
1| | 3

J 3% Debug... L3 CiiPro.. | @Compo...l QRegistr...l Y 1.bmp...| |%['_|.F‘,ﬁ 11:37 AM

4. If you want to disable the log feature, please set the value of trace to 0 and perform an

iisreset.

Check the version of Foxit PDF Secure RMS Protector

» Please navigate to the folder where Foxit PDF Secure RMS Protector installed. Right-click

PDFProtector.dll > choose Properties > click the Details tab, then you can examine the

version information of Foxit PDF Secure RMS Protector:
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& FDFF.’mtettur,dli'Pmperﬁﬁ .

| General | Digital Signiatures | 5&{:1_|nt1.r| Details | Previous "u"ers.inns|

Property WValue

Description
File description  Foxit POF Secure RMS Protector 2.1
Type Application extension

File version 2.1.0320
Product name  Foxit PDF Secure BMS Protector 2.1
Product version  2.1.0 Build 0320

Copyright Copyright {C) 2012 Foxit Corporation

Size 215 MB
Date modfied 372272012 6:26 PM
Language English (United States)

Criginal filename PDFProtector. DLL

Remove Propedies and Personal Information

| ok || cancel Apply

Editing Wrapper Content

If you open a PDF which is encrypted by Foxit RMS Protector with other PDF programs, a wrapper
(which is actually a PDF page) will prompt you to download Foxit PhantomPDF/Reader to open
the PDF. If you want to edit the wrapper content, please save the updated content as a PDF file
named as “wrapperPDF” and place it within the RMS Protector’s installation directory.

+ Configuring AD RMS to Work with SPS-SRV

®, Note: If you have configured AD-RMS when you were installing SharePoint, please skip

this chapter.
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For MOSS 2007

To add SPS-SRV to Local Intranet

1. Logon SPS-SRV as domain administrator, e.g., WIONS\administrator.
2. Click Start. Point to Control Panel, and then click Internet Options.
3. Click the Security tab, and choose Local Intranet, and then click the Sites button

4. Type http://SPS-SRV, and then click Add. Note: SPS-SRV is the computer’s name of MOSS

server.

5. Click Close, and then choose OK

To add SPS-SRV to the AD-RMS Certification Pipeline

=

Log on ADRMS-SRV as CPANDL\Administrator.

N

Click Start, and then click Computer.
3. Navigate to C:\Inetpub\wwwroot\_wmcs\Certification.
4. Right-click ServerCertification.asmx, and choose Properties, and then click the Security tab.

5. Click Advanced>Edit, and select the check box Include inheritable permissions from this
object's parent. Then click OK two times.

6. Click Edit, and then click Add.
7. Click Object Types, and select the check box Computers, then click OK.
8. Type the computer’s name of MOSS server, such as SPS-SRV, and then click OK.

9. Click OK to close the ServerCertification.asmx Properties sheet.

The default Read & Execute and Read permissions are configured for the SPS-SRV computer
account object and other accounts’ are all inherited from the parent folder.

10. Click Start, and then click Command Prompt.

11. Type iisreset, and then press ENTER.

To activate Information Rights Management in Office SharePoint Server 2007

Please do the following:

1. Logon SharePoint Server as the administrator.

2.  Click Start, and point to Administrative Tools, then click SharePoint 3.0 Central

Administration.

3. Click Operations, and choose Information Rights Management.
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4.

5.

Click Use the default RMS server specified in Active Directory.

Click OK.

To restrict permissions using AD-RMS

© ® N O U A WNH=

Log on as CPANDL\administrator.

Click Start, point to All Programs, and then click Internet Explorer.

Type http://SPS-SRV in the address bar, and then click Go.

Click Shared Documents, and choose Library page, and then click Library Settings button.
Under the Permissions and Management heading, click Information Rights Management.
Select the check box Restrict permission to documents in this library on download.

Type CPANDL Protected in the Permissions policy title box.

Type Restrict CPANDL employees from printing in the Permission policy description box.

Click OK.

For MOSS 2010

To add SPS-SRV to Local Intranet

Log on SPS-SRV as domain administrator, e.g., CCANDL\administrator.
Click Start, and point to Control Panel, then choose Internet Options.
Click the Security tab, and choose Local Intranet, and then click the Sites button.

Type http://SPS-SRV, and then click Add. Note: SPS-SRV is the computer’s name of
MQOSS2010 server.

Click Close, and then click OK.

To add SPS-SRV to the AD-RMS Certification Pipeline

Log on ADRMS-SRV as CPANDL\Administrator.

Click Start, and then click Computer.
Navigate to C:\Inetpub\wwwroot\_wmcs\Certification.
Right-click ServerCertification.asmx, and click Properties, then choose the Security tab.

Click Advanced and choose the Edit. Select the check box Include inheritable permissions
from this object's parent, and then click OK two times.

Click Edit, and then click Add
Click Object Types, select the check box Computers, and then click OK

Type the computer’s name of MOSS server, such as SPS-SRV, and then click OK
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» Click OK to close the ServerCertification.asmx Properties sheet. The default Read & Execute
and Read permissions are configured for the SPS-SRV computer account object and other

accounts are all inherited from the parent folder.
» Click Start, and then click Command Prompt.

» Typeiisreset, and then press ENTER

To activate Information Rights Management in Office SharePoint Server 2010

Please do the followings:

» Log on SharePoint Server as administrator.

» Click Start, and point to Administrative Tools, then click SharePoint 2010 Central

Administration.

» Click Security (on the left), and then click Configure Information Rights Management under
the Information policy heading.

» Click Use the default RMS server specified in Active Directory.

» Click OK.

To restrict permissions using AD-RMS

» Logonas CPANDL\administrator.

»  Click Start, point to All Programs, and then click Internet Explorer.

+ Type http://SPS-SRV in the address bar, and then click Go.

» Click Shared Documents, and choose Library page, and then click Library Settings button.
» Under the Permissions and Management heading, click Information Rights Management.
» Select the check box Restrict permission to documents in this library on download.

» Type CPANDL Protected in the Permissions policy title box.

»  Type Restrict CPANDL employees from printing in the Permission policy description box.

» Click OK.

For MOSS 2013

To add SPS-SRV to Local Intranet
+» Log on SPS-SRV as domain administrator, e.g., MOSS\administrator.
» Click Start, and go to Control Panel, then choose Internet Options.

» Click the Security tab, and choose Local Intranet, and then click the Sites button.
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Type http://SPS-SRV, and then click Add. Note: SPS-SRV is the computer’s name of
MQOSS2013 server.

Click Close, and then click OK.

To add SPS-SRV to the AD-RMS Certification Pipeline

Log on ADRMS-SRV as MOSS\Administrator.

Click Start, and then click Computer.

Navigate to C:\Inetpub\wwwroot\_wmcs\Certification.

Right-click ServerCertification.asmx, and click Properties, then choose the Security tab.

Click Advanced and choose the Edit. Select the check box Include inheritable permissions
from this object's parent, and then click OK two times.

Click Edit, and then click Add
Click Object Types, select the check box Computers, and then click OK
Type the computer’s name of MOSS server, such as SPS-SRV, and then click OK

Click OK to close the ServerCertification.asmx Properties sheet. The default Read & Execute
and Read permissions are configured for the SPS-SRV computer account object and other

accounts are all inherited from the parent folder.
Click Start, and then click Command Prompt.

Type iisreset, and then press ENTER

To activate Information Rights Management in Office SharePoint Server 2013

Please do the followings:

Log on SharePoint Server as administrator.

Click Start, and point to Administrative Tools, then click SharePoint 2013 Central
Administration.

Click Security (on the left), and then click Configure Information Rights Management under
the Information policy heading.

Click Use the default RMS server specified in Active Directory.

Click OK.

To restrict permissions using AD-RMS

Log on as MOSS\administrator.

Click Start, go to All Programs, and then click Internet Explorer.
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Type http://SPS-SRV in the address bar, and then click Go.

Click Documents, and choose Library page, and then click Library Settings button.

Under the Permissions and Management heading, click Information Rights Management.
Select the check box Restrict permission on this library on download.

Type CPANDL Protected in the Create a permissions policy title box.

Type Restrict CPANDL employees from printing in the Add a permission policy description
box.

Click OK.

“+ Working with Foxit PDF Secure RMS Protector

For MOSS 2007

To add the domain user to SharePoint site

In the same Office SharePoint Server 2007 site, click Home.
Click Site Actions and point to Site Settings, and then click People and Groups.
Click New, and then choose Add Users.

Type domain users’ names, such as Ind1@cpandl.cn;Ind2@cpandl.cn in the Users/Groups
box, and then click OK. A list of users who have the permission to use the SharePoint will be

displayed.

& Home
gHemey| Documert Cenfer | Hews + | Reports | Search | Sites Site Actions -

Home = Site Settings = Permissions > Add Users

Add Users: Home

Use this page to give new permissions.

Add Users Users/Groups:
‘iU can enter user names, aroup names, of e-mail addresses, Separate them with semicalons, lindi@cpandl.cn;IndZ@cpandl.cn

Add all authenticated users

& W
Give Permission Give: Permission
Choose the permissions you want thess users to have, You can add users to & SharePaint group (5 Al saes b SharPoIF GrUD
{which s already 2ssianed o a permission lsvel), or you tan add users Individuslly and assign them
ko a specific permission level, [Harne Members [Contribute] =l
SharePaint groups ars recommended as they allow For ease of permission management across WViews permissions this group has on sites, lists, and items...
multiple sites.

 Give users permission directly
I= Full Contral - Has Full conkrol,
[T Design - Can wiew, add, update, delete, approve, and customize,

[T Manage Hierarchy - Can create sites and edit pages, list items,
and document:

[T Approve - Can edit and approve pades, list itsms, and documents,

[T Contribute - Can view, add, update, and defete.

[T Read - Can view only,

[ Restricted Read - Can view pages and documertts, but cannot
view historical versions or review Ussr Fights information.,

“iew Only - Members of this group can view pages, list items, and
documents. IF the document has a server-side fils handler
available, they can anly view the document using the server-side
File handler,

ok Cancel
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To set the group permission in SharePoint site

» Navigate to the Documents page, log on as administrator@cpandl.com, clicking the Settings

drop-down box and select Document Library Settings.

Haome

Home

| 2

[ﬁj Document Center

J Mews »  Reports  Search | Sites

IAII Sites

Haome = Document Cenkter > Documenks

Documents

Wiew All Site Conkent
Site Hierarchy

Share a document with the team by adding it to this document: library.

Mew ~  Upload ~ | Ackions © 'Settings' |

{43l Documents Type  Mame | Create Column
7] Announcements T Add a column to store additional
Gl Tasks Ejj aa = information about each item, 11:59 AM
Ly Tasi
! i
[ seaslnen - Create Yiew 4136 P
FivePDE-Toolki () | Create a view to select columns, 12:03 PM
Ejﬂf EHAE - i filkers, and ather display satkings.
(] Heee 126 PM
'—] Document Library Settings
@ This docurment is read Manage settings such as permissions, 149 PM
columns, views, and policy,

»  Click Permissions for this document library under Permissions and Management on the

Customize Documents page.

» Please click Home Members on “Permissions: Documents” page.

» Please choose the permission you need, for example, you can choose the Contribute-Can

view, add, update, and delete. Then click OK.

Home
## Document Center

Home: W Mews +  Reports  Search  Sites

Haome = Document Center > Documents = Settings > Permissions > Edit Permissions

Edit Permissions: Documents

Users or Groups
The permissions of these users or groups wil be modified,

Choose Permissions

Choose the permissions you want these users or groups to have.

welcome administratar = | My Sike | My Links * | @

" Site Actions ~

Users!
Horme Members

Permissiors:
[T Full Control - Has full control,
[T Design - Can view, add, update, delete, approve, and customize,

[ Manage Hierarchy - Can create sikes and edit pages, list items,
and documents,

[ Approve - Can edit and approve pages, list items, and
documents.

[¥ Contribute - Can view, add, update, and delete,

[T Read - Can view anly.

[ Restricted Read - Can view pages and documents, but cannot
view historical versions or review user rights information.

[ Visw Gy - Msmbers of this aroup can visw pages, list s, and
documents. IF the document has a server-side file handler
available, they can only vigw the document using the server-side
file handler,

Ok Cancel

» Return to Documents page, log on as Ind1@cpandl.com, to download a PDF file to your

host.
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Home Welcome Ind1 > | MySite | Mylinks~ | @ .

#4# Document Center

[l sites = [8] advanced search

Home News » | Reports | Search | Sites

— Hame > Document Center > Documents
B Documents

View Al Site Content Share a document with the team by adding it to this document lbrary.

Site Hierarchy Mew = Upload ~  Actions v view: All Documents -
(il Bocumerts Type fiome odified 5
jjj AANEE TS [z Dooi20_CHs_soolf 5/8/20118:19 PM admiristrator
2l Tasks ‘ s

[ [ooozzs ciis speemete 0y ~ | 5/19/2011 3:02 M Ind1
| 028 CHs Hesme |
[ D00436_0HSAY  openiewTab 5/8/20118:20 PM administrator
7 Cpen in New Window 5/8/2011 8:10 PM administrator
7 1iopaztoop 5/8/20118:10PM administrator
Prnt Target
o2 5/8/20118:10PM administrator
o
aaaa i 4/2/2009 12:49 AM Ind1
Copy
A Copyof 200500y shorteut 08 5/8/2011 8:10 P administrator
A doc3 Faste 5/8/20118:10PM administrator
7 doubleletiers | Add to Favorites.. 4/2/2008 12:33 AM administrator
FoxitPDFIFier | 5/8/2011 8112 PM administrator
Properties
U FoxitPDFIFiter | UTarsgServer 200s maniar 5/8/2011 817 PM admiristrator
1 FoxiPDFIFiter L0forvWDsandvistaseardh Manual 5/8/20118:12PM administrator
A FoxitPDFIFiter1.0forvss_manual 5/8/2011 8;18 PM administrator
b ntass 5/8/2011 811 PM admiristrator
B news2 5/8/20118:11PM administrator
B test 4/2/2008 12:26 AM administrator
& Recycle Bin LA Vaculnstaimanual 5/8/2011 8:11PM administrator

» Open the download PDF file by Foxit Reader, and left-click View Permission to see the RMS
Right.

oxitPhantomPDFS1 Quf Document Properties s ==

¢ File Edit View Tools

e d H Document Security
1) WINOS Protected -Re: Security Method: RMS Encryption __/ V! e

Protection Policy Information

S
Description | Security | Fonts @

x

WINOS Protected - Restrict WINOS employees from printing

The following users have permission to access this document:

User RMS Right
emilyl @winos.cn Change
PDF Rights

VIEW: Allowed

OWNER: Mot Allowed

VIEW RIGHTS DATA: Mot Allowed

PRINT: Mot Allowed

PRINT HIGH: Mot Allowed
FILL FORM:  Allowed
AMNOTATE: Allowed
ASSEMBLE: Allowed
MODIFY: Allowed
EXTRACT ACCESS:  Allowed
EXTRACT: Allowed

License Expiration date: Unlimited Content Expiration date: 2012-04-07T07:29

[ oK ] [ Cancel

To restrict the print permissions using RMS

« In the same Office SharePoint Server 2007 site, click Home.
« Click Document Center, and then click Documents.

» On the Documents page, left-clicking the Settings drop-down box and select Document
Library Settings.
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On settings page, choose Information Rights Management under Permissions and
Management.

Choose Allow users to print documents, and then click OK.

Hame Welcome administrator ~ | My Site | My Links + | @
## Document Center

M Mews = | Reparts | Ssarch | Sites Site Actions -

Home > Document Center > Documents > Settings > Information Rights Management Settings

Information Rights Management Settings

Information Rights Management (IRM)
IRM helps protect sensitive files From being misused or distributed without permission once they [V Restrict permission ta documents in this ibrary on download:
have been downloaded From this server, Permission policy kitle:

[cPaNDL Protected

Example: Company Confidential
Permission policy description:

[Restrict WINGS employees from printing

Example: Only discuss the cantents of this document with other
employees

¥ Allow users to print documents
™ allow users to access conkent programmatically
™ Users must verify their credentials svery:
I3U days
™ Do not allow users to upload documents that do not support IRM

™ stop restricting permission ko documents in this library on:

|4/17f2|3u9 i)
Ok Cancel

Return to Documents page, for example log on as Ind1@cpandl.cn, right-click a pdf file and
choose Save Target AS... to save a PDF file to the local host.

Hame Welcome Ind1 = | My Site | My Links = | i

#4# Document Center [arsies =l P advanced Search

- Home > Document Center > Documents

3 Documents

View Al Site Content Share a document with the team by adding it to this document lbrary.

Site Hierarchy New - Upload ~ | Actons View: 'Al Documents -
(] Documents Type  Name Modified 2 Macified By
Wi [z 000120_CHS_S00f 5/8/20118:19PM administrator
[ Tasks L

000228 Cifs Jpeematien—————— - | sisi2011 302 M Ind1
000436_CH5_A4  open i New Tab 5/8/20118:20 PM administrator
1  Open in New Window 5/8/2011 8:10 PM administrator
10paatonn ; 5/8/20118:10PM administrator
Print Target
2 5/8/20118:10PM administrator
azaa e 222009 12:45 AM Ind1
= Copy
[ Copyof 200301 cony shortaut 08 5/8/2011 8:10 P admiristrator
[ docs Faste S/8/2011 8110 FM administrator
i doubleletiers | add is Faverites.. 4/2/2008 12:33 AM administrator
FoxtPDFIFifer 1 : 5/8/2011 8112 PM administrator
= Properties ol
Uj  FositPDFIFiter LOTOrSUrSarvar 200 armsr 5/8/2011 817 PM admiristrator
l4  FoMPDFIFiter LOfaryiDSandiistasearch Manusl S/8/2011 8112 PN administrator
LA FoxtPDFIFiter 1.0forWSS_manusl 5/8/2011 8;18 PM administrator
B ni2ss 5/8/2011 811 PM admiristrator
BA news2 5/8/20118:11PM administrator
@) test 4/2/2008 12:26 AM administrator
18] Recycle Bin L vaculnstamanual 5/8/2011 8:11PM administrator

Open the download PDF file by Foxit Reader. Left-click View Permission to view the RMS
Right of this file. Please see the following picture.
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A FoxitPhantomPDF51_Qu| Document Properties

File Edit View Tools | SECI.I!E | Ty

[= &=

Document Security

=

Lt} WINOS Protected - Res Security Method: RMS Encryption

Protection Policy Information

WINOS Protected - Restrict WINOS employees from printing

The following users have permission to access this document:

|

RMS Right
Change

User
emilyl @winos.cn

PDF Rights
VIEW:
OWNER:
VIEW RIGHTS DATA:
PRINT:
PRINT HIGH:
FILL FORM:
ANNOTATE:
ASSEMBLE:
MODIFY:
EXTRACT ACCESS:
EXTRACT:

Allowed
Mot Allowed
Mot Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed

License Expiration date: Unlimited

Content Expiration date: Unlimited

oK Cancel

| |

For MOSS 2010

To add the domain user to SharePoint site

»  Click Start, and point to All Programs, then click Internet Explorer.

+ Type http://SPS-SRV in the address bar, and then click Go. This operation will open the
default Office SharePoint Server 2010 site that was created during installation.

» Click Site Actions, and point to Site Settings, and then click People and Groups under the Users

and Permissions heading.

» Click New, and then click Add Users.

s Type domain users’ names, such as Ind1@cpandl.cn;Ind2@cpandl.cn in the Users/Groups
box, and then click OK. A list of users who have the permissions to use the SharePoint will be

displayed.
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Grant Permissions

Select Users
Users/Groups:

You can enter user names, Ind1i@cpandl.com

group names, or e-mail

addresses. Separate them

with semicolons.

- PET)

OK Cancel |

To set group permission in SharePoint site

Log on as CPANDL\Administrator.

Click Start, and point to All Programs, and then click Internet Explorer.

Type http://SPS-SRV in the address bar, and then click Go.

Click Shared Documents and Library page, then click Library Settings button.

site Actions - @ B Browse
=T Al /= |5k Page History P j P
Lg - & Page Permissions —l @

Edit Check Out Edit Rename E-mail a Make Incoming

B $ Q

Library Library  View All

a ! Properties - Page X Delete Page Link Homepage  Links Settings [Permissions Pages
Edit Manage Share & Track Page Actions Page Library
Libraries
Site Pages Welcome to your site!

Shared Documents

; Add a new image, change this welcome text or add new lists to this page by clicking the edit button above.
Lists You can click on Shared Documents to add files or on the calendar to create new team events. Use the links in
Sy the getting started section to share your site and customize its look.

Tasks
Shared Documents

Discussions » -
T Type MName Modified Modified By

Teamn Discussion

¥ 000120_CH clean2 no print System Account
= Recycle Bin 173 000120_CH Ind1 spsvc System Account
A
ﬂ All Bite Contant A 000120_CH Ind1 Ind1

174 000120_CH System Account

174 000228_CHS_200520 1/5

[

011 2:43 PM System Account

f2011 2:17 PM System Account

174 000228_CHS_200520Ind2

» Click Permissions for this document library under Permissions and Management on

Customize Documents page.
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30E8% 20 10E 5%2D40F)

Manage Stop Inheriting Check
Paren Permissions Permissions

Inheritance Check

Thig library inherits permissions from its parent._(adrms test]
Permissions to view and edit files uploaded to wiki pages are controlled by the library the file is uploaded to, not the wiki page library.

Libraries Name Type Permission Levels
Site Pages adrms test Members SharePoint Group Contribute
Shared Documents y

adrms test Owners SharePoint Group Full Control
Lists adrme test Visitors SharePoint Group Read
Calendar

System Account (SHAREPOINT \system) User Limited Access
Tasks

Viewers SharePoint Group View Only
Discussions
Team Discussion

; Recycle Bin

All Site Content

Return to Shared Documents page, log on as Ind1@cpandl.com(one of ADRMS test
Members), to download a PDF file to your load host.

L

Site Actions ~ @ [T Documents Library

Home » Shared Documents » All Documents -

Share a document with the team by adding it to this document library.

Ll

Home Search this site... p (7]
Libraries [T Type Name Maodified Modified By
=ite: Pages B 0000582_text field ©ne 2012 9:39 AM administrator
sh dD t: oo
ettt 7] 2 3/22/2012 4:42 PM administrator
. BA big and small-admin & new 120 PM Ind1
Lists
| Foxit Sharepoint POF Protector user manual2 120 PM Ind1
Calendar
Tacks O HA IckGu)d= i new —1A/6/7017 §:39 AM administrator
= Open wiot
7 metadata & Hew - 12 9:38 AM administrator
Open in New Tab
Discussions b pdf_referencel.7 oinew Open in New Window 12 9:39 AM administrator

7 PM administrator

Team Discussion | ANE#ELE
Print Targe

gk Add document

E Recycle Bin i

3 Al site Content i)
Copy Shortcut
Paste

Open the download PDF file by Foxit Reader, and left-click View Permission to see the RMS
Right.
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FoxitPhantomPDFs1_Qu| Document Properties [E5E| \

e
§ File Edit View Tools Desarption | Security | Fonts @

i [ |'ij ﬂ = Document Security

1) WINOS Protected -Re: Security Method: RMS Encryption

Protection Policy Information

WINOS Protected - Restrict WINOS employees from printing

T F

The following users have permission to access this document:

User RMS Right
emilyl @winos.cn Change

PDF Rights
VIEW: Allowed
OWNER: Mot Allowed
VIEW RIGHTS DATA: Mot Allowed
PRINT: Mot Allowed
PRINT HIGH: Mot Allowed
FILL FORM:  Allowed
AMNOTATE: Allowed
ASSEMBLE: Allowed
MODIFY: Allowed
EXTRACT ACCESS:  Allowed
EXTRACT: Allowed

License Expiration date: Unlimited Content Expiration date: 2012-04-07T07:29

[ oK ] [ Cancel

To restrict the print permissions using RMS

¢« In the same Office SharePoint Server 2010 site, click Home.
»  Click Shared Documents and Library page, then click Library Settings button.

»  On the settings page, choose Information Rights Management under Permissions and
Management.

» Choose Allow users to print documents, and click OK.
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(-'llrfnrmaﬁmﬂightsnanagﬂmm—m 3§ =10 x|
. aspxlist j ‘fEE_K‘ I Bing P [

<7 Favorites | {:",@ ﬂ Suggested Sites > @ | Web Slice Gallery -~

\: Information Rights Management Settings ﬁ =R @ - Page - Safety ~ Tools = @' -

Site Actions

&,
i} adrms test » Information Rights Management Settings - 4
= ILikelt Tags &
Notes
Home 0
Libisitiog Information Rights Management (TRM)
Site Pages IRM helps protect sensitive files from being misused ar V¥ Restrict permission to documents in this library on
distributed without permission once they have been download:
Shared Documents downloaded from this server. Permission policy title:
[cranDL Protected
Lists Example: Company Cenfidential
Calanir Permissio.n policy description: —
IREstrn:t CPANDL employees from printing
Tasks Example: Only discuss the contents of this document -

with other emplovees

Discussions allow users to print documents

Teamn Discussion

-

- . Allow users to access content programmatically
4 Recycle Bin

3 all site Content

Users must verify their credentials every: LI

[ [ [ [ [f & tocalintranet | Protected Mode: OFf Ta - [ R100% -

Return to Shared Documents page, for example log on as Ind1@cpandl.com, and right-click
a pdf file and choose Save Target AS... to save a PDF file to the local host.

Site Actions ~ @ [T Documents Library

Home » Shared Documents » All Documents -

Share a document with the team by adding it to this document library.

Ll

Home Search this site... p (7]
Libraries [T Type Name Maodified Modified By
=ite: Pages B 0000582_text field ©ne 4/6/2012 9:39 AM administrator
sh dD t: oo
are ocuments 7] 2 3/22f 42 PM administrator
. BA big and small-admin & new PM Ind1
Lists
| Foxit Sharepoint POF Protector user manual2 PM Ind1
Calendar
Tasks O & = = [:;;n =B AM administrator
7 metadata & Hew - 12 9:38 AM administrator
Open in New Tab
Discussions b pdf_referencel.7 oinew Open in New Window 12 9:39 AM administrator

administrator

Team Discussion | ANE#ELE
Print Targe

gk Add document

& Recycle Bin Cut

3 Al site Content i)
Copy Shortcut
Paste

Open the download PDF file by Foxit Reader. Left-click View Permission to view the RMS
Right of this file. Please see the following picture.
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A FoxitPhantomPDF51_Qu| Document Properties

Edit View Tools

File

Description | Secu!ﬁ -|

Fonts

0

=

{.l) WINOS Protected -Res

Document Security

Security Method:

Protection Policy Information

WINOS Protected - Restrict

The following users have permission to access this document:

RMS Encryption

|

WINDS employees from printing

User
emilyl @winos.cn

RMS Right
Change

PDF Rights
VIEW:
OWNER:
VIEW RIGHTS DATA:

Allowed
Mot Allowed
Mot Allowed

PRINT:

PRINT HIGH:

FILL FORM:
ANNOTATE:
ASSEMBLE:
MODIFY:
EXTRACT ACCESS:
EXTRACT:

Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed

License Expiration date: Uniimited Content Expiration date: Unlimited

oK Cancel

| |

For MOSS 2013

To add the domain user to SharePoint site

Click Start, and go to All Programs, then click Internet Explorer.

Type http://SPS-SRV in the address bar, and then click Go. This operation will open the
default Office SharePoint Server 2013 site that was created during installation.

Click Setting, and go to Site Settings, and then click People and Groups under the Users and

Permissions heading.
Click New, and then click Add Users.

Type domain users’ names, such as rms01@moss.com;rms02@moss in the Users/Groups
box, and then click OK. A list of users who have the permissions to use the SharePoint will be

displayed.
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Share '"Home' X

Add people to the Home Members group

rmsdlx rms02 x |

Share Cancel

To set group permission in SharePoint site

Log on as MOSS\Administrator.

Click Start, and go to All Programs, and then click Internet Explorer.
Type http://SPS-SRV in the address bar, and then click Go.
Click Documents and Library page, then click Library Settings button.

SharePoint MNewsfeed SkyDrive Sites [EGLITIIETETa R o JL*4

BROWSE ) sHARE vy Fouow Cdswe O
\j [+ - Current View: ) E-mail = Link T af
m —— [l  AlDocuments - RSS Feed =l Lo Y. T
View  Quick Create Tags & Connect to Connect to Customize | Library
Edi View Current Page =] Maost Popular tems Motes Outlock  Office Library - | Settings
View Format Manage Views Share & Track Tags and Notes Connect & Export Setting:
: ~
Home (® new document or drag files here
Docamaiis All Documents  Approve/reject ltems My submissions == Find a file 0D
Site Contents
v D MName Modified Modified By
#" EDIT LINKS I_EF_ BMNET_BestPractices_ManagingEmployees wswJanuary 31 Administrator
% Button Menuitems «s»  February 21 Administrator
b dd «»  February 21 Administrator
[ Foxit PDF Secure RMS Protector Manual «ss  February 21 Administrator

[

»  Click Permissions for this document library under Permissions and Management on
Customize Documents page.
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SharePoint Newsfeed SkyDrive  Si Administrator~ £ 9
BROWSE | PERMISSIONS ) SHARE Y FOLLOW T
5@ [

& amn Q

Manage Stop Inheriting Check
Parent Permissions ~ Permissions

Inheritance Check
Home I\ This library inherits permissions from its parent. (Home)
Documents
Site Contents Mame Type Permission Levels
Excel Services Viewers SharePoint View Only
# EDIT LINKS Group
Home Members SharePoint Edit, Contribute
Group
Home Owners SharePoint Full Control
Group
Home Visitors SharePoint Read
Group
read SharePoint Read
Group
View Only SharePoint  View Only
Group

+» Return to Documents page, log on as rms01@moss.com (one of ADRMS test Members), to

download a PDF file to your load host.

SharePoint Newsfeed SkyDrive Sites

BROWSE | FLES  LIBRARY Yz Folow Cgsnc O
Home () neEw aocument or arag mes nere
Documents All Documents My submissions  =-- | Find a file el |
Site Contents
v O name Modified Modified By
# EDITLINKS [#  BMET_BestPractices_ManagingEmployees == lanuary 31 Administrator
[#  Button Menultems === February 18 Administrator
B dd -« January 25 Administrator

[

Foxit PDF Secure RMS Protector Manual

<
D

anuam__luﬁ Administrator

[

1 SubmitForm Open in new tab i Administrator
[t i N
2] word Al || Administrator
" |
FEl o SR E-20120917_decrypted Print target I Administrator

» Open the download PDF file by Foxit Enterprise Reader, and left-click View Permission to
see the RMS Right.
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= ﬁ 3 ¥z Foxit_PDF_Secure RMS_ ector_Manual.pdf (SECURED) - Foxit Rea BE = El 8
I 1 r
2T HOME | REVEW |[ Document Properties — - = Pl e
T bk Select Annotati ! ___ Link |
k T Description Security Fonts ‘ 1
H it F . = 7 File Atta 1
Hand Select ¢ Typewrier | » chmen Arrange
Text ) Hote Document Security Mukimedia -
J Security Method: RMS Encryption

x
Protection Paolicy Information - =
" MOSS restrict - MOSS restrict 3

You are currently authenticated to view this document as:

Fr| rms01@moss.com
PDF Rights
Full controk: Not Allowed

(1) MOSS restrict - MOSS restrict

=
View document: Allowed
= Print with low resolution: Mot Allowed
l' Print with high resolution: Mot Allowed
é Fillin a form:z Allowed
Comment in the document: Allowed
Manage pages and bookmarks: Allowed =
Modify document: Allowed 'r
lﬁ Content copying for accessibility: Allowed
Extract the contents of the document: Allowed
Run java script: Mot Allowed
License Expiration days: 30 Content Expiration date: \Jnknown

To restrict the print permissions using RMS

» Inthe same Office SharePoint Server 2013 site, click Home.
» Click Documents and Library page, then click Library Settings button.

» On the settings page, choose Information Rights Management under Permissions and
Management.

» Choose Allow viewers to print, and click OK.

SharePoint Newsfeed SkyDrive Si Administrator~ $¥ 2

) SHARE 7 FOLLOW [T

Site Contents

[¥1 Restrict permissions on this library on download ~

Create a permission policy title
# EDIT LINKS P petey

MOSS restrict
Add a permission policy description:

MOSS restrict

HIDE OPTIOMS

Set additional IRM library settings

This section provides additional settings that control the library behavior.

[] Do not allow users to upload documents that do not support IRM
[] Stop restricting access to the library at
|

[J Prevent opening documents in the browser for this Document Library

Configure document access rights
This section control the document access rights (for viewers) after the document is downloaded from the libran
right is the default. Granting the rights below is reducing the bar for accessing the content by unauthorized use

Allow viewers to print
Allow viewers to run script and screen reader to function on downloaded documents

[ Allow viewers to write on a copy of the downloaded document

[J after download, document access rights will expire after these number of days (1-365) v
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Return to Documents page, for example log on as rms01@moss.com, and right-click a pdf

file and choose Save Target AS... to save a PDF file to the local host.

SharePoint Newsfeed SkyDrive Sites ?

BROWSE LIBRARY Yz Folow Cgsnc O
Home () neEw aocument or arag mes nere
Documents All Documents My submissions ==~ | Find a file o

Site Contents

v [ nName Modified Modified By
# EDITLINKS [#  BMET_BestPractices_ManagingEmployees == lanuary 31 Administrator
[#  Button Menultems === February 18 Administrator
[ dd === Jlanuary 25 Administrator

[

_@f_ Foxit PDF Secure RMS Protector Manual ase lanuary 30 | Administrator
Open
170} SubmitForm Open in new tab i Administrator
0] i ind -
@s word f LG || Administrator
|
o PSR E-20120917_decrypted Print target I Administrator

[

Open the download PDF file by Foxit Reader. Left-click View Permission to view the RMS
Right of this file. Please see the following picture.

2= H & Foxit PDF.Secure RMS. Protector. Manualpdf (SECURED) - Foxit Resde EA R R d
— -
m HOME \ REVIEW Document Properties — - === Pl a
L% Select Annotation I Link
@ R Tk Description Security Fonts &
T it T e : 1 File Attachment
Hand Select -7 'YPEWIREr 3 k B Fe SR Arrange
Text =] Note Document Security [ Multimedia *
5 Security Method: RMS Encryption t I Amange !
(1) MOSS restrict - MOSS restrict x
— Protection Policy Information - -l
» =
MOSS restrict - MOSS restrict [_l
m You are currently authenticated to view this document as:
Fr. ms0 1 @moss.com
PDF Rights
= ?
s Full control: Not Allowed
View document: Allowed
= Print with low resolution: Allowed
Print with high resolution: Allowed
é Fill in a form: Allowed
Comment in the document: Alowed
Manage pages and bookmarks: Allowed
Modify document: Allowed 'r
I”j Content copying for accessibility: Alowed
s
Extract the contents of the document: Allowed
Run java script: Not Allowed
License Expiration days: 30 Content Expiration date: Unknown
-

= —_— Boaw ~O——— @D 4

34



Foxit PDF Secure RMS Protector

User Manual

Chapter 3 - For Exchange

+ Getting Started

This section provides everything about getting started with Foxit PDF Secure RMS Protector

you’ll need to know, including its system requirements, install and uninstall instructions.

System requirements for Exchange2010

Computer Operating System Requirement
ADRMS Server Windows Server 2008 R2 RMS, Internet Information Services (IIS)
6.0, World Wide Web Publishing
Service, Message Queuing (also known
as MSMQ)
DC Windows Server 2003 with | Active Directory, Domain Name System
SP1 (DNS)
ADRMS-DB Windows Server 2003 with | Microsoft SQL Server™ 2005
SP1
Exchange Server 2010 Windows Server 2008 with | Exchange Server 2010 and has been

Such as named EX01

SP2 or
Windows Server 2008 R2

added this Server to DC

Client

Win7

Client, Outlook 2010

System requirements for Exchange2013

Computer Operating System Requirement

ADRMS Server Windows Server 2008 R2 RMS, Internet Information Services (IIS)
6.0, World Wide Web Publishing
Service, Message Queuing (also known
as MSMQ)

DC Windows Server 2008 with | Active Directory, Domain Name System

SP1 (DNS)

ADRMS-DB Windows Server 2012 Microsoft SQL Server™ 2012

Exchange Server 2013 Exchange Server 2013 and has been

Such as named Windows Server2012 added this Server to DC

QA2012-EXC

Client Win7 Client, Outlook 2013

Corresponding permissions of Foxit Reader and Exchange

Exchange service provides there levels rights: Full control, Change, Read.
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Level Rights of Foxit Reader

Full control View, Copy, Modify, Print, View Data, Access, Annotate, Fill Form,
Assemble

Change View, Copy, Modify, Access, Annotate, Fill Form, Assemble

Read View

The user can only print the document if the document library IRM settings have been configured

to allow document printing.

Installing Foxit PDF Secure RMS Protector on an Exchange Server

To install Foxit PDF Secure RMS Protector:

+» Stop the IIS Admin service: Start > Settings > Control Panel > Administrator Tools > Services >
[IS Admin Service > Stop. Close window.

» Run the Foxit PDF Secure RMS Protector Setup program to install the protector on the

server.

'._‘J _Fu._uit PDF S-ECLIre_- P _.--': —

Foxit® PDF

Secure RMS
Protector

Protect

Sensitive PDF Documents

» Afterinstalling

For Exchange2010

Welcome to the Foxit PDF Secure RMS
Protector Setup Wizard |

The Setup Wizard allows you to change the way Foxit PDF
Secure RMS Protector features are installed on your
computer or to remaove it from your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

restart 1S, MSExchangeTransport, msftesql-Exchange:

1. Click Start > Run > type “cmd” in the Open line> click OK, and execute the following

commands:

net stop MSExchangeTransport
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net start MSExchangeTransport

net stop msftesqgl-Exchange

net start msftesql-Exchange

net start MSExchangeSearch

iisreset

Administrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Version 6.1.76881
Copyright (c>» 2009 Microsoft Corporation. All rights reserved.

C-UszerssAdministrator.CPANDL>net stop MSExchangeTransport
The Microsoft Exchange Transport service is stopping:
The Microsoft Exchange Transport service was stopped successfully.

C:slUsers~Administrator.CPANDL>net start MSExchangeTransport
The Microsoft Exchange Transport service 1s starting..
The Microsoft Exchange Transport service was started successfully.

C:xUserssAdmninistrator.CPANDL>net stop msftesgl—-Exchange
The following services are dependent on the Microsoft Search (Exchange) service

étupping the Microsoft Search <(Exchange? service will also stop these services.

Microsoft Exchange Search Indexer

Do you want to continue this operation? <Y H>» [Nl: vy
The Microsoft Exchange Search Indexer sewrvice is stopping
The Microsoft Exchange Search Indexer service was stopped successfully.

| A istrator: C:\Windows\system3 2\ cmd.exe
The Microsoft Exchange Search Indexer service was stopped successfully.

The Microzoft Search <(Exchange) sewvice iz stopping.
The Microsoft Search <(Exchange) service was stopped successfully.

C:sUserssAdministrator.CPANDL>net start msftesgl-Exchange
The Microsoft Search <(Exchange’ service is stariting.
The Microsoft Search <(Exchange? service was started successfully.

C:slserssAdmninistrator.CPANDL»net start MSExchangeSearch
The Microsoft Exchange Search Indexer service 1is starting.
The Microsoft Exchange Search Indexer service was started successfully.

C:sUzerssAdministrator CPANDL>iizreset
Attempting stop...
Internet services successfully stopped
Attempting start...

Internet services successfully restarted

C=sUserssAdministrator . CPANDL>

2. Close the windows.

For Exchange2013

Restart 1IS, MSExchangeTransport, MSExchangeFastSearch:
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1. Restart MSExchangeTransport: Start > Settings > Control Panel > Administrator Tools >

Services > MSExchangeTransport > Restart.

2. Restart MSExchangeFastSearch: Start > Settings > Control Panel > Administrator Tools >
Services >MSExchangeFastSearch > Restart. Then Close the window

3. Restart IIS: Click Start > Run > type “cmd” in the Open dialog box> click OK > type “iisreset” at

the command prompt > Press Enter.

WINDOWS system32 .cmd.exe

Microsoft Windows [Uersion 5.2.3790@1
(G Copyright 17852883 Microsoft Corp.

E:“Documents and Settings™AdministratorXiisreset

Attempting stop...

Internet services successfully stopped
Attempting start...

Internet services successfully restarted

E:“Documents and Settings“Administratori_

4. Close the windows.

Uninstalling Foxit PDF Secure RMS Protector

To uninstall, please select one of the followings:

+ Open the Start Menu > Control Panel->Programs->Programs and Features, and then click the
“Foxit PDF Secure RMS Protector” record and then click the “Uninstall” button to uninstall it.
» Open the Start Menu > Programs > “Foxit PDF Secure RMS Protector” > Uninstall.

Or you can double-click the PDFProtector.msi setup file that you have used to install Foxit PDF

Secure RMS Protector, and then do the followings:

» Inthe Foxit PDF Secure RMS Protector dialog box, select Remove Foxit PDF Secure RMS

Protector
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4! Foxit PDF Secure RMS Protector Setup

r Change, repair, or remove installation
Select the operation you wish to perform.

Change
Foxit PDF Secure RMS Protector has no independently selectable features.

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries,

Removes Foxit PDF Secure RMS Protector from your computer.,

Click Next button to uninstall it completely.
For Exchange2010

Restart 1IS, MSExchangeTransport, msftesql-Exchange:

1. Click Start > Run > type “cmd” in the Open line> click OK, and execute the following

commands:
net stop MSExchangeTransport
net start MSExchangeTransport
net stop msftesqgl-Exchange
net start msftesql-Exchange
net start MSExchangeSearch

iisreset

39



Foxit PDF Secure RMS Protector
User Manual

Administrator: C:\Windows\system32\cmd.exe = ]EI jj

Microsoft Windows [Version 6.1.76881
Copyright (c>» 2009 Microsoft Corporation. All rights reserved.

C-UszerssAdministrator.CPANDL>net stop MSExchangeTransport
The Microsoft Exchange Transport service is stopping:
The Microsoft Exchange Transport service was stopped successfully.

C:slUsers~Administrator.CPANDL>net start MSExchangeTransport
The Microsoft Exchange Transport service 1s starting..
The Microsoft Exchange Transport service was started successfully.

C:xUserssAdmninistrator.CPANDL>net stop msftesgl—-Exchange
The following services are dependent on the Microsoft Search (Exchange) service

étupping the Microsoft Search <(Exchange? service will also stop these services.

Microsoft Exchange Search Indexer

Do you want to continue this operation? <Y H>» [Nl: vy
The Microsoft Exchange Search Indexer sewrvice is stopping
The Microsoft Exchange Search Indexer service was stopped successfully.

Administrator: C:\Windows\system32\cmd.exe
The Microsoft Exchange Search Indexer service was stopped successfully.

The Microzoft Search <(Exchange) sewvice iz stopping.
The Microsoft Search <(Exchange) service was stopped successfully.

C:sUserssAdministrator.CPANDL»net start mofteoql Exchange
The Microsoft Search <(Exchange’ ourvlbu is sitariting.
The Microsoft Search <(Exchange? service was started successfully.

G:~UserssAdministrator. CPANDL>net start MSExchangeSearch
The Microsoft Exchange Search Indexer service 1is starting.
The Microsoft Exchange Search Indexer service was started successfully.

C:sUzerssAdministrator CPANDL>iizreset

Attempting stop...

Internet services successfully stopped
Attempting start...

Internet services successfully restarted

C=sUserssAdministrator . CPANDL>

2. Close the windows.

For Exchange2013

Restart 1IS, MSExchangeTransport, MSExchangeFastSearch:

1. Restart MSExchangeTransport: Start > Settings > Control Panel > Administrator Tools >
Services > MSExchangeTransport > Restart.

2. Restart MSExchangeFastSearch: Start > Settings > Control Panel > Administrator Tools >
Services >MSExchangeFastSearch > Restart. Then Close the window

3. Restart IIS: Click Start > Run > type “cmd” in the Open dialog box> click OK > type

“iisreset” at the command prompt > Press Enter.
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WWINDOWS system32'.cmd.exe

Microsoft Windows [Uersion 5.2.3790@1
(G Copyright 17852883 Microsoft Corp.

E:“Documents and Settings™AdministratorXiisreset

Attempting stop...

Internet services successfully stopped
Attempting start...
Internet services successfully restarted

E:“Documents and Settings“Administratori_

4. Close the window.

Check the version of Foxit PDF Secure RMS Protector

Please navigate to the folder where Foxit PDF Secure RMS Protector installed. Right-click
PDFProtector.dll > choose Properties > click the Details tab, then you can examine the

version information of Foxit PDF Secure RMS Protector ,as shown:

. PDFProtector.dll Properties

_. General Dlgrtal Slgnatures Secunt'_.r Details F‘rem'u:uus ‘u’ersiu:uns_

Property Value

Description
File description  Foxit POF Secure RMS Protector 2.1
Type Application extension

File version 2.1.0320
Product name  Foxit PDF Secure BMS Protector 2.1
Product version  2.1.0 Build 0320

P Entaemien %&%ﬂrwﬁﬂﬂmﬁﬂﬁ ?ﬁm?ﬁ3ﬁb
'Il\:d:a’ L .H }\mw-ﬁ}i’w H"‘l’iﬁ]—*"’" ‘ mh-wxm.."ﬁ':':
Size 215 MB

Date modfied 372272012 6:26 PM

Language English (United States)

Criginal filename PDFProtector. DLL

Remove Propedies and Personal Information

l oK | | Cancel
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Editing Wrapper Content

If you open a PDF which is encrypted by Foxit RMS Protector with other PDF programs, a wrapper

(which is actually a PDF page) will prompt you to download Foxit PhantomPDF/Reader to open

the PDF. If you want to edit the wrapper content, please save the updated content as a PDF file

named as “wrapperPDF” and place it within the RMS Protector’s installation directory.

#+ Configuring AD-RMS to Integrate with Exchange Server in a

Single Forest

==
“»Note: If you have configured AD-RMS when you were installing Exchange, please skip this

operation.

To register a service connection point

1.

Log on ADRMS server as CPANDL\ADRMSADMIN in the cluster on which you want to
register an SCP.

Open the Active Directory Rights Management Services console.

Right-click the AD-RMS cluster, and then click Properties.

Click the SCP tab.

Select the Change SCP check box.

Click the Set the SCP to current certification cluster option, and then click OK.

Click Yes to confirm.

To give Exchange servers permissions to access the server certification pipeline

1.

Log on an ADRMS server as CPANDL\administrator in the AD-RMS cluster.
Click Start, and then click Computer.

Navigate to %systemdrive%\Inetpub\wwwroot\_wmcs\Certification.
Right-click ServerCertification.asmx, and then click Properties.

In the ServerCertification.asmx Properties dialog box, click the Security tab.

Click the Continue button or the Edit button.
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10.

11.

12.

13.

14.

15

In the Permissions for ServerCertification.asmx dialog box, click Add.

In the Select User, Computer, Service Account, or Group dialog box, click Object Types,

and select the Computers check box, then click OK.

Type Exchange Servers to add the Exchange Servers group, or type the names of the

Exchange servers that you want to add, separated by semicolons.

Click Check Names, and then click OK.

Under Allow, make sure that the Read & execute and the Read check boxes are

selected.

Click OK.

If the AD-RMS Service Group does not appear in the Group or user names list, repeat the

steps 6-11 to add it.
Click OK to close all dialog boxes.

. Repeat the steps 1-14 on all other servers in the AD-RMS cluster.

To set up the Exchange Server super users group

1.

Log on AD-RMS server as CPANDL\ADRMSADMIN, and open the Active Directory Rights

Management Services console and expand the AD RMS cluster.

In the console tree, expand Security Policies, and then click Super Users.

In the Actions pane, click Enable Super Users.

In the results pane, click Change Super User Group to open the Super Users properties

sheet.

In the Super user group box, type the e-mail address of the designated super users
group, or click Browse to navigate through the defined users and groups in the

directory.(Such as SuperRMSAdmin@cpandl.com)

Click OK.

To set InternallicensingEnable true by ExchangeManagement Shell

1. Log on as CPANDL\Administrator to Microsoft Exchange Server
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2. Navigate to Start->All Programs->Microsoft Exchange Server ->Exchange Management Shell

3. Type "Get-IRMConfiguration"

[E® Machine: EX01.cpandLoom

Tip of the day H#47:

You can control which features are available to Outlook Webh Access users
pe :

Set—OwalirtualDirectory "OWA (Default Yeb Sited" —ContactsEnabled $True

UERBOSE: Connecting to ENBL_cpandl.com
UERBOSE: Connected to EX@1.cpandl.com.
[P5]1 C:sUWindows systemn32XGet—IRMConf iguration

False
False
True
True
True
Optional

InternalLicensingEnabled
ExternalLicensingEnabled
JournalReportDecryptionEnabled
OWAEnabled

SearchEnabled
TransportDecryptionfetting
ServiceLocation
PublizhingLocation
LicensingLocation

L

[PS]1 C:xUindows“system32>

4. Type " Set-IRMConfiguration -InternalLicensingEnable Strue" to enable licensing.

5. Type " Get-IRMConfiguration " again ,to check InternalLicensingEnalbe is true.

EHachine: EX01.cpandl.com i

Haz one of your users asked you to recover their mohile device synchronization password? To return the user’s
type =

Get—ActiveSyncDeviceStatistics —ShowRecoveryPassword

UERBOSE: Connecting to EXB1.cpandl.com

WERBOSE: Connected to EXO1.cpandl.com.

[PE]1 C:x\Windowsxsystem32>Set—IRMConf iration —InternalLicensingEnable $true

UARNING: The command completed successfully but no settings of ‘ControlPoint Config’ have been modified.
[PS]1 C:Windowsssystem32iGet—IRHConf iguration

InternalLicensingEnabled = True
ExternalLicensingEnahled = Falze

: True

2 True

: True
TransportDecryptionSetting = Optional
ServiceLocation ]
Publishinglocation

LicensingLocation ; >

[PS] C:\Windows\system32>

+ Working with Foxit PDF Secure RMS Protector

For Exchange 2010
1. Log on as CPANDL\Administrator to EX01

2. Open the Exchange Management Shell.
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3. Enter the following task and parameters:
New-TransportRule -Name “Test Transport Rule for Encryption” -Enabled Strue -

SubjectOrBodyContainsWords “secret” -ApplyRightsProtectionTemplate “Do Not Forward”

E Machine: EX01.cpandl.com

Exchange team bhlog: get—exhlog
Show full output for a cmd: <cmd> | foemat—list

Tip of the day H52:

Want to get a list of the backup status of all mailbox databases in your organization? Type:

Get—MailboxDatabase —Status | Format-Table Hame, Server., =Backups
How about just the mailbox databases on a specific server? Type:

= Get-MailboxDatabhase —Server {Server Name> —Status
Format-Tahle Mame, »*Backup»

WERBOSE: Connecting to EX@1.cpandl

on.
ransportRule —Mame st _Twanspnet Rule for Encryption” —Enabled $true —SubjectOrBodyConta
pplyRightsProtectionTemplate Do Hot Forward"

Enabled @

4. Log on as CPANDL\test to Client, and open Microsoft Outlook 2010, new an Email (for

example, send an e-mail to emilyl@cpandl.com). The Email includes the PDF attachment.

| Message 5 Options Format Text Review Au

O 3l @ ) AttachFile Follaw Up ~ ©
= Calibri Body ~ 11~ A° A7 12 - 1=~ ga'/ Eéﬁ gg;ﬂ llﬂ ach File V ollow Up <
X _L,UJi.ttach[tem' ¥ HighImportance
Paste . A |I=] 3= | Address Check Zoom
W - & B I - = = Eook Mames | | Signature = J LowImportance
Clipboard s Basic Text " MNames Include Tags | Zoom
T emily1;
I =] Ce.
Send
Subject testmessage
Attached: | /4 Microsoft SharePaint Server 2010.pdf (2 MB] ‘
£y
-

This is secret test message,include the keyword “secret“.l

And then click Send.
5. Log off and log on as CPANDL\emily1 to the Client

6. Open Microsoft Outlook 2010. In the inbox, we can see the email which has been tested
to send.
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File Home | Send/Recewe  Folder  View
S w% Ty lanore x - g i _i}J ‘ 3 Bl Mecting | &3 Move to:7 5 To Manager . 33, [S)Unread/Read  Finda Conta
%5 Clean Up = (33 Team E-mail & Done U B3 Categorize = | [} Address E
Mew  Mew Delete  Reply Reply Forward = = — Move Rules
Email Tteme - | & lunk~ i ¥ Mot ( Reply & Delete  “7 Create New s = s W FollowUp ~ | 7 Filter E-m
New Delete Respond Quick Steps Fl Move Tags Find
s hgpatiles : [searcn mbex ictri-£) A .
= earch Inbox [Cirl~ |
3 inbiox L : = secret test message
S : -
3 sertitems Arrange By: Date |Wewest antop T test
@ Deleted Items (1) ® Do Mot Forward - Recipients can read this message, but cannot forward, print, or copy content.
4 Today The conversation owner has full permission to their message and all replies.
3 H Conversation owner: test@cpandl.com
4 emilyl@cpandl.com 2 test 9:04 P
o secret [} Wed 1/12/2011 9:03 PM
5] Inb =
5 o = emilyl 5:48 PM | emily1
Lﬁ Drats secret two attachments 8 -] Message | [“} Microsoft SharaPoint Server 2010.pdf (2 MB)
e B 2 test 5:26 PM |
3 Deleted Items (1) G- I} -
¢ : This is secret test message, include the keyword "secret".
(g Junk E-Mail 24 Administrator 3:57 PM
(3 outbox emily view only test can view edit f..
[@ RSS Feeds 4 Administrator 345 PM

(8 search Folders emilylonly can view test

7. Double click the email. We can see the email did not get forwarded. View the permission,

and the detail permission is displayed as shown below-----My Permission.

Message

s X Q)

25 Move to: 7

HHYD O« 9|5 secret test message - Message (HTML)

=1

'ﬁ) * Mark Unread ', 8 [5)

f$ To Manager hd [il Categorize = 22
Delete Reply Reply : Move [e3 ~ Translate Zoom
Al 2 Team E-mail =5 '-j ¥ Follow Up ~ - Wi
Delete Respond Cuick Steps [ Moave Tags 7} Editing Zoom

ir message and all replies.
Conversation owner: test@cpandl.com

@ (Do Mot Forward } Recipients can read this message, but cannot forward, print, or copy content. The conversation owner has full permission
v} €

| Message il Microsoft SharePoint Server 2010.pdf (2 ME)

This is secret test message, include the keyword "secre

e See more about: test.

From: test "
To: emilyl

2

Subject: secret test message

11 2:03 PM
My Permissicn M

You are currently authenticated to view this message as:
emily 1@cpandl.com
Do Mot Forward - Recipients can read this message, but

cannot forward, print, or copy content. The conversation
owner has full permission to their message and all replies.

‘You have the following permissions:

WView: Yes
Edit: Yes
[Eopy: No ]
rint: Mo
Sawve: Yes
Export: Mo
ccess the message programmatcally: Mo
Full control: Mo
Reply: Yes
Reply All: Yes

{_Forward: Mo )

8. Double click the PDF attachment to open it. We can see the permission shown below: not

allowed to be printed, copied, or accessed.
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P Microsoft Sharepoint Server 2010 (21).paf (SECURED) - Fonit Reader S
Fie Edit View Tools Comments Forms Help i‘;‘:‘.
W =C Ll Kk = Ea- 4 & =% -
Document Properties =) [7 vewpemmisson | *
b Description Security Fonts =

Document Security

\
Security Method: RMS Encryption &

i

Protection Policy Information

The following users have permission to access this document:

1] User RMS Right
) emilyl@cpandl.com Change
f_’f test@cpandl.com Full Control

PDF Rights
VIEW: Allowed l
OWNER:  Not Allowed

VIEW RIGHTS DATA:  Allowed
PRINT: Not Allowed
‘ PRINT HIGH: Mot Allowed ‘
FILL FORM: Allowed
ANNOTATE:  Allowed
ASSEMBLE:  Allowed
MODIFY: Allowed
EXTRACT ACCESS: Not Allowed ‘
EXTRACT: Not Allowed

License Expiration date: Unlimited Content Expiration date: Unlimited

0K ‘ Cancel |

For Exchange 2013
1. Log on as QA2012\Administrator to QA2012-EXC
2. Open the Exchange Management Shell.
3. Enter the following task and parameters:
New-TransportRule -Name “Test Transport Rule for Encryption” -Enabled Strue -

SubjectOrBodyContainsWords “secret” -ApplyRightsProtectionTemplate “Do Not Forward”

] Machine: QA2012-EXC.qa2012.com [= =@

Welcome to the Exchange Management Shell?

Full list of cmdlets: Get—Command

Only Exchange cmdlets: Get—ExCommand

ndlets that match a specific string: Help *(string>=

et general help: Help

et help for a cmdlet: Help <{cmdlet name> or {cmdlet name> —7
Fhow gquick reference guide: QuickRef
[Exchange team blog: Get—ExBlog
Bhow full output for a command: {command> | Format—List

ip of the day H66:
Do vou want to remove a management role from a role group. role assignment policy, USG. or user but don't know the name

of the management »ole assignment? Just find the wole a: gnment with the Get—ManagementRolefAssignment cmdlet and pipe t
fhe results to the Remove—ManagementRolef gnment cmdle Type:

et—ManagementRolefissignment —Roleflssignee <{role assignee name> —Role <wole name> | Remove—ManagementRolefizsignment

ERBOSE: Connecting to QAZ2012-EXC.qa2@12.com.

ERBOSE: Connected to QA2B12-EXC.qa2B12.com.

[PS1 C:sM em32>New—TransportRule —Hame "Tect + Rule for Encryption” —Enabled $true —SubjectOrBodyConta
insWords —ApplyRightsProtectionTemplate Do Mot For d

Name Hode Priority Comments

[est Transport Rule for Encryption Enabled Enforce 1

[PE] C:xMWindowsssystem32>_

4. Log on as QA2012\Administrator to Client, and open Microsoft Outlook 2013, new an
Email (for example, send an e-mail to rms1@qga2012.com). The Email includes the PDF

attachment.
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BEH®S O » ¢ = =crete test message - Message (HTML ? B - M %
MESSAGE IMSERT OPTIONS FORMAT TEXT REVIEW
ey M T T [ SRS snl ° I i - -
[ 2 [caivi@oay -[&= -|A & |22 [E8] S8 B Amenme | Prolowyp Q
5oy ERy: |- b- = o St W Attach Item - I High Importance 5
aste abr - e ress Chec aom
- ¢ BT U SO =5 Book Mames Q‘Signaturrzv ¥ Low Importance
Clipboard Easic Text [F] MNames Include Tags w Zoom ~
Ta.. ;i'msl'
=1
Co.
Send | * =i -
L | Subject :secretetest message |
Fitached Eaxit PDF Secure RS Protector Manual.odf (2 MBI

This is secret test message, include the keyword

And then click Send.
5. Log off and log on as QA2012\rms1 to the Client

6. Open Microsoft Outlook 2013. In the inbox, we can see the email which has been tested
to send.

EE S - 72 B - A X
HOME SEND / RECEIVE FOLDER VIEW

L = —~ ~ —~ L™ P 3 - [Cearch Peonle
El o I Ignore x ﬁ?ﬁ (Eﬁ &-ﬂ 2| Move to: ? - Move 51 Unread/ Read "STFCh People |
! 7 Clean Up~ ;9) To Manager v| | ‘=9 Rules~ ==| Categorize ~ [EE Address Book
Mew  Mew Delete  Reply Reply Forward EE' = £ = : .
Email Items~ & Junk~ All 1= Team Email 17| | M onetote | [™ Follow Up~ ¥ Filter Email -
Mew Delete Respond Quick Steps [F] Move Tags Find -~
| Search Current Mailbox (Ctrl~£) £ | Current Mailoex -] € Reply [ Reply All £ Forward
B All - Unread By Date =  Mewest 4 [l N 2013/3/14 (BH) 13:27
= 4 Today Administrator
= Administrator [I]J (-} secrete test message
secrete test message 13:28 To sl
This message uses Microsoft Information
o rmsl - rmsl
A Yesterday Permission granted by: Administrator@qa2012.com
Administrator e E—_
i, M == Fouxit PDF 5 RMS5 Protector M l.pdf 3 ME]
H administrator trace0 (A=) 16:28 == R s (e P e bl ]

This message uses Microsoft Information

Administrator he This is secret test message, include the keyword “secret”
s administratrator trace 0 test (A>) 16:12
& This message uses Microsoft Information
e Administrator b e
administrator tracel test (A=) 16:00

°
L

This message uses Microsoft Information

TEMS:19  UMREAD: 4 UPDATING Inbox.  CONMNECTED TC: MICROSOFT EXCHANGE

7. Double click the email. We can see the email did not get forwarded. View the permission,
and the detail permission is displayed as shown below-----My Permission.
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HS G+ ¥ =
MESSAGE
¥ Move to: ?
= x . ) =2 B ove to: ?
B S —2 EepToManage
& Delete = Reply PE-ITF Forward 'EIT ]
Delete Respond Quick Steps
Y W"li 2013/3/14 (M) 13:27
i
 { | Administrator
- secrete test message
To rmsl
ﬂrmsl—rmsl

ﬁ See more 3bout Administrator.

Permission granted by: Administrator@qa2012.com

& Foxit PDF Secure RMS Protector Manual.pdf 3 MB)

This is secret test message,include the keyword “secrat”

allowed to be printed, copied, or accessed.

¥ ‘= 53 Mark Unread a% i O\
i' i 188 Categorize - ERd
Maove Translate Zoom
- ' ™ Follow Up - - Q 5
[P Move Tags ] Editing Zoom
r

My Permission

rmsl@ga2ll2.com

rmsl - rmsl

You are currently authenticated to view this message as:

You have the following permissions:

View: Yes
Edit: Mo
Copy: Mo
Print: Mo
Save: Mo
Export: Mo
Access the message programmatically: Mo
Full control: Mo
Reply: Mo
Reply All: Mo
Forward: Mo

AR -

8. Double click the PDF attachment to open it. We can see the permission shown below: not

== § = | Foxit PDF Secure RMS Protector Ma Fo: mPDF I 88 9 B
o | i
FILE | HOME ‘ EDIT ORGAN™ z — T — - r ind R i &
R vove | mor  crcngf e L
4 — -
e % E
"_['. Select Text ED' Description Fonts i
- InstaSign ICR.  Suspect | Industry
HiEer oration i - T Document Security [ Results~ | Standard
Security Method: |RMS Encryption v [ Change Settings... =
/' Foxit PDF Secure RMS... x e
@ e et Pratection Policy Information x
» rmsl - rmsl | I P
m You are currently authenticated to view this document as: D
rmsl@qga2012.com
rr. PDF Rights
Full control: Not Allowed
= View document: Allowed
L Print with low resolution: Not Allowed
= Print with high resolution: Not Allowed
Fillin a form: Not Allowed
& Comment in the document: Not Allowed
Manage pages and bookmarks: Not Allowed
Modify document: Not Allowed
Content copying for accessibility: Not Allowed
D Extract the contents of the document: Not Allowed .
Run java script: Mot Allowed

EN

License Expiration days: Unknown

Content Expiration date: Unknown

— 1

Chapter 4 — Watermark Configuration Tool

Watermark configuration tool allows you add, edit, delete, import, and export security

49

Bo4s% ~ O ——8——— 3 4




Foxit PDF Secure RMS Protector
User Manual
watermark to the files protected by RMS technology to improve the security and protect

copyright of the author. This chapter will introduce the steps of using the tool.

The watermark configuration tool will pop up after finishing the installation or you can

double-click the icon @on desktop to open it.

#+ Creating Profile
Before adding a watermark, you should create a profile first. The application will apply all of the

watermarks in the profile to a PDF.

Note: you can only choose a profile but not a certain watermark to use. Please create the
watermarks you want to add to one PDF in the same profile.

» Open the watermark configuration tool and check the option “Show the security watermark
in protected PDF document.”

-

& Foxit PDF Secure RMS Protector Configuration Tool = | - ﬁ

¥ Show the security watermark in protected PDF document.
Extended Setting

The PDF file protected by dynamic security watermark wil be saved in Foxit protected PDF
format and can only be opened by Foxit product. Dynamic security watermarks automatically
display viewer identity information on protected PDF files. This provides additional security to
protected files from being compromised by users copying confidential information through
mechanisms such as screen shots, cameras, and video capture.

Security Watermark Select
0K | Cancel ‘

»  Click Select to open the Security Watermark Management.

» Click New Profile to create a profile and name it.
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Security Watermark Management - - &J

Select profile Preview

¢> New Profie

E| <« Watermark Template

i % Highly Confidential
| Open time

v Current User

New Profile

Ad

Delete

Import...

Export...

I Bk

| OK ‘ Cancel ‘

Note: Users can use the dynamic security watermark feature to better protect PDF files from
unauthorized duplication. The PDF file protected by dynamic security watermark will be saved in
Foxit protected PDF format and can only be opened by Foxit products.

4+ Adding Watermark

To add a new watermark, please do the following:

» Open the Security Watermark Management, select a profile you created and click Add to
add watermarks to the profile.
» Name the watermark in the Name field.
+ Type the watermark’s content in the text box and set the font, size, color, underline, and
alignment.
Note: you can only set text as watermark.
» Inthe Dynamic text, you can select the option as needed to show the dynamic security
watermark.
Select dynamic variable: show the current document information dynamically and multiple
text are available at the same time.
Document Title: show the current document title.
Author: show the author of current document.
Current User: show the current user who is reading the document.
Date: show the current system date when opening the document.
Day: show the current system day when opening the document.
Month: show the current system month when opening the document.
Year: show the current system year when opening the document.
Time: show the current system time when opening the document.
Hour: show the current system hours when opening the document.
Minute: show the current system minutes when opening the document.
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Second: show the current system seconds when opening the document.

» Set the appearance by choosing the rotation degree and the opacity. You also have the
option to select the scale relative to the target page.

» Set the vertical and horizontal distance between the target page and the watermark.

+ Choose the page range to display the watermark. You can choose to display the watermark
for all pages in rage, even pages only or odd pages only in the subset list.

» Preview the watermark in the right pane.
» Click OK to finish it.

Name: [ Highly Confidential
Source: Preview
HIGHLY CONFIDENTIAL = Font:[ystem  ~| Szeif4E <

| L]
Dynamic text: |-—Select dynamic varable— ~

Appearance

Rofation: ¢ 45°  None & 45°  Custom [45° ﬂ
Opacty: —pF——— 20% ﬁ

 Text:

I” Scale relative to target page 50% j
Position
Vertical Distance: ]D.DD jj ‘Inches j from |Center j
Horizontal Distance: [0.00 ﬁ [nches  »|  from [center ~|
Page Range Options
& all Pages
" Pages:
 pages from: |1 j to: [1 j

Subset: |Al pages in range -

w 0K Cancel

4 Editing or Deleting Watermark

Editing a Watermark

» Open the Security Watermark Management and select a watermark you want to edit.
»  Click Edit to open the Edit Security Watermark dialog box.

» Start to edit the watermark, please refer to “Adding Watermark”.

»  Click OK to finish the operation.

Deleting a Watermark
» Open the Security Watermark Management and select a watermark you want to delete.
»  Click Delete to remove the selected watermark.

4+ Importing or Exporting Watermark

Importing a Watermark
» Open the Security Watermark Management and click Import.
»  Choose a watermark with .xml format.
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Click Open.

Exporting a Watermark

Open the Security Watermark Management and select a watermark you want to export.
Click Export and choose a file type and location to save.

The watermark will be exported as an .xml file or encoded file according to your choice. It
can be integrated into AD RMS policy template and applied to the PDF files by Foxit Phantom
PDF.

Note:

1. If you want to integrate the watermark to a common policy template, please export it as
an .xml file and add it to the template by Phantom PDF directly.

2. If you want to integrate the watermark to an official policy template, please export it as an
encoded file (.txt format) and integrate it into the template by AD RMS Scripting API
Architecture. Then you can import the template and apply it to PDFs by PhantomPDF.
(Please click here to see the example and use the value of “appData.Name” and

“appData.Value” in the exported encoded file.)
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Chapter 5 - FAQ

In the SharePoint environment, do we need to perform iisreset after installing the Foxit
PDF Protector?

Yes. Foxit PDF Protector will not work immediately when it is installed. Please perform

iisreset to ensure that the SharePoint server invokes Foxit PDF Protector.

Why is the PDF downloaded from the SharePoint Document Library still unprotected after
installing the Foxit PDF Protector?

First, check that the IRM protection rules have been configured in the SharePoint Document
Library. For example, ([Library Name]->Setting->Information Rights Management
Settings->Restrict permission to documents in this library on downloads).

Then, clear your browser’s Temporary Internet Files. For example, (IE8: Internet
Options->General->Delete->check Temporary Internet files->click delete).

Why doesn’t the Foxit PDF Protector work after being used for some period of time?
Because that you can only use the Free Trial version for 30 days. If you want to continue

using the Foxit PDF Protector, please contact us by sending an email to
sales@foxitsoftware.com to get the formal product license.

I got the authorized license file. How can | use it?
Please copy the license file to the same folder where you installed Foxit PDF Protector.

Note: Please ensure that all the users in the domain have the basic permission to “Read” and

“Read & Execute”, or the license file may not work.
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Contact Us

Feel free to contact us should you need any information or have any problems with our products.
We are always here, ready to serve you better.

e Office Address:
Foxit Corporation
42840 Christy Street. Suite 201
Fremont CA 94538
USA

e Mailing Address:
Foxit Corporation
42840 Christy Street. Suite 201
Fremont CA 94538
USA

e Sales:
1-866-680-3668 (24/7)

e  Support:
1-866-MYFOXIT or 1-866-693-6948(24/7)

e Fax:
510-435-9288

e Website:

www.foxitsoftware.com

e E-mail:
Sales and Information - sales@foxitsoftware.com

Technical Support - support@foxitsoftware.com

Marketing Service - marketing@foxitsoftware.com
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