Foxit

User Manual

Foxit® PDF
Secure RMS Protector

/S
A | (N
W

Microsoft“Pa rtner

Silver Independent Software Vendor (ISV)

©2012 Foxit Corporation. All rights reserved.



Foxit PDF Secure RMS Protector
User Manual

Copyright © 2012 Foxit Corporation. All Rights Reserved.

No part of this document can be reproduced, transferred, distributed or stored in any format

without the prior written permission of Foxit.
Anti-Grain Geometry - Version 1.1
Copyright (C) 2002-2005 Maxim Shemanarev (http://www.antigrain.com)

Permission to copy, use, modify, sell and distribute this software is granted provided this
copyright notice appears in all copies. This software is provided "as is" without express or implied
warranty, and with no claim as to its suitability for any purpose.



Foxit PDF Secure RMS Protector
User Manual

Contents

Chapter 1 - OVEIVIEW ......ceeeeeeeeeeemsesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssse 5
Chapter 2 — FOr SharePoOiNt .........cccccccvnnenneennnnnnnnsmnnsnsesssssssssssssssssssssssssssssssssssssssssssssss 6
[Ty A oY= =1 =T [ 6
System Requirements for MOSS 2007 ......ccceiieiiriiiiiieeieeeeiniieeeeee e e e ssiiireeeee e e e s ssanreeeees 6
Corresponding permissions of Foxit Reader and MOSS ............cuvviiviiiieieereeeeeeieeieereeennnnn. 7
Installing Foxit PDF Secure RMS Protector on a SharePoint Server................cccceeeeee. 7
View and Manage Event Logs of Foxit PDF Secure RMS Protector........cccceeeeeeiicceccnnnnn. 10
Check the version of Foxit PDF Secure RMS Protector.........occcuvviieeieeeeiiiiiiiiieeeeeee e 12
Editing Wrapper Content......coooeeiiiiiiii 13
Configuring AD RMS to Work with SPS-SRV ........ccccceerirreniireenncereenneerrenssceseenscessensscessenne 13
FOr IMIOSS 2007 ....ccovviiiriirieiniininninnmnmnesssnnmesmememeessememmmmememememeeeemeemmmmmemeeeme 14
To add SPS-SRV t0 LOCAl INtrane@t....cccciiiiisiiiisiiiiiiiiiiiiissiissisnissssssssssssssssssssssssssssssssssssssnns 14
To add SPS-SRV to the AD-RMS Certification Pipelin....eccceeeeeecereeenerrennncereennecenennneeesennnnns 14
To activate Information Rights Management in Office SharePoint Server 2007 ....c.cccceveeneeee 14
To restrict permissions USINg AD:RMS....iuiiiiiuiiieiieiiniiieiieciniieeiiecisiisesiscisissessassssssssssnns 15
0T 170 1l PP 15
To add SPS-SRV t0 LOcal INTranet...cceeeeeeiciiiiieieeeiiciiiiiiieiisccis et eeesaa e 15
To add SPS-SRV to the AD-RMS Certification Pipelin.....ccceeeeeeeereeenereeenneereennecereenneceeennnnns 15
To activate Information Rights Management in Office SharePoint Server 2010.....ccccceveenneee 16
To restrict permissions USING AD-RMS....iuiiieiiuiiieiieiiniiieiieciniieesiecisiisesiacssisssssassnsssnssans 16
Working with Foxit PDF Secure RIMIS Protector ........ccccieeiiieeiiieeiiinecireecerencerencennncesensennnes 16
FOIr IMIOSS 2007 .....cciiiiiiiiiiiiiiiiiniiiiiinisiiniinissississisnsssssissssssssssssssssssssssssssssssssssssssssssssssssens 16
To add the domain user to SharePoint Site....cceuuuiiiiiiiiiiemuiiiiiiiiiiiece e 16
To set the group permission in SharePoint Sit€..icveieiiireiiirieniisiinnnieniennienienieiienesiennes 17
To restrict the print permissions USING RMS ....iiiieiiiiineiiniennisiinniniiniemiississnes 19
FOr IMMOSS 2000......cciiiiiiiiiiiiiinininnininiissssisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssens 21
To add the domain user to SharePoint Site....ccceuueiiiiiiiiiiemuiiiiiiiiiiiecer s 21
To set group permission in SharePoint Site..vviiiiircieriineiiirieniisiinnieniennieniensisieensesienns 22
To restrict the print permissions USING RMS .....iiieeiiiiineniiniinniiiienieniinienienissssnessennss 24
Chapter 3 - FOr EXChange 2010 .......ccciiieeeeeecciiiiniineennnnnsscesssnseennnsssssssssssssnnnsssssssssans 27
Getting Started......cccciiiiiiiiiiiiiirin s e re e e s e s s e n e s s sasnes s sennsassannes 27
SYSTEM rEQUIrEMENTS tivuuiiieiiieiiiniiiiniiiiesieeieireeirassieaserssssisssssssssrsssssssssssssssssssssnssssnsssens 27
Corresponding permissions of Foxit Reader and EXChange ....ccuuccereeeeicriennnicrienecrnennnicneenes 27
Installing Foxit PDF Secure RMS Protector on an EXChange Server ....ccceeccereeeccereenecnnennnnes 27
Uninstalling Foxit PDF Secure RMS ProteCtOr ...ciceeeceeieeenierienenieriennesnenssiessenssssssnssssssnnnnss 29
Check the version of Foxit PDF Secure RMS Protector.......ccceiiieeeeeeissiiiiiieennesssiinnneeeennene. 30



Foxit PDF Secure RMS Protector
User Manual

Editing Wrapper CoNteNt....ccoeeieeiieiiie . 31
Configuring AD-RMS to Integrate with Exchange Server 2010 in a Single Forest .............. 31
To register a service CONNECTioN POINT viiveiieeireiiresieesraiiresinesieiireiiasresisesrasresssessassssssssssans 32
To give Exchange servers permissions to access the server certification pipeline ........c...... 32
To set up the Exchange Server SUPEr USErS SrOUP .uuceereeeecereensneerernsseseenssseseansssssennssssensnnns 33
To set InternalLicensingEnable true by ExchangeManagement Shell.......coeveeeecereennccerennnnes 33
Working with Foxit PDF Secure RMS Protector .........c.cceeeeereeenccrrenencereenscerennscessenssceseenes 34
Chapter 4 — Watermark Configuration TOOL.........cccccceeeeeenenennennnnennennennnnsssssssnsssnnnns 38
CrEatiNg Profile oottt e e e etb e e e e e ba e e e s abe e e e senbeeeeeareeeeeanes 38
Y Yo o Ll e T LY 1 =Y 4 0 - o PR STRY 39
Editing or Deleting WaterMark .........cveeiecieee et eetre e e eebae e e eeare e e e snreeeeearaeeeens 40
Importing or EXPorting Wat@rMark .........ccuveeeecieeeiiiiee e ccieeeecereeeeetee e e eereeeeeareeeesnreeeeeareeeeens 40
Chapter 5 - FAQu....cccceieireeenieirienneetrennseerrennsseseensseserenssssssensssssssnnsssssssnsssssssnnssssssnnnns 42
L8000 7= o A U 43



Foxit PDF Secure RMS Protector
User Manual

Chapter 1 - Overview

Traditionally, sensitive information can only be controlled by limiting access to the networks or
computers where the information is stored. After access is given to users, however, there are no
restrictions on what can be done with the content or to whom it can be sent. Microsoft
Information Rights Management (IRM) enables you to create a persistent set of access controls
that live with the content, rather than a specific network location, which will help you control
access to files even after they leave your direct control.

Foxit PDF Secure RMS protector extends all the benefits of AD RMS to any PDF document. In
addition, Foxit PDF Secure RMS protector provides creation and control of rights to unique PDF
features.

Microsoft’s Active Directory Rights Management (AD-RMS) solves security problems for
enterprise documents created in Microsoft Office. With the inclusion of AD RMS in Windows

Server2008, AD RMS has quickly become the default standard for document rights protection.

For the enterprises, they can enforce security policies easily to protect sensitive information, as
well as enable each PDF document with additional features such as forms fill out and

annotations.



Foxit PDF Secure RMS Protector

User Manual

Chapter 2 — For SharePoint

+ Getting Started

This section provides system requirements, install and uninstall instructions for the RMS

Protector.

System Requirements for MOSS 2007

Computer Operating System Requirement

RMS  Server/  ADRMS | Windows Server-2003 with | RMS, Internet Information Services (IIS)

Server Service Pack-1 | 6.0, World Wide Web Publishing
(SP1)/Windows Service, Message Queuing (also known
Server-2008 with Service | as MSMQ), and Microsoft SQL
Pack-1 (SP1) Server™:2005 Standard Edition

DC Windows Server-2003 with | Active Directory, Domain Name System
SP1 (DNS)

ADRMS-DB Windows-Server-2003 with | Microsoft SQL Server™-2005 with

SP1

Service Pack-2 (SP2)

SharePoint Server
Such as named SPS-SRV

Windows Server-2003 with
SP1

Office SharePoint Server-2007 with RMS
Client installed, and has been added
this Server to DC

System Requirements for MOSS 2010

Computer Operating System Requirement
ADRMS Server Windows Server-2008 with | RMS, Internet Information Services (IIS)
Service Pack-1 (SP1) 6.0, World Wide Web Publishing
Service, Message Queuing (also known
as MSMQ)
DC Windows Server-2003 with | Active Directory, Domain Name System
SP1 (DNS)
ADRMS-DB Windows-Server-2008 with | Microsoft SQL Server™-2008 R2

SP1

SharePoint Server
Such as named SPS-SRV

Windows Server-2008 with
SP2

Office SharePoint Server-2010 and has
been added this Server to DC
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Corresponding permissions of Foxit Reader and MOSS

SharePoint service provides three levels rights: Full control, Change, and Read.

Level Rights of Foxit Reader

Full control View, Copy, Modify, Print, View Data, Access, Annotate, Fill Form,
Assemble

Change View, Copy, Modify, Access, Annotate, Fill Form, Assemble

Read View

The user only can print the document if its library IRM settings have been configured to allow

document printing.

Installing Foxit PDF Secure RMS Protector on a SharePoint Server

To install Foxit PDF Secure RMS Protector:

« Stop the lIS Admin service: Start > Settings > Control Panel > Administrator Tools > Services >
IIS Admin Service > Stop. Then Close the window.

e Run the Foxit PDF Secure RMS Protector Setup program to install the protector on the

server.

{7 Foxit PDF Secure RMS Protector Setup

Foxit® PDF

Secure RMS
Protector

Protect
Sensitive PDF Documents.

Welcome to the Foxit PDF Secure RMS
Protector Setup Wizard

The Setup Wizard allows you to change the way Foxit PDF
Secure RMS Protector features are installed on your
computer or to remaove it from your computer. Click Mext to
continue or Cancel to exit the Setup Wizard.

+ Download PDF icon from http://www.foxitsoftware.com/images/icons/pdficon.gif.

¢ For MOSS 2007,
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1. Copy the downloaded.GIF file to "Drive: \Program Files\Common Files\Microsoft
Shared\Web Server Extensions\12\Template\Images".

2. Edit the file “Drive:\Program Files\Common Files\Microsoft Shared\Web server
extensions\12\Template\XmI\DOCICON.XML":

a. Right-click DOCICON.XML file > click Open With > select Notepad.

b. Add an entry for the .pdf extension as the file’s name. For example, type the ICPDF as
the name of the .gif file:

<Mapping Key="pdf" Value="pdficon.gif"/>

=

File Edit Format View Help

<?xml version="1.0" encoding="utf-8"7>
<DocIconss>

<ByProgID>
<Mapping Key="Excel.sheet" value="ichtmxls.gif" EditText="Microsoft Excel" openc
<Mapping Key="FrontPage.Editor.Document"” value="ichtmfp.gif" EditText="Microsoft
<Mapping Key="InfoPath.Document” value="icxddoc.gif" EditText="Microsoft InfoPat
<Mapping Key="InfoPath.Document.2" value="icxddoc.gif" EditText="Microsoft InfoP
<Mapping Key="InfoPath.Document.3" value="icxddoc.gif" EditText="Microsoft Infop
<Mapping Key="InfoPath.Document.4" value="icxddoc.gif" EditText="Microsoft Infop
<Mapping Key="0DC.Cube" value="icodcc.gif" EditText="Microsoft Excel" OpenContro—
<Mapping Key="0DC.Database" value="icodcd.gif" EditText="Microsoft Excel” OpencCo
<Mapping Key="0DC.Table" value="icodct.gif" EditText="Microsoft Excel" OpenContr
<Mapping Key="onenote.Notebook" value="icnotebk.png" EditText="Microsoft OneNote
<Mapping Key="PowerPoint.Slide" va1ue="ichtmppt.gi ' EditText="Microsoft PowerPo
<Mapping Key="Publisher.Document" value="ichtmpub.gif" EditText="Microsoft Publi
<Mapping Key="sharePoint.DocumentSet" va1ue="1cdocset.gif"/>
<Mapping Key="5harePoint.webPartPa?e.Document" value="icsmrtpg.gif" EditText="Mi
<Mapping Key="visio.webDrawing" value="icvdw.gif" EditText="Microsoft visio" Ope
<Mapping Key="word.Document"” Value="1ichtmdoc.gif" EditText="Microsoft word" Open
<Mapping Key="XDocs.Document" value="icxddoc.gif" EditText="Microsoft InfoPath"
<Mapping Key="sharepoint.Link" value="DOCLINK.GIF"/>
<Mapping Key="sharepPoint.SearchadminReport” value="icsadrep.gif" EditText="Micro

</ByProgID>

<ByExtension>

(?Mapping Key="pdf" value="pdficon.gif"/> ]

<Mapping Key="accdb" value="icaccdb.gif" EditText="Microsoft Access" OpenContro
<Mapping Key="accdt" value="1icaccdb.gif"/>

<Mapping Key="accdc" value="icaccdb.gif"/>

<Mapping Key="accde" value="icaccde.gif" EditText="Microsoft Access" Opencontro
<Mapping Key="accdr" va1ue="1caccde.?if" EditText="Microsoft Access" OpencContro
<Mapping Key="asax" value="icasax.gif" opencontrol=""/>

<Mapping Key="ascx" value="icascx.gif" EditText="Microsoft sharepoint Designer"
<Mapping Key="asmx" va1ue="icasmx.21f" opencontrol=""/>

<Mapping Key="asp" value="1ichtm.gif" opencControl=""/>

<Mapping Key="aspx" value="ichtm.gif" EditText="Microsoft sharepoint Designer" 0
<Mapping Key="bmp" value="icbmp.gif"/>

<Mapping Key="cat" value="iccat.gif" OpenControl=""/>

4 | 47

c. Click Save on the File menu, and then quit Notepad.

For MOSS 2010,

1. Copy the downloaded.GIF file to "Drive:\Program Files\Common Files\Microsoft
Shared\Web Server Extensions\14\Template\Images"

2. Edit the file “Drive:\Program Files\Common Files\Microsoft Shared\Web server
extensions\14\Template\XmI\DOCICON.XML":

a. Right-click DOCICON.XML file > click Open With > select Notepad.
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b. Add an entry for the .pdf extension as the file’s name. For example, type the ICPDF as
the name of the .gif file:

<Mapping Key="pdf" Value="pdficon.gif"/>

g

File Edit Format View Help

<?xml version="1.0" encoding="utf-8"7> A
<DocIcons> —

<ByProgID>
<Mapping Key="Excel.Sheet" value="ichtmxls.gif" EditText="Microsoft Excel" Openc
<Mapping Key="FrontPage.Editor.Document” value="ichtmfp.gif" EditText="Microsoft
<Mapping Key="InfoPath.Document” value="icxddoc.gif" EditText="Microsoft InfoPat
<Mapping Key="InfoPath.Document.2" value="icxddoc.gif" EditText="Microsoft InfoP
<Mapping Key="InfoPath.Document.3" value="icxddoc.gif" EditText="Microsoft InfoP
<Mapping Key="InfoPath.Document.4" value="icxddoc.gif" EditText="Microsoft InfoP
<Mapping Key="0DC.Cube" value="icodcc.gif" EditText="Microsoft Excel" OpenContro—
<Mapping Key="0DC.Database" value="icodcd.gif" EditText="Microsoft Excel” opencCo
<Mapping Key="0DC.Table" value="icodct.gif" EditText="Microsoft Excel” openContr
<Mapping Key="oOnenote.Notebook" value="icnotebk.png" EditText="Microsoft OneNote
<Mapping Key="PowerPoint.sSlide" va]ue=“1chtmppt.gi " EditText="Microsoft PowerPo
<Mapping Key="Publisher.Document" value="ichtmpub.gif" EditText="Microsoft Publi
<Mapping Key="sharePoint.Documentset"” value="icdocset.gif"/>
<Mapping Key="sharePoint.webPartPa?e.Document” value="icsmrtpg.gif" EditText="Mi
<Mapping Key="visio.webbDrawing" value="icvdw.gif" EditText="Microsoft visio" oOpe
<Mapping Key="word.Document" Value="ichtmdoc.gif" EditText="Microsoft word" oOpen
<Mapping Key="XDocs.Document" value="icxddoc.gif" EditText="Microsoft InfoPath"
<Mapping Key="sharepoint.Link" value="DOCLINK.GIF"/>
<Mapping Key="SharePoint.SearchAdminReport” value="icsadrep.gif" EditText="Micro

</ByProgID>

<ByExtension>

(;Mapping Key="pdf" value="pdficon.gif"/> ]

<Mapping Key="accdb" value="icaccdb.gif" EditText="Microsoft Access" OpencContro
<Mapping Key="accdt" value="icaccdb.gif"/>

<Mapping Key="accdc" value="icaccdb.gif"/>

<Mapping Key="accde" value="icaccde.gif" EditText="Microsoft Access" OpencContro
<Mapping Key="accdr" va]ue="1caccde.?1f” EditText="Microsoft Access" OpencContro
<Mapping Key="asax" value="icasax.gif" opencontrol=""/>

<Mapping Key="ascx" value="1icascx.gif" EditText="Microsoft SharePoint Designer"
<Mapping Key="asmx" va]ue="1casmx.?if" opencontrol=""/>

<Mapping Key="asp" value="1ichtm.gif" opencontrol=""/>

<Mapping Key="aspx" value="ichtm.gif" EditText="Microsoft sharepPoint Designer"” 0
<Mapping Key="bmp" value="+icbmp.gif"/>

<Mapping Key="cat" value="iccat.gif" OpenControl=

q | 47

wi g

c. Click Save on the File menu, and then quit Notepad.

3. Perform an iisreset:

1. Click Start > Run > type “cmd” in the Open dialog box> click OK > type “iisreset” at the

command prompt > Enter.

Microsoft Windows [Uersion 5.2.37981
¢G> Gopyright 1985-2883 Microsoft Gorp.

E:~Documents and Settings“Administratorliisreset

Attempting stop...

Internet services successfully stopped
Attempting start...
Internet services successfully restarted

E:“Documents and Settings“Administratorl_
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2. Close the windows.
Uninstalling Foxit PDF Secure RMS Protector
To uninstall, please select one of the followings:

¢ Open the Start Menu > Settings > select “Control Panel” > click the “Add or Remove
Programs” tab > click the “Foxit PDF Secure RMS Protector” record and then click the
“Remove/Uninstalled” button to uninstall it.

e Open the Start Menu > Programs > select “Foxit PDF Secure RMS Protector” > click Uninstall.

Or you can double-click the SharePointPDFProtector.msi setup file that you have used to install
Foxit PDF Secure RMS Protector, and perform the following:

¢ Inthe Foxit PDF Secure RMS Protector dialog box, select Remove Foxit PDF Secure RMS

Protector

15} Foxit PDF Secure RMS Protector Setup

Change, repair, or remove installation
Select the operation you wish to perform.

Change

Foxit PDF Secure RMS Protector has no independently selectable features.

l Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remove

Removes Foxit PDF Secure RMS Protector from your computer.

¢  Click Finish button to complete removal.

View and Manage Event Logs of Foxit PDF Secure RMS Protector

To view and save the log information of the Protector, please do as the following steps:
1. Add aregistry entry.
With Administrator’s Right:

HKEY_LOCAL_MACHINE/Software/Foxit Software/FXRMS/FXSPProtector

10
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Name: trace

Type: REG_DWORD

Data: 1

Without Administrator’s Right:

HKEY_CURRENT_USER/Software/Foxit Software/FXRMS/FXSPProtector
Name: trace

Type: REG_DWORD

Data: 1

Note: if the value of trace is 1, the log feature will be activated; if the value of trace is 0, the
log feature will be disabled.

2. Download the DebugView tool from the following link and run it.
http://technet.microsoft.com/en-us/sysinternals/bb896647.aspx

Open the tool and disable Capture Kernel feature from the “Capture” menu to avoid

capturing unnecessary information.

& Debug¥iew on }SPS2003 (local) - 0] x|

File Edit | Capture Options Computer Help

|E.” B v Capture Win32 Ctrl+w EE @ | < |
# Capture Kernel  Chrl+k L Frint
v Pass-Through

v Capkure Events Chrl+E

Log Book

3. Perform an iisreset command (Please refer to Perform an iisreset), and you will be able to see

the related log information now. The log information can be saved as a .txt file.

1
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.'.t.‘Startl | @&

£_DebugView on *,3SP52003 {local) O] x|
File Edit Capture Options Compuber  Help
Biew Window. . A EBC| 97 |
Open... 0 Lbhug Print -1
Jave Ct+S  [o5] FoxitRMS: GetProductMeme: After URLEncodeill
72]
Log ta File. . chlec  [72] %0B%34%9A%5C35C%93%9F3C6568B%13562% 10%99% AB594%592
Log to File As... 72]
72] FoxitRMZ: FICheckLicense: The path of the key £i!
Print. .. Ckrl+P 721
Prink Range. .. 72] FoxitRMS: FECheckLicense: Foxit CheckLicenseFile
Process iCrash Dump, .. 721
V2] FoxitRM5: FECheckLicence: the key file wersion i:
Exit 721
43 3:38:54 PM [E72] FoxitBM3: FXCheckLicense: It iz license wersion!
44 3:358:54 PN [572]
45 3:358:54 FM [572] FoxitRM3: CProtector::HrlInit success
46 3:38:54 PN [572]
47 3:38:54 PN [572] CReader Register: GetHEEY: hkey = HEEY LOCAL HMACE
45 3:358:54 PN [572]
49 3:35:54 PM [572] CReader Register::RegGetDword RegOpenKeyEx succet
&0 3:38:54 PN [E72]
51 3:35:54 PN [572] CProtector::HrInit The protector mode walue = 1
52 3:358:54 PN [572] d
1| | 3

JI&Debug.._ |3 C\Pra.. | @Compo...l ﬁRegistr...l 13' 1.bmp...| |?pﬁ 11:37 AM

4. If you want to disable the log feature, please set the value of trace to 0 and perform an

iisreset.

Check the version of Foxit PDF Secure RMS Protector

+ Please navigate to the folder where Foxit PDF Secure RMS Protector installed. Right-click

PDFProtector.dll > choose Properties > click the Details tab, then you can examine the

version information of Foxit PDF Secure RMS Protector:

12
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“ PDFProtector.dll Properties @

| General | Digital Signatures | Secur'rtﬂ Details | Previous ‘u"ersinns|

Property WValue

Description
File description  Foxit PDOF Secure RMS Protector 2.1
Type Application extension

File wersion 2.1.0320
Product name  Foxit POF Secure BMS Protector 2.1
Product version  2.1.0 Build 0320

Copyright Copyright () 2012 Foxit Corporation

Size 215 MB
Date modified  3/22/2012 6:26 PM
Language English (United States)

Criginal filename PDFProtector. DLL

Remove Properties and Personal Information

[ OK ] [ Cancel Apply

Editing Wrapper Content

If you open a PDF which is encrypted by Foxit RMS Protector with other PDF programs, a wrapper
(which is actually a PDF page) will prompt you to download Foxit PhantomPDF/Reader to open
the PDF. If you want to edit the wrapper content, please save the updated content as a PDF file
named as “wrapperPDF” and place it within the RMS Protector’s installation directory.

+ Configuring AD RMS to Work with SPS-SRV

. Note: If you have configured AD-RMS when you were installing SharePoint, please skip
this chapter.

13



Foxit PDF Secure RMS Protector
User Manual

For MOSS 2007

To add SPS-SRV to Local Intranet

1.

2.

Log on SPS-SRV as domain administrator, e.g., WIONS\administrator.
Click Start. Point to Control Panel, and then click Internet Options.
Click the Security tab, and choose Local Intranet, and then click the Sites button

Type http://SPS-SRV, and then click Add. Note: SPS-SRV is the computer’s name of MOSS
server.

Click Close, and then choose OK

To add SPS-SRV to the AD-RMS Certification Pipeline

Log on ADRMS-SRV as CPANDL\Administrator.
Click Start, and then click Computer.

Navigate to C:\Inetpub\wwwroot\_wmcs\Certification.
Right-click ServerCertification.asmx, and choose Properties, and then click the Security tab.

Click Advanced>Edit, and select the check box Include inheritable permissions from this
object's parent. Then click OK two times.

Click Edit, and then click Add.
Click Object Types, and select the check box Computers, then click OK.
Type the computer’s name of MOSS server, such as SPS-SRV, and then click OK.

Click OK to close the ServerCertification.asmx Properties sheet.

The default Read & Execute and Read permissions are configured for the SPS-SRV computer
account object and other accounts’ are all inherited from the parent folder.

10. Click Start, and then click Command Prompt.

11. Typeiisreset, and then press ENTER.

To activate Information Rights Management in Office SharePoint Server 2007

Please do the following:

Log on SharePoint Server as the administrator.

Click Start, and point to Administrative Tools, then click SharePoint 3.0 Central

Administration.

Click Operations, and choose Information Rights Management.

14
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4.

5.

Click Use the default RMS server specified in Active Directory.

Click OK.

To restrict permissions using AD-RMS

O ® N O U A WDNH=

Log on as CPANDL\administrator.

Click Start, point to All Programs, and then click Internet Explorer.

Type http://SPS-SRV in the address bar, and then click Go.

Click Shared Documents, and choose Library page, and then click Library Settings button.
Under the Permissions and Management heading, click Information Rights Management.
Select the check box Restrict permission to documents in this library on download.

Type CPANDL Protected in the Permissions policy title box.

Type Restrict CPANDL employees from printing in the Permission policy description box.

Click OK.

For MOSS 2010

To add SPS-SRV to Local Intranet

Log on SPS-SRV as domain administrator, e.g., CPANDL\administrator.
Click Start, and point to Control Panel, then choose Internet Options.
Click the Security tab, and choose Local Intranet, and then click the Sites button.

Type http://SPS-SRV, and then click Add. Note: SPS-SRV is the computer’s name of
MQOSS2010 server.

Click Close, and then click OK.

To add SPS-SRV to the AD-RMS Certification Pipeline

Log on ADRMS-SRV as CPANDL\Administrator.

Click Start, and then click Computer.

Navigate to C:\Inetpub\wwwroot\_wmcs\Certification.

Right-click ServerCertification.asmx, and click Properties, then choose the Security tab.

Click Advanced and choose the Edit. Select the check box Include inheritable permissions

from this object's parent, and then click OK two times.
Click Edit, and then click Add
Click Object Types, select the check box Computers, and then click OK

Type the computer’s name of MOSS server, such as SPS-SRV, and then click OK

15
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e Click OK to close the ServerCertification.asmx Properties sheet. The default Read & Execute

and Read permissions are configured for the SPS-SRV computer account object and other
accounts are all inherited from the parent folder.

¢ Click Start, and then click Command Prompt.

e Typeiisreset, and then press ENTER

To activate Information Rights Management in Office SharePoint Server 2010

Please do the followings:

« Logon SharePoint Server as administrator.

¢ Click Start, and point to Administrative Tools, then click SharePoint 2010 Central
Administration.

e Click Security (on the left), and then click Configure Information Rights Management under
the Information policy heading.

¢ Click Use the default RMS server specified in Active Directory.

+ Click OK.

To restrict permissions using AD-RMS

. Log on as CPANDL\administrator.

¢ Click Start, point to All Programs, and then click Internet Explorer.

e Type http://SPS-SRV in the address bar, and then click Go.

¢ Click Shared Documents, and choose Library page, and then click Library Settings button.
¢ Under the Permissions and Management heading, click Information Rights Management.
¢ Select the check box Restrict permission to documents in this library on download.

¢« Type CPANDL Protected in the Permissions policy title box.

¢« Type Restrict CPCANDL employees from printing in the Permission policy description box.

e Click OK.

+ Working with Foxit PDF Secure RMS Protector

For MOSS 2007

To add the domain user to SharePoint site

+ Inthe same Office SharePoint Server 2007 site, click Home.
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+ Click Site Actions and point to Site Settings, and then click People and Groups.

¢« Click New, and then choose Add Users.

« Type domain users’ names, such as Ind1@cpandl.cn;Ind2@cpandl.cn in the Users/Groups
box, and then click OK. A list of users who have the permission to use the SharePoint will be
displayed.

& Home
Homed Document Cenber  Mews ~  Reports  Search | Sites Site Actions -

Home > Site Settings = Permissions = Add Users

Add Users: Home

Use this pags to give new permissions.

Add Users
‘fou can enter User names, Qroup names, of &-mail addresses, Separate them with semicolons,

Users/Groups:
{ind1@cpandl.cn;Ind2@cpandl.cn

Add all authenticated users

8, [
Give Permission Give Permission
Choose the permissions you want these users to have, You can add users o & SharePoint group e e
{which s already 2ssianed o a permission lsvel), or you can add users Individuslly and assign them
to a specific permission level, [Harne Members [Contribute] =l
SharePaint groups are recommended as they allow For ease of permission management across Wiew permissions this group has on sites, lists, and items...
multiple sites.

€ Give users permission directly

= Full Contral - Has Full contral,

[T Design - Can wiew, add, update, delete, approve, and customize,

[ Manage Hierarchy - Can create sites and edit pages, list items,
and documents.

[T approve - Can edit snd approve pages, list items, and documents,

[T Contribute - Can view, add, update, and delete,

= Read - Can view only.

|7 Restricted Read - Can view pages and documents, but cannot
wiew historical varsions or review user rights infarmation,

[ Wiew Only - Members of this aroup can view paes, list iems, and
documents. IF the document has a server-side fils handler
available, they can only view the document using the server-side
File handler,

o' Cancel

To set the group permission in SharePoint site

+ Navigate to the Documents page, log on as administrator@cpandl.com, clicking the Settings
drop-down box and select Document Library Settings.
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Hame
ﬁ“ﬁ Document Center

Home iiiiﬁiii iiiiii Mews »  Reports  Search | Sites

IAII Sites

___ Haome = Document Cenkter > Documenks
| _h] Documents

Wiews All Sike Conkent

Share a document with the beam by adding it to this document: library,

Site Hierarchy Mew ~*  Upload = actions = Settings * |

23] Documents Type  Mame Create Column

€7 announcements Add a column to store additional

5 Tasks Ej,;f aa information about each item, 11:39 AM

] Tasl
(4 saaslnen - Create Yiew 4136 P11
FiveP DF-Toolkit () | Create a view to select columns, 12:0% FM
Q acthve o filters, and ather display settings,
i Heee 126 PM
—] ——  Document Library Settings
ii’l;] This docurent is read _{f Manage settings such as petmissions, 149 PM
columns, views, and policy,

Click Permissions for this document library under Permissions and Management on the

Customize Documents page.

Please click Home Members on “Permissions: Documents” page.

Please choose the permission you need, for example, you can choose the Contribute-Can

view, add, update, and delete. Then click OK.

Home
#4 Document Center

Home iiiiﬁiﬁii}iiﬁi Mews ~  Reports  Search  Sites

Home = Document Center > Dacuments = Settings > Permissions > Edit Permissions

Edit Permissions: Documents

Users or Groups

The permissions of these users or groups wil be modified.

Choose Permissions

Choose the permissions you wank these users or groups to have.

welcome administratar = | My Sike | My Links ~ | @

Site Actions -

Users:
Home Members

Permissions:
[T Full Contral - Has full contral,
[ Design - Can view, add, update, delete, approve, and customize,
[ Manage Hierarchy - Can create sites and edit pages, list items,
and documents,
[T Approve - Can edit and approve pages, list ikems, and
documents.

[ Contribute - Can view, add, update, and delete,

I Read - Can view anly.

[ Restricted Read - Can visw pages and documents, buk cannot
wiew historical versions or review user rights information.

[ Visw Gy - Mismbers of this group can visw pages, list s, and
documents. IF the document has a server-side file handler

available, they can only view the document using the server-side
File: handler,

oK Cancel

Return to Documents page, log on as Ind1@cpandl.com, to download a PDF file to your

host.
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Home: Welcome Ind1 » | My Site | Mylinks ~ | @ .
#4 Document Center [ — [] advan
Home |DocumentCentery News v | Reports | Search
= Home > Document Center > Documents
| j Documents
View Al Site Content Share a document with the team by adding it to this document lbrary.
Site Hierarchy New ~ | Upload v Actions v View: All Documents  ~
(23] Documents e e =
&3 Announcements k4 000120 CHs_So0if 5/3/20118:12PM administrator
[ Tasks
i [000228 s apeseetem— ~| 5/18/2011 3:02 AM Ind1
= Open .
4 000436_CHS_AY  OpeniniNewTab 5/8/20118:20PM administrator
B o1 Open in New Window 5/8/20118:10PM administrator
i 1opsatopn Seee Taget A L 5/8/20118:10PM sdmiristrator
Print Target
B2 S ol 5/8/20118:10PM administrator
kr  aaea Cut 4/2/2009 12:49 AM Ind1
Copy

K Copyof 20080{  copyshortaut 403 5/8/20118:10PM administrator
4 doc3 Paste 5/8/20118:10PM administrator
[ doubleletters | addtoFavorites.., 4/2/2008 12:33 AM administrator
B FoxteORFiter i 5/8/20118:12PM administrator
{4 FoxitPDFIFitter 1. DTOTSQLSENVEr 2005 Manua 5/8/20118:17PM administrator
4 FoxitPDFIFiter 1,0 andvistasearch_Manual 5/8/20118:12PM administrator
7 FoxitPDFIFiter1.0forWss_manual 5/8/20118:18PM administrator
b nizse 5/8/20118:11PM administrator
G news2 5/8/20118:11PM administrator
@) test 4/2/2008 12:26 AM administrator

& Recycle Bin i vaunstamanual 5/8/20118:11PM administrator

e Open the download PDF file by Foxit Reader, and left-click View Permission to see the RMS
Right.

P FoxitPhantomPDF51_Qu| Document Properties (== SEIE]

52
File Edit View Tools Description Security Fonts B

[y ‘t!‘ w — Document Security

() WINOS Protected -Re: Security Method: RMS Encryption

Protection Policy Information

WINOS Protected - Restrict WINOS employees from printing

The following users have permission to access this document:

User RMS Right
emilyl @winos.cn Change
PDF Rights

VIEW: Allowed

OWNER: Not Allowed

VIEW RIGHTS DATA: Not Allowed

PRINT: Not Allowed

PRINT HIGH: Not Allowed
FILL FORM: Allowed
ANNOTATE: Allowed
ASSEMBLE: Allowed
MODIFY: Allowed
EXTRACT ACCESS: Allowed
EXTRACT: Allowed

License Expiration date: Unlimited Content Expiration date: 2012-04-07707:29

[ OK ] I Cancel

To restrict the print permissions using RMS

+ Inthe same Office SharePoint Server 2007 site, click Home.
+ Click Document Center, and then click Documents.

¢« Onthe Documents page, left-clicking the Settings drop-down box and select Document
Library Settings.
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On settings page, choose Information Rights Management under Permissions and
Management.

Choose Allow users to print documents, and then click OK.

Home Welcome administrator = | My Site | My Links = |

&4 Document Center

m News = | Reports | Search | Sites Site Actions =

Home > Document Center > Documents > Setkings > Information Rights Management Settings

Information Rights Management Settings

Information Rights Management (IRM)
IRM helps pratect sensitive files From being misused or distributed without permission once they [¥ Restrict permission ta documents in this library on downlaad:
have been dowinloaded From this server, Permission policy title:

[cPanDL Protected

Example: Company Confidential
Permission policy description:

[Restrict WINGS employees from printing

Example: Only discuss the cantents of this document with other
employees

¥ Allow users ko print documents
™ allow users to access conkent programmatically
™ Users must verify their credentials svery:
I3U days
™ Do not allow users to upload documents that do not support IRM

™ stop restricting permission ko documents in this library on:

|4f17f2IJIJQ

OK Cancel

Return to Documents page, for example log on as Ind1@cpandl.cn, right-click a pdf file and
choose Save Target AS... to save a PDF file to the local host.

Home Welcome Ind1 ~ | MySite | Mylinks ~ | @ .

[al sites | B advanced search

#4 Document Center

M News v  Reports Search Sites
— Home > Document Center > Documents
E Documents

View Al Site Content Share a document with the team by adding it to this document library.

Site Hierarchy New v | Upload v | Actions v View: AllDocuments  ~
‘_1:1 Documents Type Name Modified O Modified By
3 Announcements [ 000120_CHs_so0if 5/8/20118:19PM sdministrator
& Tesks 1 [000228 cris ms;—~———| +] sf1s/20113:024m Indt

[ 000436_CHS A1 openiniewTab 5/8/20118:20PM administrator
o1 Open in New Window 5/8/20118:10PM administrator
b psaome ek 5/8/20118:10PM administrator
w2 5/8/20118:10PM administrator
b emma E;;y 4/2/2009 12:49 AM Ind1
[ Copy of 200801 copy shortaut 408 5/8/2011 8:10 PM administrator
W4 doc3 Paste 5/8/20118:10PM administrator
[ doubleletters Add to Favorites... 4/2/2008 12:33 AM administrator
w FoxitPDFIFilter 1f 5/8/20118:12PM administrator
7 itPDFIFilter 1-0TOrSGLSETVEr 2005 MaMuar 5/8/20118:17PM administrator
4 FoxitPDF[Fiter 1.0forWDSandvistaSearch_Manual 5/8/20118:12PM administrator
17 FoxitPDFIFiter1.0forWss_manual 5/3/20118:13PM administrator
b ni2se 5/8/20118:11PM administrator
G nens2 5/8/20118:11PM administrator
@) test 4/2/2008 12:26 AM administrator
18 Recycle Bin 7 Vaculnstaimanual 5/8/20118:11PM administrator

Open the download PDF file by Foxit Reader. Left-click View Permission to view the RMS
Right of this file. Please see the following picture.
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== =E@=]
2]

4 FoxitPhantomPDF51_Qu| Document Properties

File Edit View Tools
e/ = ﬁ!éﬁ =

(11) WINOS Protected - Res Security Method: RMS Encryption

Description Secur?y Fonts

Document Security

./ view permission X
| -~

|
1

v [

Protection Policy Information

IS
J WINOS Protected - Restrict WINOS employees from printing
:] The following users have permission to access this document:
User RMS Right
emilyl @winos.cn Change
=]
=
PDF Rights
VIEW: Allowed

(=)

OWNER: Not Allowed

VIEW RIGHTS DATA: Not Allowed
PRINT:  Allowed
‘ PRINT HIGH:  Allowed
FILL FORM: Allowed
ANNOTATE: Allowed
ASSEMBLE: Allowed
MODIFY: Allowed
EXTRACT ACCESS: Allowed
EXTRACT: Allowed

License Expiration date: Unlimited Content Expiration date: Unlimited

[ 0K J l Cancel

For MOSS 2010

To add the domain user to SharePoint site

¢ Click Start, and point to All Programs, then click Internet Explorer.

Type http://SPS-SRV in the address bar, and then click Go. This operation will open the
default Office SharePoint Server 2010 site that was created during installation.

Click Site Actions, and point to Site Settings, and then click People and Groups under the Users

and Permissions heading.
¢ Click New, and then click Add Users.

Type domain users’ names, such as Ind1@cpandl.cn;Ind2@cpandl.cn in the Users/Groups
box, and then click OK. A list of users who have the permissions to use the SharePoint will be

displayed.
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Grant Permissions O x

Select Users

Users/Groups:
You can enter user names, Ind1@cpandl.com
aroup names, or e-mail
addresses. Separate them
with semicolons.

8,

OK Cancel |

To set group permission in SharePoint site

Log on as CPANDL\Administrator.

Click Start, and point to All Programs, and then click Internet Explorer.

Type http://SPS-SRV in the address bar, and then click Go.

Click Shared Documents and Library page, then click Library Settings button.

site Actions - §f B Browse

= . |5# Page History y —

2 B O [§ R
-2 Page Permissions

Edit Check Out Edit Rename E-mail a Make Incoming

=¥ 9

Library Library  Wiew All

- - Properties - Page X Delete Page Link Homepage  Links Settings |Permissions Pages
Edit Manage Share & Track Page Actions Page Library
Libraries
Site Pages Welcome to your site!

Shared Documents

. Add a new image, change this welcome text or add new lists to this page by clicking the edit button above.
Lists You can click on Shared Documents to add files or on the calendar to create new team events. Use the links in
the getting started section to share your site and customize its look.

Calendar
Tasks
Shared Documents
Discussions - -
. . I~ Type MName Modified Modified By
Team Discussion
7 000120_CH clean2 no print 5/12/2011 2:16 PM System Account
= Recyele Bin A 000120_CH Ind1 spsvc 5/14/2011 3:45 PM System Account
Q All Site Content 7 000120_CH Ind1 5/14/2011 3:40 PM Ind1
7 000120_CH 1/5/2011 2:33 PM System Account
7 000228_CHS_200520 1/5/2011 2:43 PM Syetem Account
7 000228_CHS_200520Ind2 5/12/2011 2:17 BFM System Account

¢ Click Permissions for this document library under Permissions and Management on

Customize Documents page.
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2D 10E5%2D40FE" [T

Site Actions » @Y  Browse

S & &

Managte Stop Inheriting Check
Paren Permissions Permissions

Inheritance Check

This library inherits permissions from its parent._(adrms test
Permissions to view and edit files uploaded to wiki pages are controlled by the library the file is uploaded to, not the wiki page library.

Libraries MName Type Permission Levels
Site Pages adrms test Members SharePoint Group Coentribute
Shared Documents .

adrms test Owners SharePoint Group Full Control
Lists adrms test Visitors SharePoint Group Read
Calendar

System Account (SHAREPOINT \system) User Limited Access
Tasks

Viewers ShareFoint Group Wiew Only
Discussions
Team Discussion

;_,.2 Recycle Bin

&) an site content

Return to Shared Documents page, log on as Ind1@cpandl.com(one of ADRMS test
Members), to download a PDF file to your load host.

Library Is

Site Actions ~ B IO Documents Library

Home » Shared Documents » All Documents

Share a document with the team by adding it to this document library.

Home Search this site... yel
Libraries [T Type Name Madified Maodified By
sielbaes 7 0000582_text field @ne 4/6/2012 9:39 AM administrator
sh d D ts -
ared Decumen ¥ 2 3/22/2012 4:42 FM administrator
i kA big and small-admin & new 4/6/2012 2:20 PM Ind1
Lists
| Foxit Sharepoint PDF Protector user manual2 3/5/2012 8:20 PM Ind1
Calendar
r = IckGu)d= e —_A/lc/20] 2 9:39 AM administrator
Tasks T3
A metadata & Hew . 12 9:38 AM administrator
Open in New Tab
Discussions b pdf_referencel.7 &inew Open in New Window 12 9:39 AM administrator

7 BEM administrator

Team Discussion | HINE#ETE 12 7:
Print Targe

& Add document

';_‘:T Recycle Bin Cut

3 all site Content Copy
Copy Shortcut
Paste

Open the download PDF file by Foxit Reader, and left-click View Permission to see the RMS
Right.
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P4 FoxitPhantomPDF51_Qu| Document Properties EX3) o @3]
File Edit View Tools Desaiption Security Fonts B
et ‘t!J m —r Document Security
() WINOS Protected -Re Security Method: RMS Encryption

v

Protection Policy Information

i
j WINOS Protected - Restrict WINOS employees from printing
:] The following users have permission to access this document:
= User RMS Right
3 emilyl @winos.cn Change
g L
- PDF Rights
N- VIEW: Allowed
@J OWNER: Not Allowed
. VIEW RIGHTS DATA: Not Allowed
‘ﬁ PRINT: Not Allowed

PRINT HIGH: Not Allowed
FILL FORM: Allowed
ANNOTATE: Allowed
ASSEMBLE:  Allowed
MODIFY: Allowed
EXTRACT ACCESS:  Allowed
EXTRACT: Allowed

License Expiration date: Unlimited Content Expiration date: 2012-04-07T07:29

[ OK ] I Cancel

To restrict the print permissions using RMS

+ In the same Office SharePoint Server 2010 site, click Home.
¢ Click Shared Documents and Library page, then click Library Settings button.

¢ On the settings page, choose Information Rights Management under Permissions and

Management.

¢ Choose Allow users to print documents, and click OK.
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ﬂ: Information Rights Management Settings - Windows Internet Explore Ol x|

oo

{3 Favorites | {5 ﬂ Suggested Sites ~ & | Web Slice Gallery ~

_| http://moss 10-sps&4/_layouts firm. aspx?List Ea’-':ZDvZ-EE’-":ZD-j 4K I Bing 2~

- = ~ »
|| Information Rights Management Settings ﬁ - v [ mm - Page - Safety ~ Tools @'

Site Actions ~ g

2 T
adrms test » Information Rights Management Settings 4 v
e Ilikelt Tags &
Notes
Home 6
Libraries Information Rights Management (IRM)
Site Pages IRM helps protect sensitive files from being misused or ¥ Restrict permission to documents in this library on
distributed without permission once they have been download:
Shared Documents downloaded from this server. Permission policy title:
[cranDL Protected
Lists Example: Company Cenfidential
Permission policy description:
Calendar . e E —
IREstrn:t CPANDL employees from printing
Tasks Example: Only discuss the contents of this document -

with other emplovees

Discussions ‘llow users to print documents

Teamn Discussion

r

= Allow users to access content programmatically
A Recycle Bin

[ Al site Content

Users must verify their credentials every: LI

[ [ [ [ ¥ & tocalintranet | Protected Mode: OF Ta - [E00% -

Return to Shared Documents page, for example log on as Ind1@cpandl.com, and right-click
a pdf file and choose Save Target AS... to save a PDF file to the local host.

Site Actions ~ B IO Documents Library

Home » Shared Documents » All Documents

Share a document with the team by adding it to this document library.
Home Search this site... p (7]
Libraries [T Type Name Madified Maodified By
sielbaes 7 0000582_text field @ne 4/6/2012 9:39 AM administrator
sh d D ts -
ared Decumen ¥ 2 3/22/2012 4:42 FM administrator
i kA big and small-admin & new 4/6/2012 2:20 PM Ind1
Lists
| Foxit Sharepoint PDF Protector user manual2 /5/2012 8:20 PM Ind1
Calendar
Tacke r = i uid= c:;;n —_A/lc/20] 2 9:39 AM administrator
A metadata & Hew . 12 9:38 AM administrator
Open in New Tab
Discussions b pdf_referencel.7 &inew Open in New Window 12 9:39 AM administrator

Team Discussion | ANB#ECE ave Target As 12 7:17 PM administrator
Print Targe

& Add document

';_‘:T Recycle Bin Cut
3 all site Content Copy
Copy Shortcut
Paste

Open the download PDF file by Foxit Reader. Left-click View Permission to view the RMS
Right of this file. Please see the following picture.
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P4 FoxitPhantomPDF51_Qu| Document Properties [SifErE=]

Fle Edit View Tools Descripton | Seauwity | Fonts

—_— E‘ H . @ Document Security

Security Method: RMS Encryption

({1) WINOS Protected - Res|

ki
i Protection Policy Information
= WINOS Protected - Restrict WINOS employees from printing
:] The following users have permission to access this document:
User RMS Right
emilyl @winos.cn Change
E}
% PDF Rights
VIEW: Allowed

OWNER: Not Allowed

VIEW RIGHTS DATA: Not Allowed
PRINT:  Allowed
PRINT HIGH: Allowed
FILL FORM: Allowed
ANNOTATE: Allowed
ASSEMBLE: Allowed
MODIFY: Allowed
EXTRACT ACCESS: Allowed
EXTRACT: Allowed

N e

License Expiration date: Unlimited Content Expiration date: Unlimited

[ 0K ] [ Cancel
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Chapter 3 - For Exchange 2010

+ Getting Started

This section provides everything about getting started with Foxit PDF Secure RMS Protector

you’ll need to know, including its system requirements, install and uninstall instructions.

System requirements

Computer Operating System Requirement

ADRMS Server Windows Server 2008 R2 RMS, Internet Information Services (lIS)
6.0, World Wide Web Publishing
Service, Message Queuing (also known
as MSMQ)

DC Windows Server 2003 with | Active Directory, Domain Name System

SP1 (DNS)
ADRMS-DB Windows Server 2003 with | Microsoft SQL Server™ 2005

SP1

Exchange Server 2010
Such as named EX01

Windows Server 2008 with
SP2 or
Windows Server 2008 R2

Exchange Server 2010 and has been
added this Server to DC

Client

Win7

Client, Outlook 2010

Corresponding permissions of Foxit Reader and Exchange

Exchange service provides there levels rights: Full control, Change, Read.

Level Rights of Foxit Reader

Full control View, Copy, Modify, Print, View Data, Access, Annotate, Fill Form,
Assemble

Change View, Copy, Modify, Access, Annotate, Fill Form, Assemble

Read View

The user can only print the document if the document library IRM settings have been configured
to allow document printing.

Installing Foxit PDF Secure RMS Protector on an Exchange Server

To install Foxit PDF Secure RMS Protector:

e Stop the IIS Admin service: Start > Settings > Control Panel > Administrator Tools > Services >
[IS Admin Service > Stop. Close window.
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e Run the Foxit PDF Secure RMS Protector Setup program to install the protector on the

server.

| 4l Foxit PDF Secure RMS

Foxit® PDF

Secure RMS
Protector

Protect
Sensitive PDF Documents.

Welcome to the Foxit PDF Secure RMS
Protector Setup Wizard

The Setup Wizard allows you to change the way Foxit PDF
Secure RMS Protector features are installed on your
computer or to remaove it from your computer. Click Mext to
continue or Cancel to exit the Setup Wizard.

After installing ,restart 1IS, MSExchangeTransport, msftesql-Exchange:

1. Click Start > Run > type “cmd” in the Open line> click OK, and execute the following

commands:

net stop MSExchangeTransport

net start MSExchangeTransport

net stop msftesql-Exchange

net start msftesql-Exchange

net start MSExchangeSearch

iisreset
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Administrator: C:\Windows\system32\cmd.exe - |d ﬂ
Microsoft Windows [Uersion 6.1.7608]
Copyright <(c?» 2009 Microsoft Corporation. All rights reserved.

C:xUserssAdninistrator. . CPANDL>net sztop MEExchangelranzport
The Microszoft Exchange Transport service is stopping.
The Microszoft Exchange Transport service was stopped successfully.

GC:sUserssAdministrator .CPANDL>net start MSExchangeTransport
The Microsoft Exchange Transport Sservice is starting. .
The Microszoft Exchange Transport service was started successfully.

C:xlzerssAdninistrator.CPANDL>het stop msftesgl—-Exchange
The following services are dependent on the Microsoft Search (Exchange) service

étupping the Microsoft Search <(Exchange?» service will also stop these services.

Microzoft Exchange Search Indexer

Do you want to continue this operation? (¥-H> [HN1: o
The Microsoft Exchange Search Indexer service is stopping
The Microsoft Exchange Search Indexer service was stopped successfully.

Administrator: C:\Windows\system32\cmd.exe

The Microsoft Exchange Search Indexer service was stopped successfully.

The Microzoft Search <(Exchange? sewrvice iz stopping.
The Microsoft Search <{(Exchange? service was stopped successfully.

C:slUsers“Administrator.CPANDL net start mofteoql Exchange
The Microsoft Search <(Exchange’ ourulbu is stariting.
The Microsoft Search <(Exchange? service was started successfully.

C:~UserssAdministrator. CPANDL>net start MSExchangeSearch
The Microsoft Exchange Search Indexer service is starting.
The Microsoft Exchange Search Indexer service was started successfully.

C:sUserssAdministrator CPANDL>iisreset

Attempting stop...

Internet services successfully stopped
Attempting start...

Internet services successfully restarted

C=sUserssAdministrator . CPANDL > _

2. Close the windows.

Uninstalling Foxit PDF Secure RMS Protector

To uninstall, please select one of the followings:

¢« Open the Start Menu > Control Panel->Programs->Programs and Features, and then click the
“Foxit PDF Secure RMS Protector” record and then click the “Uninstall” button to uninstall it.

¢« Open the Start Menu > Programs > “Foxit PDF Secure RMS Protector” > Uninstall.

Or you can double-click the PDFProtector.msi setup file that you have used to install Foxit PDF

Secure RMS Protector, and then do the followings:
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¢ Inthe Foxit PDF Secure RMS Protector dialog box, select Remove Foxit PDF Secure RMS
Protector

1) Foxit PDF Secure RMS Protector Setup

I Change, repair, or remove installation

| Select the operation you wish to perform.

hange

Foxit PDF Secure RMS Protector has no independently selectable features.

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Removes Foxit PDF Secure RMS Protector from your computer.

¢ Click Next button to uninstall it completely.

Check the version of Foxit PDF Secure RMS Protector

e Please navigate to the folder where Foxit PDF Secure RMS Protector installed. Right-click
PDFProtector.dll > choose Properties > click the Details tab, then you can examine the
version information of Foxit PDF Secure RMS Protector ,as shown:
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“ PDFProtector.dll Properties @

| General | Digital Signatures | Secuﬁt'_f| Details | Previous ‘u"ersinns|

Property WValue

Description
File description  Foxit PDOF Secure RMS Protector 2.1
Type Application extension

File wersion 2.1.0320
Product name  Foxit POF Secure BMS Protector 2.1
Product version  2.1.0 Build 0320

Copyright Copyright () 2012 Foxit Corporation

Size 215 MB
Date modified  3/22/2012 6:26 PM
Language English (United States)

Criginal filename PDFProtector. DLL

Remove Properties and Personal Information

[ OK ] [ Cancel Apply

Editing Wrapper Content

If you open a PDF which is encrypted by Foxit RMS Protector with other PDF programs, a wrapper
(which is actually a PDF page) will prompt you to download Foxit PhantomPDF/Reader to open
the PDF. If you want to edit the wrapper content, please save the updated content as a PDF file
named as “wrapperPDF” and place it within the RMS Protector’s installation directory.

4+ Configuring AD-RMS to Integrate with Exchange Server

2010 in a Single Forest

Ra%Note: If you have configured AD-RMS when you were installing Exchange, please skip this

operation.
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To register a service connection point

1.

Log on ADRMS server as CPANDL\ADRMSADMIN in the cluster on which you want to
register an SCP.

Open the Active Directory Rights Management Services console.

Right-click the AD-RMS cluster, and then click Properties.

Click the SCP tab.

Select the Change SCP check box.

Click the Set the SCP to current certification cluster option, and then click OK.

Click Yes to confirm.

To give Exchange servers permissions to access the server certification pipeline

1.

10.

11.

12.

13.

Log on an ADRMS server as CPANDL\administrator in the AD-RMS cluster.
Click Start, and then click Computer.

Navigate to %systemdrive%\Inetpub\wwwroot\_wmcs\Certification.
Right-click ServerCertification.asmx, and then click Properties.

In the ServerCertification.asmx Properties dialog box, click the Security tab.
Click the Continue button or the Edit button.

In the Permissions for ServerCertification.asmx dialog box, click Add.

In the Select User, Computer, Service Account, or Group dialog box, click Object Types,

and select the Computers check box, then click OK.

Type Exchange Servers to add the Exchange Servers group, or type the names of the

Exchange servers that you want to add, separated by semicolons.
Click Check Names, and then click OK.

Under Allow, make sure that the Read & execute and the Read check boxes are

selected.
Click OK.

If the AD-RMS Service Group does not appear in the Group or user names list, repeat the

steps 6-11 to add it.
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14. Click OK to close all dialog boxes.
15. Repeat the steps 1-14 on all other servers in the AD-RMS cluster.
To set up the Exchange Server super users group

1. Log on AD-RMS server as CPANDL\ADRMSADMIN, and open the Active Directory Rights

Management Services console and expand the AD RMS cluster.
2. Inthe console tree, expand Security Policies, and then click Super Users.
3. Inthe Actions pane, click Enable Super Users.

4. Inthe results pane, click Change Super User Group to open the Super Users properties

sheet.

5. Inthe Super user group box, type the e-mail address of the designated super users
group, or click Browse to navigate through the defined users and groups in the

directory.(Such as SuperRMSAdmin@cpandl.com)

6. Click OK.

To set InternalLicensingEnable true by ExchangeManagement Shell

1. Log on as CPANDL\Administrator to EXO1

2. Navigate to Start->All Programs->Microsoft Exchange Server 2010->Exchange Management

Shell

3. Type "Get-IRMConfiguration"
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Machine: EX01.cpandl.com

Tip of the day #47:

You can control which features are available to Outlook Webh Access users
pe =

Set—OwalirtualDirectory "OWA (Default Web Sited>" —ContactsEnabled $True

UERBOSE: Connecting to ENB1.cpandl.com
UERBOSE: Connected to EHO1l.cpandl.com.
[PS]1 C:xUWindows~systen32Get—IRMConf iguration

False
False
True
True
True
Optional

InternalLicensingEnabled
ExternalLicensingEnabled
JournalReportDecryptionEnabled
OWAEnabhled

SearchEnabled
TransportDecryptionSetting
ServiceLocation
PublizhingLocation
LicensingLocation

&

[PS]1 C:~UWindows“system32>

4. Type " Set-IRMConfiguration -InternalLicensingEnable Strue" to enable licensing.

5. Type " Get-IRMConfiguration " again ,to check InternalLicensingEnalbe is true.

E- Machine: EX01.cpandl.com

Has one of your users asked you to recover their mobhile device synchronization password? To return the user’s pass
type :

Get—ActiveSyncDeviceStatis —ShowRecoveryPassword

UERBOSE: Connecting to EXB1.cpandl.com
WERBOSE: Connec to EX@l.cpandl.com.
[FERNTET ¥ stem32>Set—IRMGonf iguration —InternalLicensingEnable $true
WUARNING: The command completed successfully but no settings of 'ControlPoint Config’ have been modified.
[PS] C:xMWindowsssystem3d2iGet—IRHConf iguration

InternalLicensingEnabled : True

ExternalLicensingEnabhled : False
JournalReportDecryptionEnahled : True
OUAEnabled : True
SearchEnabled : True
portDecryptionSetting : Optional
Location H

shingLocation H
LicensingLocation HEE &3

[PS] GC:\Windows\system32>

+ Working with Foxit PDF Secure RMS Protector

1. Log on as CPANDL\Administrator to EX01

2. Open the Exchange Management Shell.

3. Enter the following task and parameters:

New-TransportRule -Name “Test Transport Rule for Encryption” -Enabled Strue -

SubjectOrBodyContainsWords “secret” -ApplyRightsProtectionTemplate “Do Not Forward”
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E Machine: EX01.cpandl.com ;lﬂl 5'

change team hlog: get—exhlog
Show Full output for a cmd: <cmd> | format—list

Tip of the day H52:

Want to get a list of the backup status of all mailbox datahases in your organization? Type:

Get—MailhoxDatahase —8tatus | Format-Tahle Name, Server, *Backupx
How ahout just the mailhox datahases on a specific server? Type:

SDatabas = Get-MailbhoxDatahase —Server {Server Name> —Status
$Databases Format—-Tahle Name, »*Backup»

UERBOSE: Connecting to EX@1.cpandl.com
Connected to E¥@1.cpandl.com.

indows em32 >Heu sportRule —Hame

i tectionTemplate

Test Transport Rule For Enceyption Enabled 8

[PS] C:vWindows\system32>

4. Log on as CPANDL\test to Client, and open Microsoft Outlook 2010, new an Email (for
example, send an e-mail to emilyl@cpandl.com). The Email includes the PDF attachment.

',_mr“"

Me e Insert Options Format Text Review m

= &m [ Attach File ¥ Follow Up ~

=) Calibri (Body * 11~ A A7 :

- Attach Item ~ Y High Importance
Check Zoom
Names | L% Signature ~ § LowImportance

Paste 7 B I U b, A=

Clipboard Basic Text nes Include Tags «| Zoom

Subject: test message

1 Attached: | 7 Microsoft SharePoint Server 2010.pdf (2 MB) ‘

This is secret test message,include the keyword "secret",|

And then click Send.
5. Log off and log on as CPANDL\emily1 to the Client

6. Open Microsoft Outlook 2010. In the inbox, we can see the email which has been tested
to send.
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File Home

Send / Receive

Folder View

’jj '@ Ty lgnore x =Y _E :& B Meeting |03 Moveto:? 3 To Manager B3 %, [SUnread/Read Finda Conta
#= Clean Up = ¢ (34 Team E-mail & Done il Categorize | [ Address E

New  Mew Delete  Reply Reply Forward & - | | Move Rules
Email Tteme - | & lunk = i ajiore ( Reply & Delete  “7 Create New s - - W FollowUp ~ | Filter E-m

New Delete Respond Quick Steps £l Maove Tags Find
4 Favorites d S ———— 2

earch Inbox (Ctrl~
[E Tl secret test message
: N
3 sent Items Arrange By: Date Newest on top test
@ Deleted Items (1) @ Do Mot Forward - Recipients can read this message, but cannot forward, print, or copy content.
4 Today The conversation owner has full permission to their message and all replies.
H 1 Conversation owner: test@cpandl.com

4 emilyl @cpandl.com i[2 test %04 P |

= secret 1] ]| sent Wed1/12/2011 9:03 PM

-] Inb To

e = emilyl 5:48 PM o emily1

[ rafts secret twa attachments a I Message | [} Microsoft SharePoint Server 2010.pdf (2 M)

) S 2 test 5:25 PM

5 Deleted Items (1) secret I} -

This is secret test message, include the keyword "secret".
L@ Junk E-Mail 24 Administrator 357 PM
@ Outbox emily view only test can view edit f...

[F) Rss Feeds
[0 search Folders

24 Administrator

emilylonly can view test

345 FM

7. Double click the email. We can see the email did not get forwarded. View the permission,
and the detail permission is displayed as shown below-----My Permission.

=N

Delete

Delete

D & ¥ |5

a X &

Reply Reply |Forw
All

a

Respond

secret test message - Message (HTML)

25 Move to: 7

ﬁ; To Manager -

J-) Team E-mail

Quick Steps [P

[==] =/

> @
o A O
B 5.

'-Tj Mark Unread

e

Categorize =
Move [-3 - Translate Zoom
o ¥ Follow Up ~ >
Move Tags [F} Editing Zoom

@ (Do Mot Forward
] e

i message and all replies.
Conversation owner: test@cpandl.com

From: test
Taoe emily1
Cc

Subject:

Recipients can read this message, but cannot forward, print, or copy content. The conversation owner has full permission

secret test message

o See more about: test.

This is secret test message, include the keyword "secre

- 2 11 9:03 PM
My Permission ug
You are currently authenticated to view this message as:
emlyl@cpandl.com | B
— Do Not Forward - Recipients can read this message, but =
cannot forward, print, or copy content. The conversation iz
owner has full permission to their message and all replies. "
You have the following permissions:
View: fes
Edit: Yes
[Eopy: No ]
rint: [g
Sawve: fes
Export: Mo
Access the message programmatically:  No j
[ Full control: Mo
Reply: Yes
Reply All: Yes
{_Forward: Mo}
h

8. Double click the PDF attachment to open it. We can see the permission shown below: not

allowed to be printed, copied, or accessed.
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Microsoft SharePoint Server 2010 (21).pdf (SECURED) - Foxit Reader I

@ = |

| Fle Edit View Tools Comments Forms Help

L LR I VISR NS 10T AT T—_myeye

—=)
Document Properties

Description | Seauity | Fonts
Document Security

Fo) Security Method: RMS Encryption

Protection Policy Information

The following users have permission to access this document:

e # © 0 Ble

User RMS Right
emilyl@cpandl.com Change
test@cpandl.com Full Control
PDF Rights.
VIEW: Alowed
OWNER: Not Alowed

VIEW RIGHTS DATA: Alowed
PRINT: Not Allowed
I PRINT HIGH: _Not Alowed l
FILL FORM:  Allowed
ANNOTATE: Allowed
ASSEMBLE: Allowed
MODIFY: Alowed

EXTRACT ACCESS: Not Allowed
EXTRACT: _Not Allowed

License Expiration date: Unlimited Content Expiration date: Unlimited

T I

permisson_|

el »
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Chapter 4 — Watermark Configuration Tool

Watermark configuration tool allows you add, edit, delete, import, and export security
watermark to the files protected by RMS technology to improve the security and protect
copyright of the author. This chapter will introduce the steps of using the tool.

The watermark configuration tool will pop up after finishing the installation or you can

1
double-click the icon Igon desktop to open it.

4 Creating Profile

Before adding a watermark, you should create a profile first. The application will apply all of the

watermarks in the profile to a PDF.

Note: you can only choose a profile but not a certain watermark to use. Please create the

watermarks you want to add to one PDF in the same profile.

e Open the watermark configuration tool and check the option “Show the security watermark

in protected PDF document.”

Fm{i‘lPDF ecure B e IL

¥ Show the security watermark in protected PDF document.

Extended Setting
Security Watermark

Mame | Selact

¢ Click Select to open the Security Watermark Management.
¢« Click New Profile to create a profile and name it.
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curity Watermark Managemen

Select profile Praview

54 Watermark Temphate
i A Highly Confidential

Open time

../ &) Current User New Profile

Ad

Delete

Import...

Export...

I Bl

0K

Cancel

+ Adding Watermark

To add a new watermark, please do the following:

e Open the Security Watermark Management and select a profile you created and click Add to

add watermarks in the profile.
e Title the watermark’s name.

« Type the watermark’s content in the text box and set the font, size, color, underline, and

alignment.
Note: you can only set text as watermark.

e Choose the Dynamic text. Whenever any reader opens the file, the watermark will show the

current document information dynamically and you can use multiple texts at the same time.

Document Title: show the current document title.

Author: show the author of current document.

Current User: show the current user who is reading the document.
Date: show the current system date when opening the document.

Day: show the current system day when opening the document.
Month: show the current system month when opening the document.
Year: show the current system year when opening the document.

Time: show the current system time when opening the document.
Hour: show the current system hours when opening the document.
Minute: show the current system minutes when opening the document.
Second: show the current system seconds when opening the document.

¢« Set the appearance by choosing the rotation degree and the opacity. You also have the

option to select the scale relative to the target page.
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Set the vertical and horizontal distance between the target page and the watermark.
Choose the page range to play the watermark. You have several options for page range via
clicking the right items in the subset list.

Preview the watermark in the right pane.
Click OK to finish it.

Name:  [Highly Confidential
Source: Preview
HIGHLY CONFIDENTIAL ~ Font:[system  ~| Size:[48 ~|

& Text: i
‘ L]
Dynamic text: |—Select dynamic variable— +

Appearance

. < a =
Rotation: ¢ 45% " None @& 45 " Custom |450 =1

Opacty: —pF—— 20% ﬁ
I” Scale relative to target page 50% j

Position

Wertical Distance: |D.DD ﬁ ‘Inches j from |Center -
Horizontal Distance: [0.00 ﬁ [nches  »|  from [center ~

Page Range Options

& Al Pages
" Pages:
 pages from: |1 j to: [1 j

Subset: |Al pages in range -

0K Cancel

+
Editi

Editing or Deleting Watermark

ng a Watermark

Open the Security Watermark Management and select a watermark you want to edit.
Click Edit to open the Create Security Watermark dialog box.

Start to edit the watermark, please refer to “Adding Watermark”.

Click OK to finish the operation.

Deleting a Watermark

*

Open the Security Watermark Management and select a watermark you want to delete.
Click Delete to remove the selected watermark.

Importing or Exporting Watermark

Importing a Watermark

Expo

Open the Security Watermark Management and click Import.

Choose a watermark with .xml format.

Click Open.

rting a Watermark

Open the Security Watermark Management and select a watermark you want to export.
Click Export and choose a file type and location to save.
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The watermark will be exported as an .xml file or encoded file according to your choice. It
can be integrated into AD RMS policy template and applied to the PDF files by Foxit Phantom
PDF.

Note:

1. If you want to integrate the watermark to a common policy template, please export it as
an .xml file and add it to the template by Phantom PDF directly.

2. If you want to integrate the watermark to an official policy template, please export it as an
encoded file (.txt format) and integrate it into the template by AD RMS Scripting API
Architecture. Then you can import the template and apply it to PDFs by PhantomPDF.
(Please click here to see the example and use the value of “appData.Name” and
“appData.Value” in the exported encoded file.)
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Chapter 5 - FAQ

1. In the SharePoint environment, do we need to perform iisreset after installing the Foxit
PDF Protector?

Yes. Foxit PDF Protector will not work immediately when it is installed. Please perform
iisreset to ensure that the SharePoint server invokes Foxit PDF Protector.

2. Why is the PDF downloaded from the SharePoint Document Library still unprotected after
installing the Foxit PDF Protector?

First, check that the IRM protection rules have been configured in the SharePoint Document
Library. For example, ([Library Name]->Setting->Information Rights Management
Settings->Restrict permission to documents in this library on downloads).
Then, clear your browser’s Temporary Internet Files. For example, (IE8: Internet
Options->General->Delete->check Temporary Internet files->click delete).

3. Why doesn’t the Foxit PDF Protector work after being used for some period of time?
Because that you can only use the Free Trial version for 30 days. If you want to continue

using the Foxit PDF Protector, please contact us by sending an email to

sales@foxitsoftware.com to get the formal product license.

4. |gotthe authorized license file. How can | use it?
Please copy the license file to the same folder where you installed Foxit PDF Protector.

Note: Please ensure that all the users in the domain have the basic permission to “Read” and

“Read & Execute”, or the license file may not work.
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Contact Us

Feel free to contact us should you need any information or have any problems with our products.
We are always here, ready to serve you better.

e Office Address:
Foxit Corporation
42840 Christy Street. Suite 201
Fremont CA 94538
USA

e  Mailing Address:
Foxit Corporation
42840 Christy Street. Suite 201
Fremont CA 94538
USA

e Sales:
1-866-680-3668 (24/7)

e Support:
1-866-MYFOXIT or 1-866-693-6948(24/7)

e Fax:
510-435-9288

o Website:
www.foxitsoftware.com

e E-mail:
Sales and Information - sales@foxitsoftware.com

Technical Support - support@foxitsoftware.com

Marketing Service - marketing@foxitsoftware.com
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