
Foxit® PDF Security Suite

An important file format for sharing confidential documents that require rights management protection is PDF. It is far 
more effective for Enterprises to deploy a single rights management solution which supports their most used file 
formats – typically the Microsoft Office and PDF file formats. End users also require these solutions to provide them 
with a rich set of collaboration features to effectively work as a team – these features include annotating, editing, and 
organizing documents.
 
This is why integrating the Foxit PDF Security Suite in Microsoft Rights Management Services environments is so important – Microsoft has a 
feature rich Information Management Solution and the Foxit components fill in the gaps for PDF documents and forms. The Foxit solution allows 
enterprise users to:
 

Consume, modify, and protect PDF on Windows desktops in Active Directory Rights Management Services and Azure Active Directory Rights 
Management environments with the Foxit Enterprise Reader and/or Foxit PhantomPDF. 

Consume and annotate protected PDF on mobile devices in Azure Active Directory Rights Management environments through the Foxit Mobile 
PDF. 

Server side protection of PDF for SharePoint 2007, 2010, and 2013 environments and Exchange 2010 and 2013 environments with the PDF 
Secure RMS Protector. The PDF Secure RMS Protector augments SharePoint's 2013 capabilities when customers require:   

Fast web view or linearized PDF.

Dynamic security watermarks to automatically display viewer identity information on protected PDF files. This provides additional security to 
protected files from being compromised by users cameras/smartphones and video capture.

Staged upgrades to SharePoint 2013, enabling RMS support for PDF on 2010 and 2007 servers until upgrade to 2013 is complete.

Protect PDF files through programmatic interfaces in both AD RMS and ADD RM environments with the RMS PDF Protection Tool. 

Cost effective mechanism to extend AD RMS 
services to PDF documents

Enhance the value of existing IT infrastructure.
Build upon existing RMS policies.
Minimal support and training.

Protect Sensitive PDF Documents

Foxit PDF Security Suite extends AD RMS to PDF documents in SharePoint and Exchange environments. Highlighted features of the Foxit PDF Security 
Suite include:

Extend Microsoft Active Directory Rights Management Services to PDF



Dynamically manage AD RMS information policies 
for individual PDF documents

Restrict confidential information internally to only certain individuals or to a certain 
subset of job roles/titles/functions.
Revoke or add permissions easily.

Aids in meeting regulatory compliance requirements across the enterprise.
Extends AD RMS to PDF files.

Fills the security gap between Microsoft Office® and PDF files.
Minimal support, training and administration - uses the sameRMS
environment that you’re already using for Microsoft Office files. 

Easily deployable 
24/7 support

Key Reasons to Choose Foxit PDF Security Suite

Microsoft Office SharePoint Server (2007 or 2010)
Microsoft Exchange Server 2010 and 2013
Windows Server 2003 (32-bit and 64-bit) and Windows Server 2008 
(32-bit and 64-bit): Microsoft RMS Client 1.0 SP2;
1GB memory, 10MB free disk space

Foxit Reader enforces the rights management service
when users attempt to access PDF documents

Control PDF document usage such as viewing, 
copying, printing, etc.

Streamline business processes that would typically require paper-based or in-person 
collaboration to ensure more secure collaboration.

System Requirements

Selective enablement of PDF forms fill-in feature
Extend document-based processes to better engage with target audience.
Give users flexibility by extending PDF files to an offline environment.

Provides the collaboration features users need to 
view, print, copy, annotate, edit, organize, and 

delete protected PDF files.

Improve collaboration and streamline document reviews.

Selective enablement of PDF forms security 
features including digital signatures

Enhance the security of enterprise forms and data with digital signatures.

Encrypts and protects PDF files with permissions 
and authorization settings through programmatic 

interfaces

Command Line Interfaces (CLI) for IT administrators to run in scripts or on-demand.
C programming interfaces for developers to incorporate into existing applications.
Supports any file sharing/file repository environment to protect and unprotect files.

Apply persistent information-centric security to 
PDF documents online and offline

Prevent costly information loss.
Improve corporate governance.
Better comply with regulatory requirements.




